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6

On November 5, 2009, a lone attacker strode into the deployment center at Fort Hood,
Texas. Momen ts later, 13 Department of Defense (DoD) employees were dead and another 32
were wounded in the worst terrorist attack on U.S . soil since September I I, 200 I.
The U.S. Senate Committee on Home land Security and Governmenta l Affairs launched
an investigation of the events preceding the attack wi th two purposes: (I) to assess the
informat ion that the U.S. Government possessed prior to the attack and the actions that it took or
fai led to take in response to that infonnation; and (2) to identify steps necessary to protect the
United States against future acts of terrorism by homegrown violent Islami st extremists. This
investigation flows from the Committee's four-year, bipartisan review of the threat of violent
Islamist extremism to ou r home land wh ich has included numerous bri efi ngs, hearings,
consu ltations, and the pub licat ion of a staff report in 2008 concerning the internet and terrorism.
In our investiga tion of the Fort Hood attack, we have been cogn izant of the record of
success by 000 and the Federal Bureau of Investigation (FB I) in the ten years si nce 9/ 11. We
recognize that detection and interd iction of lone wol f terrori sts is one of the most d ifficult
challenges facing our law enforcement and intelligence agencies. Every day, these agencies are
presented with myriad leads that require the exercise o f sound j udgment to determine which to
pursue and wh ich to close out. Leaders must allocate their time, attention, and inherently limited
resources on the highest priority cases. In addit ion, the ind ividua l accused o f the Fort Hood
attack, Army Major Nidal Ma lik Hasan, is a U.S . citizen. Even where there is evidence that a
U.S. cit izen may be radicalizi ng, the Constitution approp riately limits the actions that
government can take.
In present ing our findings and recommendations below, we are gratefu l for the service
given by our nation 's military, law enforceme nt, and intelligence personne l. Our aim in th is
investigati on was not to single ou t indi vidua l negli gent judgment; such instances are for the
agenc ies to deal with, as appropriate. Nor do we seek to second-guess reasonable judgments.
Instead, we act under our Const itutional duty to oversee the Executive Branch's pcrfonnance and
thus to detennine - independently from the Executive Branch's own assessment - what, ifany,
system ic issues are exposed by the Hasan case. The spec ific facts uncovered by the Committee's
investigation necessarily led us to focus our key findings and recommendati ons on 000 and the
FBI. But the Hasan case also evidences the need for a more comprehensive and coordinated
approach to counterradicalization and homegrown terrorism across a ll agencies, including
federal, state, and local entities, wh ich are critical to keeping our country safe.
Our basic conclusion is as follows: Although neither 000 nor the FB I had specific
informat ion concerning the time, place, or nature of the attack, they collecti vely had suffic ient
information to have detected Hasan's radica lization to violent Islamist extremism but failed both
to understand and to act on it. Ou r investigat ion found specific and systemic fai lures in the
government's hand ling of the Hasan case and raises additional concern s about what may be
broader systemic issues.
Both the FB I and 000 possessed information indicating Hasan's rad icalization to vio lent
Islamist extremism. And, to the FB I's cred it, it fl agged Hasan from among the chaff of
7

intell igence co ll ection for add iti onal scrutin y. However, the FBI and DoD together fai led to
recogni ze and to link th e information that they possessed about Hasan: ( I) Hasan was a military
offi cer who li ved under a regimented system w ith strict officership and security standards,
standards which his behav ior during his military med ical train ing violated; and (2) the
govern ment had [REDACTED] communi cat ions from Hasan to a suspected terrorist,
[RE DACTED], who was in volved in ant iwAmerican acti viti es and the subject of an unrel ated FBI
terrori sm in vestigation. Thi s indi vidual will be referred to as the "S uspected Terrori st" in thi s
report. I Although both the public and the private signs of Hasan's radicalizat ion to violent
Islami st extremi sm while on acti ve duty were known to government offi cial s, a string offailures
prevented these offi cials fro m intervening against him pri or to the attack.
•

Evi dence of Hasan's radica li zati on to violent Islamist extremism was on full display to
hi s superiors and co ll eagues during his military medical training. An in structor and a
coll eague each referred to Hasan as a "ticking tim e bomb." Not only was no action taken
to di scipline or di scharge him, but al so his Officer Evaluation Report s san itized hi s
obsession with violent Islamist extremism into praiseworthy research on
counterterrorism.

•

FB I Joint Terrorism Task Forces (JTfFs) are units in FBI field offices that conduct
counterterrori sm investigations and are staffed by FBI agents and empl oyees from other
federa l, state, and loca l agencies. A JTTF learn ed that Hasan was communi cating with
the Suspected Terrori st, flagged Hasan's initial [REDACTED] communicat ions for
further review, and passed them to a second JTTF for an inquiry. However, the ensuing
inqu iry fai led to identi fy the totality of Hasan's communications and to inform Hasan's
mi li tary chain of comman d and Army sec urity officials of the fac t th at he was
communicating with a suspected violent Islamist extremi st - a shocking course of
conduct for a U.S. mi li tary officer. Instead, the JTTF inquiry relied on Hasan's erroneous
Offi cer Evaluation Reports and ult imately dismissed his comm uni cat ions as legitimate
research.

•

Th e JTTF that had reviewed the initial [REDACTED] co mmunicati ons di smi ssed the
second JTTF 's work as "slim" but eventually dropped the matter rather than cause a
bureaucratic confron tation. The JTTFs now even dispute the extent to which they were
in con tact with each other in this case. Nonetheless, th e JTTFs never raised the dispute to
FBI headquarters for resolution, and en tities in FB I headquarters responsibl e for
coordination among fie ld offices never acted. As a result, th e FB I's inquiry into Hasan
ended premature! y.

As noted, DoD possessed compelling ev idence that Hasan embraced views so extreme
that it should have disc ipl ined him or discharged him fro m the military, but DoD failed to take
action agai nst him. Indeed, a number of po li cies on commanders' authority, extremi sm, and
1 The redactions in this report were required by the Inte lligence Community pursuant to Executive Branch
classificalion policies and are the result of intensive negotiations spanning three months. We take issue with the
extent of these redactions, some of wh ich we believe are unjustified, but we have consented to them in order to
produce this report in a timely manner.
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personnel gave supervi sors in hi s chain of command the au thority to take such actions. It is clear
from thi s failure that 000 lac ks the institutional culture, through updated policies and traini ng,
sufficient to infonn commanders and all leve ls of servicemembers how to identify radicalization
to vio lent Islam ist ex tremism and to dist inguish th is ideology from the peacefu l practice of
Islam.
To address this fa il ure, the Department of Defense shou ld confront the threat of
rad ica li zati on to violent Islami st extremism among servicemembers explic itl y and directly and
strengthen associated policies and training. 000 launched an ex tensive internal review after the
Fort Hood attack by comm iss ioning a rev iew led by two former sen ior 0 00 officials (fonner
Army Secretary Togo West an d ret ired Chief o f Naval Operations Admiral Vern Clark) and
requi ring multip le reviews across the Military Services of force protection and related issues.
000 has also inst ituted a reg imented process for instituting and monitoring implementation of
recommend at ions from these reviews, which incl uded two memoranda from Secretary of
Defense Robert Gates assessing and adopting particular recommendations from the West/C lark
rev iew. However, 0 00 - including Secretary Gates's memoranda - still has not speci fica lly
named the threat represented by the Fort Hood attack as what it is: violent Islami st extremism.
Instead, DoD's approach subsu mes thi s threat within workplace violence or undefined "viol en t
ex tremism" more genera ll y. DoD's failure to identify the threat of violent Islamist extremism
expl icitl y and directly confli cts with DoD 's hi story of directl y confronting white supremacism
and other threaten ing activ ity among serv icemembers. DoD should revise its poli cies and
traini ng in order to confront the threat of violent Islamist extrem ism directly.
More specifically, DoD should update its policies on ex trem ism and religious
accommodat ion to ensure tha t vio lent Islamist extremism is not tolerated. 0 00 should also tra in
serv iceme mbers on violent Islami st extremi sm and how it differs from Islamic religious beli ef
and practices. Without thi s improved guidance and training, the behavioral tendency among
superiors could be to avoid proper app li cat ion of the curren t general poli cies to situat ions
involving vio lent Islami st extrem ism.
Th e 911 1 attacks led the FBI Director, Robert Mueller, to act to trans rorm the FBI's
institut ional and operational architecture. He declared that the FB I's top priority would
henceforth be preventing domestic terrorist attacks and that the FB I needed to become an
in telligcnce~ce n tric rather than purely law ~enforce men t~ cen tr ic organizati on. The FB I has made
substantial progress in transforming itself in th ese ways. The FB I is more foc used on producing
counterterrorism intell igence and more integrated than it had been. Its init iat ives arc headed in
the righ t direction. To its credit, the FBI moved swiftly after the Fort Hood attack to conduct an
internal review, identify gaps, and implement c hanges in response; the FBI also co mmi ssioned
an outsi de revi ew by fo rmer FB I Director and Director of Central Intelligence Judge William
Webster. Nonetheless, our in vestigation finds that the Fort Hood attack is an indicator thaI the
current status of the FBI's transfonnation to become intelligence-driven is incomplete and that
the FB I faces internal challenges - which may include cultural barriers - that can frustrate the
on -going institutional re rorms. The FBI needs to acce lerate its transformation.
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•

In the Hasa n case, two JTTFs (each located in a different fi el d offi ce) disputed the
significance of Hasan' s communications with the Suspected Terrori st and how vigorously
he should be in vesti gated. The JTTF th at was less concern ed about Hasan controlled the
inq ui ry and ended it prematurely after an insufficient exami nation. Two key
headquarters units - the Coun terterrori sm Division, th e "National JTTF" (which was
created spec ifica ll y to be the hub among JTTFs), and the Directorate of Intelli gence were not made aware of the dispute. This unresolved conflict ra ises concerns that,
despite the more assertive role that FBI headq uarters now plays, especially since 9/ 11 in
what historically has been a decentralized organization, fie ld offi ces still prize and protect
their autonomy fro m headquarters. FBl headquarters also does not have a written plan
that articulates the divis ion of labor and hierarchy of command-and-control authoriti es
among its headq uarters units, field offices, and the JTTFs. Th is iss ue must be addressed
to ensure that headquarters establishes more effective strategic control of its fi eld office
operati ons.

•

In the Hasan case, the FBI did not effective ly utilize inte lli gence analysts who could have
provided a differe nt perspective given the ev idence that it had. The FBI 's inquiry
foc used narrowly on whether Hasan was engaged in terrorist activ ity - as opposed to
whether he was rad icalizing to vio lent Islarn ist extremism and whether this radicalization
might pose counterintelligence or other threats (e.g., Hasan mi ght spy for the Taliban if
he was de ployed to Afghanistan). This cri tica l mistake may have been avo ided if
intell igence analysts were appropriatel y engaged in the inqui ry. Si nce 9/1 1, the FBI has
increased its in te lli gence focus by creating a Di rectorate of Intelli gence and Field
Intell igence Groups in the fie ld offices and hi ring th ousand s of new and better qualifi ed
analysts. However, the FB I must ensure that these ana lysts are effecti vely uti lized,
including that they ach ieve signifi cant stature in the FB I. The FB I must also ensure that
all of its agents and ana lysts are trained to understand violent Islam ist extremism.

•

In the Hasan case, the FB I did not identify the need to update its tradecraft (i.e., the
methods and processes fo r conducting investigative or intell igence acti viti es) regarding
the process ing and analys is of communi cations (REDACT ED] unti l after the Fort Hood
attack. This de lay led to a failure to iden tify all of Hasan 's comm unicati ons with the
Suspected Terrorist and the extent of the threat contained wi th in them. The FBI has had
numerous successes aga inst homegrown terrorist cells and indiv iduals since 911 1 that
have saved count less American lives. However, the FB I should still ensure that all of its
tradecra ft is systemicall y examined so that flaws can be corrected prior to failures. The
FBI leadership should continue to oversee this element of its transformat ion to a fi rst·
class, in tell igence.driven counterterrorism organi zation.

•

In the Hasan case, the JTfF model did not live up to the FB I' s strong visi on of JTTFs as
an effective interagenc), information-shari ng and operational coord ination mechanism.
JTTFs have been expanded signi ficant ly since 9111 and are now the principal domestic
federa l opera tiona l arm for counterterrorism investigat ions and intelligence co ll ect ion.
They perfonn critica ll y important homela nd security fu nct ions and have produced
numerous successes in disrupting and apprehending potenti al lerrorists. However, the
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specific hand li ng of the Hasan case, and systemic disputes between DoD and the FB I
concerning JITFs which remain unreso lved, rai se concerns that the JITF model requires
additional revi ew and improvement in order fo r JTTFs to function as effectively as our
nation requires.
We ask that DoD and the FBI review and respond to the concerns identified in this report
on an urgent basis.
Finall y, we request thaLthe National Security Council and Homeland Security Council
lead in the development of an integrated approach to law en forcement and inte ll igence
domestica ll y and a comprehen sive national approach to countering homegrown radicalization to
violent Islamist extrem ism. The threat of homegrown rad icalization goes beyond the capabi lities
of the law enforcement, in te ll igence, and homeland security agencies and requires a response
from a broad ran ge of our government which w ill prod uce plans to translate and implement thi s
comprehensive nationa l approach into spec ific, coordinated, and measurable actions across th e
government and in cooperati on with the Musli m-American community.

II
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PART I:

INTRO DUCT IO N

13
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I.

Purpose Of The Invest igation.
On November 5, 2009, 13 Americans - 12 servicemembers and one civi li an emp loyee of

000 - were killed and 32 were wounded in an attack at the mil itary base at Fort Hood, Texas.
Thi s tragedy was the deadliest terrorist attack w ithin the United States since September 11 ,2001.
Major Nidal Ma li k Hasan, a U. S. Army officer and psychiatrist, was arrested and is standing tria l
for murder and other charges in mil itary court-martial proceedings.
On November 8, 2009, the Senate Comm ittee on Homeland Security and Governmen tal
Affairs launched an investigat ion of the events precedi ng the attack pu rsuant to the Comm ittee's
authority under Rule XXV(k)( I) of the Standing Rules of the Senate, Section 10 1 of S. Res 445
(108 th Co ngress), and Section 12 ofS. Res. 73 ( I 11th Congress). Our jurisdicti on includes
legis lative authority concern ing the organ ization and reorganization of the Executive Branch and
in vestigati ve authority re lated to "the efficiency and economy of operations of all branches and
functions of the Government with particu lar re fe rence to . .. the effecti veness of present nationa l
security methods, staffing, and processes as tested against the requirements imposed by the
rapidly mounting complexity of nationa l security problems."
Presi dent Barack Obama himse lf acknow ledged the importance of a congressional
in vestigation of the government 's performance. As he said during his weekly radio address on
November 14,2009, " I know there wi ll also be inquiries by Congress, and there shou ld.,,2
The purpose of the Co mm ittee's investigation is two-fo ld: ( I) to assess the informat ion
that the U.S. Government possessed prior to th e attack and the actions that it took or fai led to
take in response to that information, and (2) to identi fy steps necessary to protect the United
States aga inst fut ure acts of terrorism by homegrown violent Islamist extremists - that is, by
terrorists radicalized largely within the Un ited States to violent Islamist ex tremism.) Notably,
our invest igation has not examined Hasan's cul pability fo r the attack or the fac ts of what
happened during the auack, which are the subj ect of an Army court-martial proceeding.
This investi ga tion into the Hasan case nows from our Comm ittee's four -year, bipartisan
review of the threat ol' violent Islamist extremi sm to our homeland . Thi s work has incl uded 14
hearings, numerous br iefings fro m the Execut ive Branch on threat trends and specific plots,
ex tensive and sustained consultat ions with non-government experts and former government
offic ials, and the 2008 release o f a staff report. Viofenllslamist Extremism, rhe Internet, and the
Homegrown Terrorist Threat , wh ich argues that the internet's exp loitat ion by terrorists would
lead to an increase in homegrown terrorism. In add iti on, our assessment of the government's
cou nterterrorism capabi liti es builds upon the Com miuee's leadership in enacting the Homeland
Secu rity Act of2002 (whi ch created the Department of Home land Security) and the Committee's
2 See

http://www.whitehouse.govlblogl20091l 1/1 4/weekly-address-veterans-day-and-fort-hood. For a transcript of
the address, see htlp:llm idd leeast .about .com/od/document I/qllobama- fort- hood. htm.
J The Congressional Research Service defines homegrown violent lslamist extremism as " terrorist activity or plots
perpetrated within the United States or abroad by American ci tizens, legal pennanenl residents, or visitors
radicalized [to violent Islamist extremism] largety within the United States." John Rollins, American Jihadisl
Terrorism: Combatillg a Complex Threat, Congressional Research Service (2010).
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authorship of the Intelligence Refonn and Terrori sm Prevention Act 0[2004 (wh ich created the
Director of National Inte lligence and the Nat ional Counterterrorism Center).
Thi s in vestigation has centered on the act ions of DoD and the FB I with respect to Hasan.
In examining 000 and FB I actions, we have been cognizant of DoD 's and the FBI's record of
success in the nine years since 9/ 11 . Th e FBI, in partnership with other federa l agencies and
state and local law enforcement, has achieved dramatic successes in protecting the United States
against homegrown terrori sm. The men and women of DoD and the FB I have taken aggressive
act ion to undenni ne the capabilities of foreign terrorist networks. These efforts, both at home
and abroad, have made our nation sa fer. Nonetheless, the tact ics of our terrori st adversaries
continue to evol ve, and our nation's counterterrorism efforts must continue to improve in order
to deter, detect, and di srupt fut ure terrori st attacks.
In conducti ng our review, we have been cogni zant of three risks confronting every
in vest igation of government performance, part icu larly those relati ng to intelli gence and law
en forcement acti vities. First , hindsight can obscure the amb iguity that officia ls faced at the time.
To avoi d thi s pitfall, we focused our investigation on what in formation was readily ava il able to
and actuall y considered by the key government person nel at the time and whether their act ions
were reasonable based on that information. Second, hindsight can obscure the competing
priorities that officia ls faced. Accordingl y, we sought to detennine what priority they placed on
the information th at they possessed and how con fli cts over priorities were reso lved. Third, to
avoi d the temptat ion to hold individual personne l to unreali stic standards, our in vesti gation has
focused primarily on what, if any, systemi c problems were exposed by th e governm ent 's
performance in thi s particu lar incident. Nonetheless, we expect DOD and the FB I to hol d
indiv id ual personnel accountable for performance deficiencies identified in this and other reports
on the Hasan case.
The findin gs and recommendations of our investigation require that the report explain
violent Islam ist extremism and the signs of Hasan's radicali zat ion to vio lent Islami st extremism.
We provi de that in format ion in this report wi th the expli cit intention of di stingui shing violent
Islami st extremi sm from the mill ions of Muslim-Americans and Muslim s around the world who
reject that ideology and practice their faith in pcace. We acknowledge with gratitude the
con tributions of Muslim-Americans to thi s nalion and the patriotism of Mu slim-American
servicemembers in defendi ng our freedoms.
Furthermore, our report's fin dings and recommen dations should not be construed as
implying that the Executive Branch has learned nothing from the Fort Hood attack. In fact,
Pres ident Obama ordered a rev iew after the attack, the FB I instituted severa l system ic changes,
and DoD has been engaged in an exten sive review effort in volving an independent panel, the
Offi ce of the Secretary of Defense, and the Mi litary Services. Our conclu sion is not that the
Executi ve Branch has avo ided learning lessons but rather there are more lessons to be learned
and changes to be implemented.
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II.

The Ideology Of Violent Islam ist Extremism And The Growth Of Homegrown
Radicali7..ation.

America 's enemy today, just as it was seven years ago when the 9111 Comm ission
released its report, is not simply terrorism or a particular terrori st organ ization such as al Qaeda
or its affi liates. The enemy is in fact the ideo logy of violent Islami st extremism - the ideology
that inspired the attacks of 911 1 as well as a myri ad of attacks large and small around the world
pri or to and after 9111. As the 9111 Commission report stated, we are not fi ghting '''terrorism,'
some generic ev il ," and "our strategy must match our means to two ends: dismantling the al
Qaeda network and prevai ling in the longer term over the ideology that gives rise to Islamist
lerrori sm.,,4
Despite th e remarkabl e work of America 's mi li tary, inte lli gence, and law en forcem en t
agencies in preventing indi vidual terrorist attacks, the ideo logy that inspired 9/ 11 and other
attacks and plots around the world continues to moti vate individuals to commit terrorism. The
threat is exemp lifi ed by Omar Hammami, an American from a typica l upbrin ging in Alabama
who now fig hts for the violent Islamist extremist group al-S habaab in Somali a and recruits
Westerners to its cause in Engli sh over the intern et. As Hammami said, "they can't blame it on
poverty or any of that stuff ... They will have to rea li ze that it's an ideology and it's a way of life
that makes people change."s
A.

The Ideological Princi pl es. Radicalization Process. And Recruitment Narrati ve Of
Vio lent Is lamist Extremism.

The core princip les of violent Islam ist extremism are essen tia ll y as follows: A global
state - or caliphate - should be created in whic h the most radical interpretation of Shari 'ah
(Islamic re ligious law) will be enforced by the governmen t Adherents to violent Islami st
extremism should priorit ize the global Islami st co mmunity - the ummah - ahead of the
community and coun try in which they live. To accompli sh these goa ls, violence is justified,
including aga in sllhe West generally, military personnel, and c ivilians. Muslim s who oppose
th ese principl es and reject its pervers ion of the Islami c fa ith are a lso considered by vio lent
lslamist extremists to be the enemy.
The process by wh ich an individual transiti ons to a viol ent Islami st extremist is known as
radi calization. Research into radicalization has continued to evolve as it becomes more
6
preva lent, but experts have generally identified four phases or such rad icali zat ion. Preradicalization is the peri od before the indiv idua ls begin the ir journey to violent Islamist
extrem ism. They possess or acqu ire psychologica l or other precursors that underlie the
ind ividuals' eventual openness to this ideology. During Self-Identification, individuals
4 National Commission on Tcrrorist Attacks Upon the Unitcd States, 9/ // Commission Report (2004), at 363. The
9/ 11 Commission used the lenn "Islamistterrorism" - what this report calls "violent Islamist extremism" - to
describe the most radical manifestation of Islam ism or lslamist ideology.
s "The Jihadi51 Nex l Door", The New York Times (January 31,2010).
6 This framework is adapted from a publicly available description of the radicalization process by the New York
Police Department's ("NY PD") Intelligence Division. New York Pol ice Department, Radicalizafion in the Wesl:
The Homegrown Threat (2007).
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experience a crisis or have a gri evance - whether soc ial, econom ic, political, or personal - that
triggers a "cognitive" opening that compe ls them to search for answers to their grievances. 7
Duri ng Indoctrination, individuals adopt viole nt Islamist extremist ideology and begin to see the
world as a struggle aga inst the West. Finally, they reach the Violence stage in which they accept
their individual duty to commit violence, seek tra ining, and plan attacks. 8
Individuals often enter the radica li zation process after being exposed to a common
recruitment narrative. The narrative's main thrust is that the West, led by the United States, is
engaged in a war against Islam. 9 Purveyors of the narrati ve are particularl y effective in tying the
narrative to personal, local, or regional grievances - in other words, in convincing aggrieved
individuals that their grievances result from the West being at war with Islam and that these
individua ls must ri se up to defend Islam via terrorist activity.

B. The Internet's Criticality For Radicali zation To Violent Islamist Extremism. And The
Divers ification Of The Homegrown Terrorist Threat.
In the past, face-to-face interactions were essential for violent Isla mist extremist groups
to iden tify followers and to facilitate the radicalization process. However, face-to-face

interactions have begun to be replaced by the internet as the primary means by which violent
Islamist extrem ism has spread globally. Al Qaeda and other violent Islamist extremists
recognized the potency of the internet after 9/ 11 when they created a relatively structured, online
media campaign that targeted western audiences. Over time, violent Islamist extremists have
continued to evolve and improve their ability to use the Web to broadcast the ideology. Their
vio lent propaganda has spread from password protected forums to include "mainstream" sites.
The Committee's 2008 staff report concluded that the threat of homegrown terrorism inspired by
violent Islami st extrem ist ideology wou ld increase due to the focused online efforts of that
lO
ideology's adherents and how indiv iduals were using the internet to access this propaganda.
Indeed, the incidence of homegrown terrorism has increased significantly in the past two years as
compared to the years si nce 9/ 11 . From May 2009 to November 2010, there were 22 different
11
homegrown plots , contrasted with 21 such plots from September 200 I to May 2009.

71d.
~ Mitchell D. Silber, Director of Intelligence Analysis, New York City Police Department, Statement before the
Senate Homeland Security and Governmental Affairs Committee (November 19,2009).
9 The importance of the narrative in the recruitment and radicalization of homegrown violent Islamist extremists
cannot be understated. An American recruit to violent lslamist extremism is unlikely to have read or fully
understood the ideological writings ofSayid Qutb, Yousefal-Ayyiri, or Abdullah Azzam, bUi the narrative is easier
for such an individual to comprehend. The narrative provides a way to explain contemporary events through the
lens of the ideology and to motivate potential adherents to take action.
10 Senate Committee on Homeland Security and Govemmenlal Affairs, Majority and Minority Staff Repon, Violent
Isfamist EXlremism, the Internet, and the Homegrown Terrorist Threat, (May 8, 2008).
I I American }ihadist Terrorism: Combating a Complex Threat, Appendix A. Many of these plots are recounted
elsewhere in this report, particularly the list of cases in which Anwar al-Aulaqi's literarure played a role. Cases not
mentioned elsewhere in this report inc lude the apprehension of Hosam Smadi (plot to blow up a Dallas skyscraper,
2009) and Michael Finton (alleged plot to blow up a Federal building in Illinois, 2009). Since 9111, only two plots
resulted in American casualties domestically (the attack by Carlos Beldsoe and the Fort Hood attack).
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The homegrown terrorist threat also has become "diversified" in two ways, which has
helped cause the number of attacks to reach its current peak over the last two years.12
First, the need for interaction between individual terrorists and outside groups is
evolving. Individual plotters are identifying with an increasingly varied number of foreign
terrorist organ izat ions or may no longer need to be tied directly to outside groups. The threat can
come from al-Qaeda (in September 2009, Najibullah Zazi was allegedly under al-Qaeda's
direction when planning suicide attacks on New York City transit systems);13 al-Qaeda affiliates
(in 2008 and 2009, at least 20 young men from the United States joined al-Shabaab in Somalia
including Shirwa Ahmed, the first known American suicide bomber); al-Qaeda's ideo logical
allies (in May 2010, Faisal Shahzad, a U.S. citizen who had received training from Tehrik-iTaliban Pakistan, 14 attempted to set off a vehic le-based explosive device in Times Square);
homegrown groups (in July 2009, seven individuals allegedly attempted to receive training
overseas and plan attacks on the homeland, including a small-arms assault on the Marine base in
Quantico, Virginia); 15 and individual homegrown terrorists or " lone wolves" (in June 2009,
Carlos Bledsoe, a self-described follower of al-Qaeda in the Arabian Peninsula (AQAP), 16
alleged ly killed one soldier and wounded a second outs ide ofa recruiting station in Little Rock,
Arkansas).
As the Committee warned in its 2008 report, lone wo lf terrorists present a unique
problem for law enforcement and intelligence agenci~s.17 These lone actors, inspired by violent
Islamist extremist ideology, plan attacks without specific guidance from foreign terrori st
organizations. Because much of their radicalization process is isolated from others, lone wo lves
are less likely to come to the atten tion of law enforcement and intelligence agencies. IS From
September II Ih until the Fort Hood attack occurred, the only attack on the homeland that resulted
in deaths was perpetrated by a lone actor Carlos Bledsoe.
Second, the threat is diverse because there continues to exist no single profile of violent
Islamist extremists, especially in the United States where indi vidual s from various backgrounds
have grav itated to violent Islamist extremi sm. 19 Nor is there a general time frame over which the
process of radicalization to violent Islamist extremism occurs, although the internet has almost
2o
certainly accelerated the radicalization process overthe past couple ofyears. Indeed, as a
result of the internet and other variables, the time frame between the beginning of radicalization

12 Michael Leiter, Director, National Counterterrorism Center, Statement before the Senate Homeland Security and
Governmental Affairs Commiltee (September 22, 2010).
tJ
v. Medunjanin, Naseer. EI Shukrijumah, Rehman, Lnu, Superseding Indictment (July 7, 2010).
14
v. Shahzad, Sentencing Memorandum (September 29, 2010).
15
v. Boyd, Indictment (July 22, 2009).
16 Carlos Bledsoe, Letter to Judge Herben Wright (January 14,2010).
17 Senate Comm ittee on Homeland Security and Governmental AfTairs, Majority and Minority StafTReport, Violent
hlamist Extremism, the Internet, and the Homegrown Threat, (May 8, 2008).
18 Id.
I ~ Peter Bergen and Bruce Hoffman, Assessing the Terrorist Threat (Bipartisan Policy Center, September 10, 2010).
20 Garry Reid, Deputy Assistant Secretary of Defense, Special Operations and Combating Terrorism, Statement
before the Senate Armed Service Subcommillee on Emerging Threats and Capabilities (March 10,2010).

u.s.
u.s.
u.s.
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and the onset of terrorist activity has decreased substantially, further exacerbating the challenge
to law enforcement and intelligence agencies to detect and disrupt auacks.
C. The Ro le Of "Virtual Spiritual Sanctioners" Exemplified By Anwar al-Aulagi.
Proceeding in the radica li zation process from the leve l of Self-Identification to the levels
of Indoctrination and Violence has been made easier by "v irtual spiritual sanct ioners.,,21 These
ind ividuals prov ide a false sense of re ligious j ustification for an act of terrorism over the internet.
Though many indi vid uals around the globe have become purveyors of vio lent Islami st
extremism, a foremost example ofa "virtual spi ritual sanctioner" is Anwar al -Aulaqi, a U.S.
citizen now operating from Yemen. 22 In 2008, then-Department of Homeland Security
Undersecretary for Inte lligence and Ana lysis C harlie Allen stated publicly, "Another example of
al Qaeda reach into the Homeland is U.S. citi zen, al Qaeda supporter, and fo rmer spiritual leader
to three of the September 11th hijackers Anwar al-Au laq i - who targets U.S. Muslims with
radical on line lectures encouraging terrorist attacks from his new home in Yemen.,,23
Al-A ulaqi' s role as an on line provocate ur of homegrown terrorism has been well known
to the U.S. Government, including the FBI:
•

Over fou r years prior24 to the Fort Hood attack, Mahmud Brent, a man who admitted to
attending a Lashkar-e-Taiba training camp in Pakistan was found with "audiotapes of
lectures by Anwar Al_Awlaki.,,25

•

Nearly three years prior26 to the Fort Hood attack, six individuals planned to attack Fort
Dix, New Jersey, and to kill "as many soldiers as possible .'.27 The FBI arrested the group
in May 2007. Accordi ng to expert testimony at the trial , al -Aulaqi's lectu re explaining
Constants on the Path to lihadwas a cornerstone of their radicalization to vio lent
Islam ist extremism. 28

2t Mitchell D. Si lber, Director of Intelligence Analysis, New York City Police Department, Stalemenl before the
Senate Homeland Security and Governmental Affairs Committee (November 19,2009).
n Other examples of virtual spiritual sanctioners include the Jamaican citizen Abdullah el-Faisal, Australian Feiz
Mohammad, and American Samir Khan.
B Charles E. Allen, Undersecretary for Intelligence and Analysis IChief Intelligence Officer, Keynote Address at
GEOINT Conference (October 28, 2008), available at
http://www.dhs.gov/xnews/speeeheslsp_ 122537763496 l.shtm.
2~ U.s. v. Mahmlld Faqllq Brent, Sentencing Memorandum (July 23, 2007). The al-Aulaqi audiotapes were round in
a FBI search of Brent's residence on August 4, 2005. In addition, the sentencing memorandum cites the 9/11
Commission that describes al-Aulaqi as the "sp iritual advisor to two of the September II hijackers."
H /d.
26 Evan F. Kohlmann, Expert Report II, U.S. v. Mohamad Ibrahim Shnewer el al. (September 2008). The recorded
conversations between Shain Duka and another individual regarding al-Aulaqi took place on March 9, 2007.
27 Department of Justice, Five Radical/slamisls Charged with Planning Attack on Forr Dix Army Base in New
Je/'sey (May 8, 2007).
28 Evan F. Kohlmann, Expert Report 1[, U.S. v. Mohamad Ibrahim Shnewer et al. (September 2008).
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9

•

Nearly a year and a half prior to the Fort Hood attack, U.S. citi zen Barry Bujol was
alleged ly seeking al-Aulaq i's advice and counsel on how to join a terrorist organ ization.
In June 2009, the FBI arrested him for attempt ing to provide material support to AQAP.
Bujol had emailed al-Au laqi requesting assistance on '"'"jihad" and wanting to help the
""mujahideen," and in response al -Aulaqi sent his 44 Ways ojSupportinli,Jihad. Bujol
belie ved that al-Aulaqi' s ema il would attest to his bona fides to AQAP . 0

•

A year and three months 31 prior to the Fort Hood attack, Hysen Sherifi , one of seven men
in North Carolina charged in a plot to attack the Marine base in Quantico, Virginia,
alleged ly told an informant that he was going "to send [the informant] more books on
Islam and jihad and that one of the books was ' 44 Ways to Help the Mujihadin ' by
Anwar Aleki [sic].,,32

•

Four months prior to the Fort Hood aHack,33 in a case investigated by the FBI 's
Washington Fi eld Office, U.S. citi zen Zachary Chesser reached out to al-Au laqi through
al-Aulaq i's Web si te fo r spiritual guidance and solicited al-Aulaqi 's recommendations on
his desire to join al-Sh abaab in Somali a. In charging documents again st Chesser, the FBI
noted that "various Islamic terrorists were in contact with Aulaqi before engag ing in
terrorist acts." Chesser exp lained to investigators that ""Aulaqi inspires people to pursue
jihad.,,34 He watched on line videos and listened to digitized lectures ""almost
obsessively" inc luding those by hi s favo rite spiritual leader, al-Aulaqi. Al-Au laqi
responded to two of Chesser' s messages.

Al -Aulaqi's role as a virtual spiritual sanctioner in U.S. terrorism cases has continued
since the Fort Hood attack.3) Furthermore, al -AuJaqi has taken an operat ional role in terrori st
36
plots including, but not limited to, the Chri stm as Day attack by Umar Faruk Abdulmutallab.

29 U.s. v. Barry Bujol, Application for Search Warrant (May 28, 2010), Affidavit of TFO Sean McCarroll, FB I
JTTF. According to the search warrant, Bujol began his communication with al-Aulaqi in "mid-2008."

)O/d.
J I Us. v. Hysen Sherifi. et 01., Application for Search Warrant (July 27,2009). According to the search warrant, the
conversation between Sherifi and the infonnant occurred on February 7, 2009.
J2 Jd. The search warrant continues, "Sherifi translated the book and put it on a website and he told [the infonnant]
that translating is one of the 44 ways to help the Mujihadin."
]J US. v. Zachary Chesser, Application for Search Warrant (July 21,2010), Affidavit of FBI Special Agent Mary
Brandt Kinder. According to the FBI Affidavit, "a court-ordered search of Chesser's email account
zchesser@gmu.edu, revealed that on July 13,2009, Chesser contacted Anwar Awlaki directly through Awlaki's
email address."
3. Id.
J 5 U S. v. Alessa, Almonle, Criminal Complaint (June 4,2010), Us. v. Shaker Masri, Criminal Complai nt (August 3,
2010), us. v. Palll Rockwood, Sentencing Memorandu m, (August 16,2010), Us. v. Abdel Shehadeh, Complaint in
Support of Arrest Warrant (October 21, 2010), Us. v. Farooque Ahmed, Search and Seizure (October 26, 2010),
Us. v. Antonio Martinez, Cri minal Complaint (December 8, 2010) .
36 Janet Napolitano, Secretary of Department of I-lomeiand Security, Slatement before the Senate Homeland Security
and Governmental Affairs Committee (September 22, 2010); Michael Leiter, Director, National Counterterrorism
Center, Statement before the Senate Homeland Securily and Governmental Affairs Commil1ee (September 22,2010) .
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PART II :

MAJOR HASAN ' S RADICA LI ZATION TO VIOLENT ISLAM 1ST
EXTREM ISM AN D THE STRING OF GOV ERNMENT FA ILURES TO
INTERVENE AGA INST HI M PRIOR TO TH E FORT HOOD ATTACK

23

24

Both the public and the private signs of Hasan's radicali zation to violent Islami st
extremism whil e on active duty were known to government offic ials, but a stri ng of failures
prevented these official s from intervening aga in st him. Hi s rad icalization was well known
duri ng his military medica l trai ning to his superiors and colleagues, but no action was taken to
discipline or di scharge him. In fact, signs o f hi s rad ica li zation to violent Islami st extremism that
troubl ed many of his superiors and colleagues were saniti zed in hi s Officer Eva luation Reports
into praise of hi s supposed research on violent Islamist extremi sm. Hasan' s radica lization to
violent Islamist ex tremi sm subsequently [REDACTED] engaged in com muni cation with the
Suspected Terrorist [REDACTED] that were clearly out of bounds for a military officer. The
ensuing JlTF inquiry, however, was only aware of his in itial [REDACTED] communications
(despite the fact that the FBI had obtained info rmat ion on subsequent communicat ions prior to
the attack) and was conducted superficially - di smi ss ing these fi rst [REDACT ED]
communi cations as benign because of the misleading Officer Eval uation Reports praising his
research.

25
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III.

"A Ti cking Time Bomb:" DoD 's Fa ilure To Respond To Major Hasan's Public Displays
Of Radicalization To Violent lslami st Extremism.

Major Nidal Hasan's public displays of radica lizati on toward vi ol ent Islam ist extrem ism
during hi s medical residency and post-residency fe ll owsh ip were cl ear and led two officers to
describe him as a "ticking time bomb.,,37
Born in Arlington, Virginia, in 1970, he graduated from Vi rgi nia Tech with an
engi neering degree in 1992 and began active duty with the U.S. Army in 1995. In 1997, he
en tered medical school at the Uniformed Services University of the Health Sciences ("USUHS"),
the Mil itary Services' leading educational institut ion for medical professiona ls, and graduated in
2003. From 2003 to 2007, Hasan was a resident in the psych iatric program at Walter Reed Army
Medical Center, and from 2007 to 2009 he was a fellow in a post-res idency graduate program at
USUH S. During hi s medical residency and post-resi dency fellowshi p, hi s views were no secret
to hi s superiors and co lleagues, and he showed clear evidence of esca lating radica li zat ion to
violent Islam ist extremi sm. Witnesses reported that Hasan ex pressed support in open cl ass
presentations fo r many of the principles of viol ent Islamist extremi sm, and thi s support is
reflected in written academ ic papers Hasan prepared during th is time frame.
That conduct di sturbed many of hi s sup eriors and coll eagues, yet no action was taken
aga inst him . In fact, his Officer Eva luation Reports were uniformly positi ve - and even
descri bed his exploration of violent Islam ist extremism as someth ing praiseworthy and usefu l to
U.S. counterterrorism efforts. Notwithstand ing his mani festations of violent Islami st extrem ism
and hi s concomitant poor performance as a psychiatrist, Hasan was not removed fro m the
mi li tary but instead was promoted to the rank o f maj or in May 2009 and eventually ordered to be
deployed \0 Afg han istan in the fall of2009.
Many servicemembers have deepl y hel d religious views (whether Christian, Jewish,
Muslim, Hindu, or Buddhist), but such views a rc not a cause for concern. The issue that must be
countered is the adoption a fradical ideo logy that is a corruption of religion and leads to
intolerance or vio lence or is detrim ental to military operati ons. An indi vi dual who embraces
violent Islami st extremi st ideology clearly is un fit \0 serve in the U.S. military.38 What follows
is a summary of the key facts regarding Hasan's deepen in g embrace of vio lent Islami st
extremism and DoD 's failure to respond.
During the invcstigation, Commitllcc stafT was briefcd by DoD about relevant military policies and procedures.
These briefings will be referenced by the name ofthc briefer. In addition, DoD prov ided three Hasan-specific
briefings to HSGAC slafT. Two oflh cse briefings provided the contents of 30 interviews of wi tnesses conducted by
the DoD Criminal Investigative Division (CID) and the FB I in November 2009 immediately after the Fort Hood
attack. Those briefings will be referenced as "Cl O-FBI Briefing, Witness _ " and "CID-FBI Briefi ng 2, Witness
". The third Hasan-specific briefing provided the contents of 34 interviews that were carried out by the stafT
conducting the DoD internal review, headed by fonne r Secretary of the Anny Togo West and Admiral Vern Clark
(ret.), the fomler Chief of Naval Operations, which led to the PrOTecting fhe Force report and separate DoD Hasan
Annex. Th:1I briefing will be referenced as " Panel Revicw Briefing. Witness _ ".
J l Panel Review Briefing, Witness 14 and Witness 19.
J8 Kelly R. Buck et ai, Screening f or Po/ential Terrorists in rhe Enlisted Military Accessions Process, Defense
Personnel Security Research Center (Apri l 2005), at 6·7.
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While Hasan's ev ident radicalization to violent Islamist extrem ism occu rred gradually
and esca lat ed over time , the fact that he obv iously had strong reli gious views that created
conflicts with his mili tary serv ice manifested during the earl y part of his residency (2003 -2006).
One classmate told investigators that Hasan open ly questioned whether he cou ld engage in
combat against other Muslims. 39 During the third year of hi s residency, Hasan's conflicts with
service obl igations ripened to the point that one of his su pervisors tried twice to convince him to
leave the military. The first time, Hasan's superior told him, " I don't think you and the military
wi ll fit," and offered Hasan "a way out" to ''just say goodbye.,,4o Later, after that adviser and
Hasan unsuccessfu lly ex plored whether Hasan qualified for conscientious obj ector status, that
supervisor again tri ed to convince Hasan to resign. 41
The next two years were the final year of Hasan's Walter Reed resi dency and the first
year of hi s USU HS fellowship (2006-2008), and it was then that hi s radicali zation to violent
Isla mist extremi sm came in to plain view. In the last month of his residency, he chose to fulfill
an ~ca d e mi c requ!rement to ~ake a sch~lar~~ presentation o ~ psych iatric i~s u es by giving an ~ ff
tOpiC lecture on Violent Islaml st extremi sm. - The presentatIOn was a reqUirement for gradualion
from the residency, common ly referred to at Walter Reed as "Grand Rounds.,,43 Hasan's draft
presentation consisted a lmost en tirely of references to the Koran , without a sing le mention of a
medical or psychiatric term .44 Hasan's draft also presented ex tremist interpretations of the Koran
as supportin g grave physica l harm and killing of non-Musli ms. 4s He even suggested that
46
revenge might be a defense for the terrorist attacks of September 11, 200 1. Hasan' s superiors
wamed him that he needed to revise the presentation ifhe wanted to graduate 41 and concluded
that it was "not scientific, " "not scholarly, " and a mere "recitation o f the Koran" that "might be
perceived as proselyt izing.,,48
At about the same time, the Psychiatri c Residency Program Director, who was one of the
superiors who reviewed the draft Grand Rounds presentation, questioned whether Hasan was fit
to graduate. 49 He thought Hasan was "very lazy" and "a relig ious fanat ic."so Ultimatel y, Hasan
improved the presentati on su fficiently to receive credit, although a review of the PowerPoint
19

Panel Review Briefing, Witness 2.

~o Id., Witness 27.
~I

Id.

~2 Id., Witness 20.
~l

Id.
Using the Koran to Understand Muslims and Ihe Establishment ofan Islamic Slale, 000 Production, Stamp 000
000973-001020 ("Draft Presentation"). Documenls that were produced by DoD to HSGAC during the investigation
are ciled as "000 Production, Stamp DoD #".
4S /d.
46 /d., Stamp DoD 001016.
47 Memorandum for CPT Nida l Hasan, Re "Scholarly Project," From Program Director, NCC Psychialry Residency
Training (May 21,2007), Hasan DoD File, Stamp 20091202-127 . Documents from Hasan's pcrsonnel, training and
credenlials files, which were made avai lable by 0 0 0 for HSGAC review, but which were not kept or retained by
HSGAC, arc cited as " Hasan 0 0 0 File, Stamp if'.
~B Panel Review Briefing, Witness 17.
~9 elD-FBI Brie fing, Witness 20.
5() Id .
44
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presentation and a video of the event shows that it was still essentially a col lection of Koranic
verses with mini mal scholarl y content. Sl According to the Program Director, a major reason that
his presentation was acceptable was because standards for such presentations did not yet ex ist. 52
He graduated despite the Program Director's reservations.
The most chilling feature of both the draft and final presentation was that Hasan stated
that one of the risks of having Muslim-Americans in the mi li tary was the poss ibility of fratri cidal
murder of fe llow servicemembers.
Hasan advanced to a two-year fe llowship at USU HS. As a threshold matter, had
establ ished procedures bee n followed, he wou ld not have been accepted into the fe llowship.
According to the Army Surgeon General, fellowships are typically reserved for elite medical
professionals. 53 Officers invo lved in the fellowship selection process recounted that Hasan was
offered a fellowship because he was the only Army applicant and the Anny did not want to ri sk
losi ng that fellowship if it was not filled. 54 Hasan confided to a colleague that he applied for the
fe ll owship to avo id a combat deployment in a Musli m country; one of Hasan' s superv isors
realized that he had the wrong motivation fo r app lying and warned aga inst accepting him. 55
Hasan's radicalization became unmi stakable alm ost immediately into the fe llowship, and
it beca me clear that Hasan embraced violent Islamist extremist ideol ogy to such an extent that he
had lost a sense of the conduct expected ofa military officer. Classmates - who were military
officers, some outranking Hasa n - descri bed him as having " fi xed radical bel iefs about
fu ndamenta list Islam" that he shared "at every possible opportun ity" or as having irrational
56
beliefs.
Less than a month into the fellowship, in August 2007, Hasan gave another off-topic
presentation on a violent Islam ist extremist subject instead of on a health care subject. This time,
Hasan' s presen tation was so controversial that the instructor had to stop it after just two minutes
when the class erupted in protest to Hasan' s views. The presen tat ion was entitl ed, Is the War on
Terror a War on Islam: An Islamic Perspective? Hasan's proposal for this presentation
promoted this troubling thes is: that U. S. militar.x operation s are a war againsl lslam rather than
based on non-religious security considerat ions. 7 Hasan's presentation accorded with the
narrative of violent Islamist extremism that the West is at war with Islam. Hasan's paper was
fuJI of empathet ic and supportive recitation of other violent Islamist ex tremi st views, includ ing
defense of Osama bin Laden, slanted historical accounts blaming the United States fo r problems
in the Middle East, and arguments that anger at the Un ited States is justifiable. 58 Several
Draft Presentation, Stamp DoD 001 OJ 8; Powerpoint p resentation, Tile Koranic World View as it Relates to
Mllslims in fhe
Military, at 13,50.
n Panel Review Briefing, Witness 20.
H Schoomaker Briefing.
5~ Panel Review Briefing, Witness 9 and Witness 20.
5S Id., Witness 2 and Witness 27; C IOIFB I Briefing, Witness 2.
S6 /d., Witness 25.
S7 Nidal l-l asan. Is the Wor on Terror a War on Islam : An Islamic Perspective?, DoD Production, Stamp DoD
201 00205-466.
SA Id., at 1-3.
51
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col leagues who witnessed the presentation described Hasan as j ustifying suicide bombers. These
colleagues were so alarmed and offended by what they described as his " dysfunctional ideology"
and "extremist views" that they interrupted the presen tation to the point where the instructor
chose to stop it. S9 The instructor who stopped the presentation said that Hasan was sweating,
quite nervous, and agitated after be ing confron ted by the class. 6o
Hasan's promot ion of violent Islamist extrem ist beliefs continued after the presentation.
One classmate sa id that Hasan supported suicide bombings in another class. 61 He told several
classmates that his re ligion took precedence over the U.S. Constitution he swore to support and
defend as a U.S. military officer. It is cri tica lly important to view Hasan's statements in the
context of all of his conduct. Hi s statement was not part of an abstract discussion on the
re lationship between duty to religion and duty to country, nor was it framed with in the context of
faith-based following of the mili tary directive that servicemembers not follow illegal orders.
Rather, Hasan's statements about the primacy of religious law occurred as he was supporting a
violent extremist interpretat ion of Islam and suggesting that this radica l ideol ogy justified
oppos ition to U.S. policy and could lead to fratricide in the ranks. Perhaps for this reason,
Hasan's comments on his loyalty to religious law, wh ich he made more than once, were so
disturbing to his co lleagues that they reported Hasan to superiors. 62
Later in the fellowship, Hasan pursued another academic project in the ambit of violent
Islamist extremism. 63 Hasan's written proposal for thi s project framed it in clinical terms,
namely as a research study of whether Muslim s in military service had religious conflicts. It was
perce ived as less controversial than his prior presentations. Nonetheless, it was the third project
in the span ofa year that Hasan dedicated to violent Islami st extremist views. Moreover, Hasan
proposed to give Muslim sold iers a survey which implicitly questioned the ir loyalty and was
slan ted to favor the violent Islamist extremist views he had previous ly expressed. In one
question, Hasan wan ted to ask whether the religion of Islam creates an expectation that Muslim
so ldi ers would help enemies of the United States in Iraq and Afghanistan. 64 And again, Hasan
raised the ominous possibility of fratricide by Muslim-American servi cemembers against fellow
serv icemembers as a centra l reason for hi s survey. 65
In sum, Hasan engaged in the following conduct in front of or as reported to his superiors
within little more than one year:
•

Making three ofT-top ic presentations on violent Islam ist extremist top ics instead of
medical subjects.

Panel Review Briefing, Witness 19; CID·FBI Briefing, Witness 10 and Witness 25.
60 Panel Review Briefing, Witness 19.
61 Id. , Witness 14.
61 CID-FBI Briefing, Witness 10, Witness 14, and Witness 25.
6] Nidall-l asan. Religious Conflicts Among US Muslim Soldiers, June 2008. DoD Production, Stamp DoD
20100205·469.
64 Id., at 23.
M /d., at 3.
SQ
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•

Giving a class presentat ion perceived as so supportive of violent Islamist extremist
con nict against the Un ited States that it was almost immediately stopped by an instructor
after classmates erupted in opposition to Hasan's views.

•

Justifying suicide bombings in class at least twice, according to the accounts of
classmates.

•

Suggesting in writing in hi s proposals for presentations that some actions of Osa ma bin
Laden may be justified.

•

Telling several classmates that his religion took precedence over the U.S. Constitution he
swore a military oath to support and defend.

•

Stating th ree times in writing that Muslim -Americans in the military could be prone to
fratricide.

Despite Hasan's overt displays of radica lization to violent Islamist extremism, Hasan' s
superiors failed to di sc ipline him , refer him to counterintell igence officials, or seek to di scharge
him . One of the officers who reported Hasan to superiors opined that Hasan was permitted to
rema in in serv ice because of "political correctness" and ignorance of religious practices. 66 That
officer added that he be lieved that concern about potential discrimination co mpla ints stopped
some indi vidual s fro m challengi ng Hasan.67 We are concerned that exactly such worries about
"political correctness" inhibited Hasan's superi ors and coll eagues who were deeply troubled by
hi s behav ior from taki ng the actions again st him that could have prevented the attack at Fort
Hood. However, none of the superiors cited "political correctness" as the reason for not acting
again st Hasan. In stead, the reasons given for their failure to act varied and included:
•

A belief that Hasan's ideological views were not problemat ic or were at least
understandab le: Several of Hasan's superiors were si mpl y not concerned with his views.
One superior concluded that he was devoutly rel igious but not an extremi st,68 adding that
he was not alarmed by hi s religious expressions because similar ex pressions of other
religions would be accepted. 69 Another superior thought that hi s religion was part of hi s
identity and that Hasan's inner confl ict concerning mi li tary operations in Muslim
countri es was an understandable internal reaction by a serv iceme mber to combat against
that serviceme mber's co-reli gioni sts. 7o

•

Academic free dom and absence of academ ic standards: Hasan was given a passing mark
for his Grand Rounds project in his res idency despi Le the fact that some of hi s superi ors
believed il virtually ignored legitimate psychi atric iss ues and was unsc ientifi c in its

Panel Review Briefing" Witness 14.
Id.
6Z Id., Witness 3.
691d.
70 Id.

66
6J
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analysis. 71 Hi s superiors offered the fo llow ing reasons fo r givi ng Hasan academic credit
for the presentation: (I) it fit with in broad parameters of academic freedom to study
subj ects of choice,72 (2) he presented a controversial subj ect with thoufhtfuiness and
ret1ecti on,73 (3) there were no set standards fo r judging such projecls,7 (4) spirituality
was part or mental health,75 and (5) although it was not among the best projects, it was
good enough to pass. 76
•

A desire to preserve the USU HS fe ll owship by filling it with an Arm y app li cant:
According to offi cers involved in the fellowship selection process, Hasan was admitted to
the USU HS fellowship because (I) he was the on ly Army candidate for the position he
sought,77 (2) the fellowship director was concerned that the fellowship would be
terminated if it went unfilled,1s (3) he rece ived reco mmendations from senior officiais,79
and (4) it would have been probl ematic to rescind the fellowship offer once Hasan was
accepted. 8o

•

A be li ef that Hasa n provided understanding of violent Islamist extrem ism as we ll as the
cu lture and bel ief of Islam: Some of Hasan's superi ors thought that his controversial
projects on vio lent Is lamist extrem ism werc constructive. A senior Walter Reed official
concluded that Hasan 's Grand Rounds presentation addressed "a controversial topic with
a degree of thoughtfu lness and a degree ofretlection that ... was evenhanded."s l One
superior regarded Hasan's proposed USUHS survey on Muslim servicemembers'
cont1i cts as a chall engin g but legitimate public health project that contributed to cullUra!
un derstan ding. s2 Even Hasan's final Program Director at the Walter Reed residency, who
questioned whether Hasan should be permitted to advance, felt that " Ha san was a unique
indi vidua l who cou ld help understand Muslim culture and beliefs."sl

•

A belief that Hasan could perform adequatcly in an installation wi th other psychiatrists to
assist him: Hasan was assigned to Fort Hood in part because some superiors thought it
would be best to place him at a large base whe re there would be many psychiatrists to

Residell! Evaluationsfor Psy chiatry Scholarly Acrivity, Oral Presenfalion, June 20, 2007, Nidal Hasan, MD.,
I-hlsan DoD File, Stamp 20 I00224-490R-488R; Emai l, Subject Re: Hasan Scholarly Projeci (UNCLASSIFIED)
(June 22, 2007), DoD Production, DoD Stamp 20091202-307; Email, Subject Re: Hasan Scholarly Projecl
(UNCLASSIFIED) (June 21, 2007), DoD Production Stamp 2009 1202-309.
72 Panel Review Briefing, Witness 3.
7) Id.
74 'd.; Witness 20.
15 Id.
7~ 'd., Witness 2.
" 'd., Witness 3 and Witness 20.
78 'd. , Witness 3.
79 Id., Witness 9.
80 Id., Witness 3.
71

II /d.

/d. , Witness 9; Witness 13.
U !d., Witness 20.

B!

32

monitor and report on his perfonnance,84 and in part because he seemed motivated to do
patient care whi ch was needed at Fort Hood. 85
Hasan was a chronic poor performer during his residency and fe ll owship. The program
directors overseeing him at Walter Reed and USU HS both ranked him in the bottom 25
86
percent. He was placed on probation and remediation and often failed to meet basic job
expectations such as showin g up for work and being availab le when he was the physician on call.
Yet Hasan received eva luations that flatly misstated hi s actual performance. Hasan was
described in the evaluation s as a star officer, recommended for promotion to major, whose
research on violent Islamist extremism would ass ist U.S. counterterrorism efforts.
•

Hi s Officer Evaluation Report for July 2007 to June 2008 described Hasan as "among the
betler disaster and psychiatry fellows to have completed the MPH at the Uniformed
Services University."s7 The report described how Hasan had "focused hi s efforts on
illuminat ing the role of culture and Islamic faith with in the Globa l War on Terrorism"
and that his "work in this area has ex traordinary potential to inform national policy and
military strategy.,,88 The report also sta ted, " Hi s unique interests have captured the
interest and attent ion of peers and mentors alike. ,,89

•

His Officer Evaluation Report for July 2008 to June 2009 gave him passing marks for all
seven Army Va lues and all 15 Leadership Attributes. 90 "Islamic studies" was listed
under th e category o f "unique skill s" Hasan possessed. 91 The evaluation commented on
Hasan's "keen interest in Islamic culture and faith and his shown capacity to contribute to
our psychologica l understanding of Isla mic nationalism an d how it may relate to events
of national security and Army interest in the Middle East and Asia. ,,92

These eva luations bore no resemblance to the rea l Hasan, a bare ly competent psychiatrist
whose radicalization toward vio lent Islamist extrem ism alarmed his colleagues and his superiors.
The lone negative mark in the eval uation s was the result of Hasan failing to take a physical
training test. 93 Other than that, there is not a single critici sm or negative com ment of Hasan in
those evaluations.

'" Id., Witness 3 .
., !d., Witness 9.
!lO Id. , Witness 20 and Witness 9.
~, Officer Evaluation Report. Nidal Hasan, covering period from July 1, 2007-June 30, 2008, Hasan DoD File,
Stamp 20 100 108-331.
88 Id.

Id.
Officer Efficiency Report. Nidal Hasan, covering period from July 1, 200S-June 30, 2009 (July 1, 2009), Hasan
DoD File, Stamp 20100108-330.

19
90

91 Id.

92 1d.
93 / d.
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Thus, desp ite his overt displays of radicalization to viol ent Islami st extremism and hi s
poor perfonnance, Hasan was repeatedly advanced instead of being di scharged from the mil itary .
He graduated from the residency in 2007, was enrolled in the fellows hip that sa me year, received
his promotion to major in 2008, was assigned to Fort Hood later that year, and ultimately was
selected for deployment to Afghanistan in October 2009 - all by officers who had knowledge of
his poor performance and expressions of violent Islami st extremism. Hasan had stated that he
was comfortable with a deployment to Afghanistan as opposed to Iraq.94 The same officer who
assigned Hasan to Fort Hood - and who witnessed at least one of Hasan' s ex pressions of violent
Islam ist extremist radicalizat ion at USUHS and was aware that there were serious concerns
about Hasan - made the decision to deploy Hasan to Afghanistan. 9s In other words, despite
Hasan's history of rad icalizati on to vio lent Islami st extremism, Hasan was scheduled for
depl oyment to prov ide psychiatric care under stress fu l conditions in a combat zone in which the
U.S. military is battling violent Islamist extremists.
In sum, the officers who kept Hasan in the military and moved him steadily along knew
full well of his problematic behav ior. As the offi cer who assigned Hasan to Fort Hood (and later
decided ( 0 dep loy Hasan to Afghani stan) admiued to an officer at Fort Hood, "you're getting our
worst.,,96 On November S, 2009,12 serv icemem bers and one civilian emp loyee of DoD lost
their li ves because Hasan was still in the U.S. military.

Panel Review Briefing, Witness 3.
Id., Witness 40 and Witness 21. One witness stated that the officer who ultimately made the deployment decision
g,reviousl y instructed a course at USU I-I S in which Maj or Hasanjustified suicide bombings. Id., Witness 14.
Id., Witness 21.
94

95
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IV.

"That's Our Boy:" Th e FBI's Superficial Inquiry Into Major Hasan Prior To The Attack.

Hasan' s public displays of radicalization toward vio lent Islam ist extremism while on
active duty reached a crescendo during the first year of hi s fellowship, the 2007-2008 academic
year, after which his pub li c displays ended. Yet hi s radicalization continued [REDACTED]
during the second yea r of hi s fellowship, the 2008 -2009 academic year, as he began
communicating with the subj ect of an unrelated terrorism in vestigation, the Suspected Terrorist,
[REDACTED]
The Suspected Terrorist was well known to the FBI as the subject of severa l
in vestigations, including investigations by FBI JTTFs. [REDACTED] The current, third
investi gat ion is led by the JTTF in the FBI 's San Diego Field Office, [REDACTED] . JTTFs are
units in FBI field offices that conduct counterterrorism investigations, with one in each of the
97
FBI 's 56 field offices. JTTFs are staffed not onl y by FB I agents but also by government
employees on detail ("detailees") from other fede ral agencies - such as agencies within 000 and state and loca l govemmen ts. 98 After 9/ 11, preventing terrorism domestica ll y became the
FBI 's top priority, and a major FB I initiative involved increasing the number of JTfFs from
thirty-five on 9/ 11 to 106 in 2010. 99 The FBI also created a National JTTF in 2002 to " manage"
the JTTF program, to coordinate between the JTTFs and FB I headquarters,l OO and to be a "point
of fusion" for terrorism intelli gence among JTIFs such as by coordinatin g terrori sm projects
in volv ing JTTF intelli gence co llection. 101
The San Diego JITF was responsible fo r rev iewing the [REDACTED]. Hasan's in itial
comm unication with the Suspected Terrorist sparked concern with in the San Diego JTTF
because it suggested that Hasan was affiliated with the U.S . military and sought the Suspected
Terrorist' s opinion [REDA CT ED]. 000 detai lees at the San Diego JTTF checked a military
personnel database and mi stakenly concluded that Hasan was a military com munications officer,
not a military physician , by mi sread ing "comm. offi cer" in Hasan's mil itary fil e as referring to a
com muni cat ions officer rather than a comm iss ioned offi cer. For operational reasons, the San
Diego JTTF decided not to disseminate Hasan' s com mun icat ions through normal intelligence
channels [REDACTED] ; instead, the San Di ego JITF decided to keep the informat ion about
Hasan so lely within the JTTF structure. In the interim, the San Diego JTTF learned of another
commun ication from Hasan to the Suspected Terrorist which should have rai sed
counteri ntell igence concerns because it [REDACTED].

97 U.S. Department of Justice, Office of the Inspector General, The Department ofJustice's Terrorism Task Forces,
at 16.
93 Id. , at IS. The FB I and other federal agencies refer to delailees 10 JTTFs as " task force offi cers."
99 Federal Bureau of Investigation, Protecting America Against Terrorist Allack: A Closer Look at Our loint
Terrorism Task Forces, available al www.fbi.gov/page2/may09/jllfs_052S09.hlml.
100 Federal Bureau of Investigalion, Prorec/ing America: Na tional l oin! Terrorism Task Force Wages Wal' a ll
Terror, avai l<lble at www.fbi .gov/pagc2/augustOS/njllf_081908.html.
101 The Depar/ment of Justice 's Terrorism Task Forces, al 21-2. See Federal Bureau of Investigation, FBI Input /0
Intelligence Community "Calibrarioll Report" Phase II (October 5, 2004), al 7 ("The mission of the NJTTF is to
enhance communicalion, coordination, and cooperation by acting as the hub of support for the JTTFs throughout the
United States, providing a point of fusion fo r intelligence acquired in support of counterterro rism operations.").
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In li eu of sending a normal intelligence commu ni cation, the FB I agent at the San Di ego
JTTF [REDACTE D] sent a detailed memorandum to the Washington, DC, JTTF on January 7,
2009. (Hasan was stationed at Walter Reed in Washington, DC, and therefore was in the
investigati ve jurisdicti on of the JITF at the FB I's Washington, DC, Fi eld Office.) The
Washington JlTF had led the post-9I11 investigation into the Suspected Terrori st (the second of
the three FBI in vestigations into that indi vidua l). Copies of that memorandum were also sent by
that FBI agent to relevant agents in the FBI 's headquarters-based Counterterrori sm Division.
The memorandum surveyed Suspected Terrori st's significance [R EDACTED]. The
memorandum included the content of Hasan' s initial [REDA CTED] comm unications and
requested an inqu iry into Hasan. The request was not a mandatory order for the Washington
JITF to investigate but rather a "discretionary lead," which was a type of lead that did not
specify what if any actions the rece iving JITF should take . The FB I agent wrote in the
memorandum that the commun ications would be problemat ic if Hasan indeed wa s a military
communications officer.
On February 25, 2009 - more than six weeks after the January i h memorandum from the
San Diego JITF - the FBI leadersh ip at the Washington JTTF ass igned the lead to a detailee
from the Defen se Criminal In vestigati ve Service (DC IS). DCIS is the law enforcement arm of
the 000 O ffi ce of the Inspector General, whi ch is a semi-autonomous entity with in DoD and
responsibl e for in vestigat in g waste, fraud, and abuse such as in military procurements. DCIS is
not a counteri ntell igence or counterterrorism agency. In contrast, each Mi li tary Service has its
own counterintelligence agency or agencies, which also pl aya counterterrorism ro le. The Army,
for exam ple, has the Criminal Investigat ive Di vision for crim inal matters and Army Intelligence
and Security Command (i ncluding the 902 nd Military Intelligence Group) for intelligence
matters. 102
The OCIS agent 's FB I supervisor at the Washington JTTF did not specify any actions
thal lhe DCIS agen t should take. The DCIS agent did not begin the inqui ry un til the last day of
the standard ninety-day deadline for completing inquires based on discretionary leads. The
inquiry was conducted, concluded, and summarized in a reply memorandum to the San Diego
JlTF in four hours on a sin gle day: May 27, 2009.
As later recounted in the reply memorand um to the San Di ego JTTF, the Washington
JlTF 's focus was on whether Hasan was engaged in terrori st activ it ies - not whether he was
radica li zing to violen tl slamist extremism. The DCIS agent in Washington queried the DoD
personnel database and dete rmined that Hasa n was a military ph ysician, not a co mmunicati ons
officer. He also queried the FB I's investigat ive databases to determine whether Hasan had
surfaced in any prior FBI counterterrori sm or other investigat ions and found nothing. Finally,
the DCIS agen t obtained a series ofroutine personnel files from a 000 manpower center. These
102 For a review of DOD' s counterintelligence organizations, legal authorities, and oversight, see Michael 1. Woods
and William King, "An Assessment of the Evolution and Oversight of Defe nse Counterintelligence Activities," in
Journal of National Security Law and Policy vol. 3 (2009), at 169. An examination oflhe effi cacy of the Amly' s
organizational division between investigating criminal conduct versus counterintelligence is outside the scope oflhis
repon. For an analysis of this "anomaly," see Merle V. Bickford, The Organizational Anomaly afUS Army
Strategic COllmerimelligellce, Thesis for the U.S. Anny Command and General Staff College (2003).
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files included Hasan's an nual Officer Evaluation Reports from 2004 to 2008. The Officer
Evaluati on Reports for 2007 and 2008 - the years in which Hasan's public di splays of
radicali zation 10 violent Islami st extremism were most pronounced - praised hi s research
concerning violent Islamist extremism as having potentially significant applicability to
counterterrori sm and recommended promotion to major. The record s also indicated that Hasan
was recently promoted to major. The only expl icitly negative infonnation in the files was
Hasan 's failure to pass fitness req uirements. The OCIS agent believed it was relevant that Hasan
had not tried to hide his identity [REDACTED] in his communications with the Suspected
Terrorist, which the agent believed implied that the communications were legitimate research
efforts.
The Washington JTTF 's DCIS agent considered interviewing Hasan or hi s superiors and
colleagues bu t decided not to do so for two reasons: First, the DClS agent believed that, as the
Hasan communications were an outgrowth of the San Diego JTTF 's investigat ion of the
Suspected Terrorist, the Washington JTTF needed to tread carefull y to avoid di srupting that
investigation [REDACTED1. The DCIS agent was concerned that interviews of Hasan's
superiors and colleagues would cause that investigation to be revealed given that the DCIS agent
believed that such officers wou ld brief their superiors about the interviews. Second, the DClS
agent felt that interviews migh t j eopardi ze Hasan's career and thus potentially vio late the
requirement that FBI in vest igations use the " least intrusive mean s" possible.
The Wash ington JTTF's DCIS agent concluded that Hasan's communications were
explained by the research described in the Officer Evaluation Reports into Islamic culture and
beliefs regarding terrorism. He discussed hi s methodology, rationale for not conducti ng
interviews, and conclusions wi th his FBI supervisor, who approved. Nei ther the DCIS agent nor
the FBI supervi sor contacted the San Diego JITF to discuss and validate these concerns, and
there is no indication that they considered [REDACTED). Thcre is no indication that the DClS
agent and thc FBI supervisor consulted any other officials wi th in the FBI on whether
disseminating the information on Hasan or taking additional investigative steps such as
interviews would be precluded by law [REDACTED} or the FBI's Domestic Investigations
Operations Gliide. The DCIS agent then sent a memorandum - approved by his FBI supervisor
- back to the San Diego JTTF, with copies to re levant FBI headquarters-based Cou nterterrori sm
Division personnel, describing his investigative process and results.
The FBI agent in San Diego who had asked the Washington JTTF to conduct the inquiry
found the Washington JTTF 's work to be "slim." The FBI agent was critica l that the DCIS agent
had not probed more deep ly into Hasan 's background and had not interviewed Hasan's superiors
an d colleagues or Hasan him self. In fact, the FBI agent even thought that Hasan might be a
confiden tial human source of the Washington JTTF given how superficial he believed the
Washington JTTF 's inquiry was. To avoid maki ng the FBI " look like the heavy" vis-a.-vis the
DCIS agen t, the FBI agent askcd one of hi s DCIS detailee colleagues at the San Di ego JTIF to
contact the DC IS agent at the Washington JTTF in order to register concern. That DCIS agent in
San Di ego tried to contact the DClS agent in Washington by tclephone but eventually sent an
email instead to register concerns about the depth of the inquiry and the lack of interviews. The
DCIS agen t in Washington relayed the San Diego JITF' s concerns to his FB I superv isor, who
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reiterated his approval of how th e inquiry had been conducted - including the decision not to
interview Hasan's superiors and co lleagues in order to avoid disclosing the San Di ego JTTF 's
in vestigation of the Suspected Terrori st, [REDACTED]. Following this consultation, the DCIS
agent in Washington responded by email and defended the dec ision not to interview Hasan or his
superi ors and colleagues in order to avo id revealing the investigat ion, [REDA CTED]. The DCIS
agent in Washington then asked the San Di ego JTTF whether it could provide any evidence of
terrorist links by Hasan or had req uests for speci fi c action .
A few days later, the FBI agent in San Diego talked again with the DCIS agent in San
Diego and registered that he was upset with the Washington JTfF's response. The FBI agent
asked him to pl ace another call to the DCIS agent in Washington. The DCIS agent in San Diego
cla ims that he did , although the DCIS agent in Washington denies that he received this call.
(The FBI does not have records of telephone ca ll s made from the San Diego JITF.) The DCIS
agent in San Diego recounts th at he told the DCIS agent in Washi ngton, "If the San Diego
Division had received a lead like this on a similar Subject (e.g., an Anny officer communicatin g
to a subject of a terrorism investigation], the San Diego Di vision would have at least opened an
assessment and interviewed the Su bj ect." Nor did the FBI agent at the San Di ego JITF - who
was respon si ble for [REDA CTED] analyzing the communications - express any concern to the
Washin gton JITF about interv iews of Hasan's superiors and coll eagues [REDACTED].
Neither the San Di ego nor the Washington JITFs linked Hasan's first [REDACTED]
commu ni cations - the communications that triggered the San Diego JTfF 's January 7th
memorandum to the Wash ington JITF - with the [REDACTED] subsequent communi cat ions
between Hasan and the Suspected Terrorist (REDACTED] . Indeed, the San Diego JTTF did not
real ize that the additional communications [REDACTED], and the Washington JTIF never
learned of any of them.
[REDACTE D]. The [REDACTED] database is not open to queri es by all FBI or JlTF
detail ee personnel but rather by such personne l whom the FBI deems need the access in order to
perfo rm their job duties. FBI personne l and JTTF detailees without database access could only
access [REDACTE D] information [REDACTED] ifit was forwa rded to them by someone with
access [REDACTED].
•

[REDACTED]. An analyst or agent looking at a communication would not automatically
rece ive infonnation concerning previous communications [REDA CTED]. Instead, a
com munication could only be linked with previous communications [REDACTED] by
agen ts' or analysts ' memory or by th e agents or analysts acti vely searching the database
[RE DACTED]. Thus the San Di ego JTTF was prevented from easil y linking Hasan' s
subsequent comm unications with his first (REDACTED] communications. In addition,
the San Diego JITF never linked Hasan' s subsequent communications to hi s in itia l
[REDACTED] communications either from memory or by act ivel y running a database
searc h under Hasan's name.

•

The San Diego JTIF believed that the relevant investigators at the Wa shington JTTF had
access to the [REDACTED] database and would check it for subsequen t communications
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when conducting the inquiry into Hasan. Yet the DC IS agent at the Washington JITF
leading the inqu iry into Hasan lacked access to the [REDACTED] database which
conta ined [REDACT ED] comm un ications and in fac t did not even know that the
da tabase existed. The DC IS agent ex pected that th e San Diego JTfF or FBI headquarters
would send him any add itiona l communications, as had happened to him in previous
in vesti gat ions.
The FBI agent at the San Diego JITF never conducted any sea rches of the FBI 's
[REDACTED] database to find whether any additional comm unications between Hasan and the
Suspected Terrori st had been missed by the Washington JTfF (building on the FBI agent's
assumpti on that the Washington JITF had such access). The FB I agent did not revisit his
decis ion not to send a normal FB I intelli gence communi cation conta ining Hasan' s first
[R EDACTED] co mmuni cat ions to DoD. There is no indi cation that the FB I case agent in San
Diego shared the Washington JTTF's concern that fie ld interviews would compromi se the
ongo ing investigation [REDA CTED]. He did not, however, forma ll y req uest that the
Washin gton JlTF conduct a more thorough in vestigation of Hasan including intervi ews of his
superi ors and coll eagues that would not require an explicit description of th e FBI's investigati on
of the Suspected Terrorist, [REDACTED] (e.g., by conducting field interviews under a pretext
[REDA CTED] ; by using Army counterintelligence agents as a proxy [REDACTED]). Finally,
the FBI agcnt did not elevate his concerns about the thoroughness of the Washington JlTF 's
efforts fo r resol ution by FBI offi cials at more senior leve ls in the San Diego and Washington
JTfFs or by the headquarters-based Counterterrorism Division or National JlTF.
Instead, the FB I's interest in Hasan ended. Hasan comm unicated with the Suspected
Terrorist during the summer of2009 [REDACTED], but th e San Diego JTTF did not link any of
the subsequent communication s to Hasan's first (REDA CTED] communicat ions. Nor was the
Washington JITF provided with the additional communications. [REDACTED] months later on November 5, 2009 - the attack at Fort Hood occurred, and Hasan was arrested at the scene.
Shortl y after the medi a began reporting on Hasan's attack at Fort Hood, th e FBI agent told hi s
DClS co ll eaguc in San Diego, "You know who that is? That 's our boy!"
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PART II I:

RECOMMENDATIONS FOR IMPROV ING U.S. DEFENSES AGAfNS T
VIOLENT ISLAMIST EXTREM ISM
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The FB I and 000 fai led to recognize and to link the information that they possessed even
though they had advantages with respect to Hasan as compared to other lone wo lves: ( I) Hasan
was a mi litary officer who lived under a regimented system with strict officersh ip and security
standards, and (2) the government had learned of communicat ions from Hasan to the subj ect of
an unrelated FB I terrorism in vest igation [REDACTED]. Although both the pub li c and the
pri vate signs of Hasan's rad icalization to vio lent Islami st extremism while on act ive duty were
kno wn to government officia ls, a string of fai lu res prevented th ese official s from intervening
against him .
Our investigati on of the Fort Hood killings, together with evidence gathered in our fo ur·
year investigation of homegrown terrori sm, lead us to be concerned about three sets of problems
in our nation' s defenses agai nst homegrown terrorism. First, DoD has conducted an extensive
internal rev iew of lessons fro m the Fort Hood attack but needs to strengthen policies and training
to identify th e threat of violent Islamist extrem ism, which incl udes the radi ca lization process,
and to prevent radicalization of servicemembers to violent Isla mi st extremi sm. Second, the
FB I's transformat ion in to an " intelligence-driven" domestic cou nterterrorism organization needs
to be accelerated. 10J The FB I should ensure that its fiel d offi ces are integrated, intelligence
ana lysts are fu ll y utilized, tradecraft is full y updated, and JITFs fu lfill the FBI 's aspi ration for
them to become interagency in formation-sharing and operational coordination mechanisms.
Third. the Un ited States must develop a more proactive and comprehensive approach to detecting
and countering the violent ideology that fue ls homegrown terrorism.

10) For FBI' s aspiration to be a " threat-based, intelligence-driven national security organization," see, e.g. . FBI
Frequently Asked Questions, available al http://www. fbi .gov/about-uslfaqs.
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V.

Strengthening 000 Policies And Training To Prevent Radica li zation Of Servicemembers
To Violent Islami st Extremism.

Hasan's case illustrates that serv icem embers are not immune from rad icalizat ion to
violent Islamist extremism. In fact, Hasan's radica li zation toward violent Islamist extremi sm
was so clear that he cou ld and should have been removed from military service under policies
then in fo rce even though such po licies addressed violent Islamist extremism only indirectly and
imperfectly. As such, 000 needs to revise its personnel policies to ensure thatlhey address
radicalizat ion to violent Islami st extremi sm cl early and provide its personne l with sufficient
training concerning vio lent Islamist extremi sm and how it differs from the peaceful practice of
Islam.
A.

Ma jor Hasan Should Have Been Removed From Mi li tary Service Despite
Deficienc ies In Policy And Training Concerning Vio lent Islamist Extrem ism
Among Servicemembers.

The fa il ure to respon d to Hasan 's radicalization toward violent Isla misl extremi sm was a
fail ure of officer judgmen t. As described earlier in thi s report, there was compelling evidence
that Hasan embraced views so ex treme that he did not belong in the mi li tary, and this evidence
was more than enough for hi s superiors to have disciplined him and even to have removed him
from service. Although Army policies did not address vio lent Islamist extremi sm specifically,
Hasan's superiors had the authority to di scipline or remove hi m from the military under genera l
provisions of key poli cies governing com mand authority and officership. Concomitantly, th e
completion of officer eva luati on reports that grossly distorted Hasan's competence as an officer
concea led hi s deepening radicalization.
Hasan 's exhibition of signs of violent Is lamist extrem ism was incompatib le with military
serv ice and access to class ified or sensiti ve infonnation according to DoD's own Defense
Personnel Security Research Center. An April 2005 report by that Center, Screening for
Potential Terrorists in the Enlisted Military Accessions Process, concluded that "the allegiance
to the U.S. and the willingness to defend its Const itution must be questi oned of anyone who
materiall y supports or ideo logically advocates the legitimacy of Militant Jihad ism. ,,104 That
report also stated thal the "determination of participalion in or support or advocacy of Militant
Jihadi st groups and their ideologies should be grounds for den ial of acceptance into the Anned
Forces of the U.S. and denial of access to classified or sensiti ve infonnation.,,105 Of course,
Hasan was never discipli ned or di scha rged nor had hi s Secret-l evel securi ty clearance revoked
despite hi s conduct.
There were seve ral DoD and Army po lici es that gave Hasan 's superiors the authority to
discipline or discharge him.

Kelly R. Buck et al., Screening/or Potential Terroris ts in the Enlisted Military Accessions Process, Defense
Personnel Security Research Center (April 2005), at 6-7.
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First, the Ann y poli cy on Comman d Authori ty l06 gives commanders broad authority to
take action in response to "any ... acti vities th at the commander determines will adversely affect
good order and discipline or mora le with in the command .,,107 Extrem ist activiti es include
"advocat[ing] ... hatred or intolerance ... [or] the use of fo rce or violence or unl awfu l means to
deprive in dividuals of their rights."lo8 The policy li sts "[p]rovoking speeches or gestures" as
conduct violat ive of mili tary laws that warrants action from com manders. Commanders' options
under th e policy include "[i]nvoluntary separation for unsati sfactory perfonn ance or mi sconduct,
or for conduct deemed prejudicial to good orde r and di scipline or morale. "lo9 Hasan' s conduct
fell within these categories of prohibited behavior because of hi s justifications for suicide
bombings during hi s class presentations, his series of presentations on violent Islamist
extremi sm, and the numerous comp laints and d isruptions that resu lted from his actions.
Moreover, Hasan' s written work leaves littl e quest ion that he was sympath eti c wi th views
antithetica l to mili tary servi ce, and this alone shou ld have prec ipitated decisive action.
Second, the vers ion of DoD's po li cy on extremi sm, Guidelines/or Handling Diss ident
alld Protest Activities Among Members o/the Armed Forces,1 10 in effect prior to the Fort Hood
attack applied to Hasan. T he poli cy primarily prohibited "active participation" in extremist
organizati ons but also prohibited activities " in furtherance of the object ives of such organizations
that are viewed by command to be detrimental to the good order, discipline, or mi ssion
accompl ishment of the unit. . .. ,,111 Hasan's statements that showed support for Osama Bin
Laden and that accorded with violen t Islamist extremi sm genera ll y could legitimately have been
viewed as fu rthering the object ive of al-Qaeda and other vio lent Islam ist extremist groups.
Based on thi s DoD poli cy agai nst extremi sm, the Army issued an impl ementation poli cy,
Extremist Activities, 112 in 1996 afle r the racia ll y- mot ivated murder of an African-A merican
couple by two Army soldi ers. That implementati on policy did not di scuss violent Islam ist
ex tremi sm specifically, and the examples li sted in it centered on white supremacist act ivities.
However, simil ar to th e underlying DoD po li cy, this Army implementati on policy had a catch-a ll
phrase slaling that "commanders ha ve the authority to prohi bit military personnel fro m engaging
in or part ici pat ing in other acti vit ies that the commander determ ines will adverse ly affect good
order and di scip line or morale within the command .,,113 Thus, although thi s imp lementation
policy wa s not speci fi c, its broad grant of command authority provided a bas is to discipline
Hasan for his conduct.
Th ird, Hasan 's supe riors had authority to discharge him fro m the Anny under the policy
concerning separation o f officers. That poli cy, Separation o/Regular and Reserve
Commissioned Officers, governs the separat ion of officers and includes genera l standards of
106 Army
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officership . The policy states th at offi cers are to have the "spec ial trust and confidence" of the
President in "patri oti sm, va lor, fid elity .... ,,114 The policy goes on to state that it is 000 poli cy
to "separate from military service those commissioned offi cers who will not or cannot .. .
[m]aintai n those high standards of performance and conduct through appropri ate act ions that
susta in the traditional concept of honorabl e mi litary serv ice ... [or] [e]xercise the responsibility,
fidelity, integrity or competence req uired of the m.,,115 Hasan's presentation chargi ng the Uni ted
States with a war on Islam, hi s statements indicating that loya lty to hi s religion took precedence
over hi s sworn oath as a military offic er to support and defend th e Constitution, and hi s
sympathy for violent Islami st extremists agai nst whom U.S. forces are fi ghting meant he was
subject to discharge under this policy.
Ul ti mately, although po li cies in existence at the time of Hasan 's service were sufficient to
support disc ipline and di scharge of Hasan, it is clea r that 0 00 lacks an in stitutiona l culture,
through spec ific poli cies and trai ning, suffic ien t to inform commanders and all leve ls of service
how to identify rad icalization to vio lent lslam ist extrem ism and to distingu ish th is ideology fro m
the peacefu l pract ice of Islam. Present policies are vague, and we have no ev idence that Major
Hasan's supervisors and assoc iates rece ived trai ning concern ing the spec ific th reat and indicators
of vio lent Islamist extremi sm in the military. I 16
DoD policies and guidance provided his superiors with suffi cient j ustifi cation to di scipline or
discharge Hasan. Nonetheless, as the Hasan case indicates, without improved gu idance the behavioral
tendency among mil itary superiors could be to avoid appl ication of the policies and directives to evidence
of radicalization to violent Islamist extremism - particularly because adherents to violent Islamist
extremism may also commingle the ir ideologica l views with Islam ic religious practices.

B.

DoD's Review Of The Fort Hood Attack And DoD's Follow Up To The Rev iew
Do Not Confro nt The Threat Of Violent Islam ist Extremi sm Among
Servicemembers Di rectly .

000 has exa mi ned its actions leading up to the attack and adopted po licy changes across
a wide range of areas as a resu lt. Fifteen days after the Fort Hood attack, Secretary of De fense
Robert Gates appointed an independent review pane lled by fo rm er Secretary of the Army Togo
West and the former Chief of Naval Operati ons, Admira l Vern Clark (ret. ), to rev iew the causes
of the Fort Hood shootings. 1I7 The panel issued its report in January 2010, incl uding a fifty-four
page analysis of DoD's fo rce protection and emergency response capab ili ties and a twenty-seven
page annex concerning Hasan's conduct. The West/C lark review demonstrates, however, that
0 00 is rel uctant to confront di rectly the threat of radicalizati on to violent Islamist extremi sm
among scrvicemem bers. DoD's review glosses over evidence of Hasan' s radi ca li zation to
violent Islami st extremi sm and mutes the concerns and reports that were made by hi s superiors
and colleagues who were alarmed.
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As part of DoD's follow-up to the rev iew, Secretary Gates instituted a process to examine
the review's recommendations, issued two memoranda directing adoption of many of these
recommendations, and created a methodical process to monitor imp lementation. Neither of
Sec retary Gates' two memoranda di recting implementation of parti cular West/Clark
recommendations menti ons violent Islam ist extremis m explicitly. Both memoranda continue to
down play the unique threat of violent Islam ist extremi sm by portraying it as a subset of a more
general threat - e ither workplace violence or undefi ned " extremi sm" more generall y. We remain
concerned that 0 00 will not appropriately revise policies to address violent Islamist extrem ism
among servicemembers and that 0 00 personnel will not be speci fi cally trained concern ing
violent Islamist extremi sm.
We are concerned that DoD's failure to address vi olent IsIam ist extremi sm by its name
signals to the bureaucracy as a whole that th e subj ect is taboo and raises the potent ial that DoD 's
actions 10 confront radicalization to viol ent Islami st extremi sm will be ine ffi cient and ineffecti ve.
DoD leadersh ip's fa il ure to idenlify the enemy as violent Islam ist extremi sm explicitl y has rippl e
effects for how the defense bureaucracy will handle thi s challenge. Thi s prob lem was ill ustrated
on November 9, 201 0, when each Military Service issued its fin al report on their respective
response to the Ft. Hood shoot ings and the DoD recommendat ions. None of the reports
mentioned violent Islami st ex tremism or proposed changes in policy or procedure that wou ld
spec ificall y educate service members on how to ident ify violent Islamist ex tremism and what to
do in response. Thi s confirms our concern that 0 00, by continuing to avo id the necessity of
address ing violent Islamist extremism di rectly and without ambigu ity, is sending a message to
the entire mili tary to do th e sa me. It will be more difficult for the mil itary to develop effective
approaches to countering viol ent lslami st ex tre mi sm if the identity and nat ure of th e enemy
cannot be labeled accurate ly.

c.

0 00 Should Update Its Poli cies And Train in g To Ident ify And Protect Against
Violent Islamist Extremism Among Servicemembers.

We be li eve that the most significant change the mi litary must make is to re form religious
discrim ination and other equa l opportuni ty pol icies to distinguish vi olent Islamist extremi sm
from legit imate, protected rcligious observan ce of Islam so that commanders will not be reluctant
to deal with displays of violent Islami st extrem ism among servicemembers when rad icalizati on
occurs . (The West/C lark review stressed the need for distinguish ing between extremi st act ivities
and religious pract ice, 118 but to date 0 00 has not implemented th is recom mendat ion).
Servicemembers at all ranks should receive specific training concerni ng the ideo logy and
behaviors associated with violent Islamist extremism - and how they diffe r fro m the peaceful
pract ice of Islam. To ac hi eve this, the Army and the other Mil itary Serv ices should issue a
pamphlet, as the Army did in 1996 after racial supremac ism among service members led to fatal
attacks, that states expli citly that the prohi bit ion on cxtremi sm incl udes violent Islami st
extrem ism and ex pl ains violent Islam ist extrem ist ideology and behavior. 119
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Such spec ific policies and training are essentia l to protect the thousands of MuslimAmericans who serve honorably in the military from unwarranted suspicion ari si ng from their
religious practice. Fail ure by DoD to center policies on violent Islamist extrem ism and to focus
trai ning on distingu ishing clearly between the peaceful pract ice of Islam and violent Islamist
extremism cou ld exacerbate that unwarranted suspicion. By contrast, speci fic policies and
train ing will he lp serv icemembers understand the real threat and th us protect the thousands of
Muslim-American servicemembers serving our country. Not confronting violent Islamist
extremism directly risks permitting any biases, ignorance, or suspicions to operate unchecked.
Finally, given the gross inaccuracy of Hasan's Officer Evaluation Reports, DoD should
revi se its po li cies and the ir implementation to e nsure that person nel records accurately reflect
concerns with violent Islami st extremi sm. Vio lent Islami st extremi sm has thus far been
extremely rare in our military, but as we saw at Fort Hood it can cost dearly in li ves. In other
cases, it may comprom ise mili tary operations.
Fi ndin g:

DoD policies provided Hasan's superiors with sufficient authority to
di scipline or discharge him based on hi s conduct as witnessed by fellow
servicemembers and his superiors. However, DoD lacked an institutional
cu lture, through policies and training, suffici ent to in form commanders
and serv icemembers on how to identi fy radica li zation to violent Islam ist
extremi sm and to distingui sh thi s ideology from the peacefu l practice of
Islam.
DoD avoided referencing violent Islamist extrem ism explicitly in the
West/Clark inquiry into the Fort Hood attack or in the recommendations
issued by DoD in response to the review. It wi ll be more difficult fo r the
military to develop effective approaches to countering vio lent Islamist
extremi sm if the identity and nature of the enemy cannot be labeled
accurately.

Recommendation:

DoD leadersh ip should identify the enemy as violent Islamist extrem ism
explicitly and di rectl y in order to enab le 000 to confront it effectively and
efficiently . DoD should refonn religious discrimination and other equal
opportunity policies to distingui sh violent Islami st extremism from
legitimate, protected religiou s observance of Islam so that commanders
will not be reluctant to deal with di sp lays of violent Islamist extrem ism
among servicemembers and in order to protect the thousands of Mus li mAmeri can serv icemembers from unwarranted suspic ion. Servicemembers
should receive speci fic training concern ing the ideology and beha viors
associated with violent Islamist extremism - and how they differ from the
peaceful pract ice of Islam. Finally, 0 00 should ensure that personne l
eva luations are accurate with respect to any evidence of violent Islamist
extremist behavior.
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VI.

Strengthen ing The FBI To Prevent Domestic Terrorist Attacks.

The FBI has made significant strides since 9/ 1 t in transforming itself into Ameri ca's lead
counterterrorism agency and an intelli gence-dri ven organi zation to prevent terrorist attacks
domestically, but it is clear from the Hasan case that the necessary transformation is incom plete.
The Hasan case raises our concerns that the FBI headquarters exercised insufficient supervision
and coordination o f the FBI field offices and JTTFs and that the FBI has not utilized inte ll igence
analysis as we ll as it could. The FB I's vision of JTTFs as being interagency information -sharing
and operational coordination mechanisms is sound, but the Hasan case suggests that the JTTF
model has not fulfilled the vision completely in practice. During our investigation of the Hasan
case, we learned of a disagreement between the FBI and DoD regarding the JTTFs' functioning
and that JTTF detailees lack access to key databases. As a result, we have concerns that the
culture of JTTFs may be that they are FBI investigative entities, with detailees to JTTFs
essentia ll y serving as additional personnel to augment the FBI. The FB I should ensure that the
JTTFs become fu ll interagency information-sharing and operat ional coord ination mechanisms.
Otherwise, the JTTFs certainl y will not achi eve th eir fu 11 potential.
A cri ti cal fact discovered during our in vest igation which underli es these concerns is that
neitherthe San Diego JTTF nor the Washington JTTF li nked Hasan 's first [REDACTED]
h
commun ications - the com munications that triggered the San Diego JTTF's January i
memorandum to the Washington JTTF - with the subsequent [RE DACTED] communications
between Hasan and the Suspected Terrorist [REDACTED]. None of Hasan' s comm uni cations
indicated any overt plotting of terrori st attacks. A thorough invest igat ion should have resu lted
even based on Hasan's initial comm unications, but even more so an analysis of the entirely of
the commun ications, based on their content, certai nl y should have triggered a thorough
investigation of Hasan in cluding interviews o f his superiors and coll eagues. That intensive
investigati on would have significantly increased the likelihood that his communications would
have been linked to his public di splays of radicalization and would have caused him to lose his
security clearance, been di sciplined, and hopefu11y been di scharged from the military. Instead,
these communications were never linked, and the Washington JTTF investigation was concluded
prematurely.
We note that this report is produced as the FBI beg in s to consider its next major
leadershi p transiti on. Director Robert Mue11e r, who has led the FBI since shortly prior to the
9/ 11 attacks, is preparing to leave in September 2011 at the en d o f his statutoril y fixed term of
ten years. Director Mueller provided a bo ld vision for the FBI after 9/ 11 an d in stituted
sign ificant changes to achieve that vision. There is no question that the FB I has made substantial
progress si nce 9111 and has achieved many successes in countering terrori sm as a result of hi s
leadershi p. And change in any bureaucracy, and parti cularl y a governmen t bureaucracy steeped
in a tradit ion that has produced numerous successes for a century, can unfortunately take
significant time. But g iven the threat of homegrown terrorism that we face, we must be
im patient fo r progress. We hope that our finding s and recommendations will be particularly
useful as Director Mueller seeks to reinforce the changes that he has instituted since 9/1 1 and
when a new director sets pri ori ties for the FBI for the next decade to ach ieve Director Mueller's
comp lete vision.
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In su m, our conclusion is not that the FBI has made no significant progress in
transformation. Rather, the Fort Hood attack was a warning that the FBI's transformation
remai ns a work in progress and that the FBI must accelerate its transformation - particularly
given the growing complexity an d diversity of the homegrown terrorist threat. The challenges
in volve not just reforming or creating new institutions within the FBI but also ensuri ng that the
FBI has the appropriate written policies and procedures, culture, and career incentives so that the
new instituti ons operate as intended over the long term . In addition, to match Director Mueller's
leadership, the FBI should ensure that a culture exists at all leve ls of the organization of
continually assessi ng and improving current practices. We offer the following analysis in the
spirit of working with the FBI to remedy its internal problems quickly and decisively so that its
personnel can be as effective as they are dedicated.
A.

FBI Transformation Begins After 9/ 11.

The FBI is the lead federa l invest igative agency for counterterrori sm criminal
investigations and intell igence collection within the United States. 120 The FBI's efforts against
terrorism began decades before the 9111 allacks, including against Puerto Rican separatist
groups, white supremacist groups, and animal rights activists as well as violent Islami st
extremists. The FBI's counterterrorism efforts included the prosecutions concerning the first
World Trade Center bombing in 1993 and - as described by the 9111 Commission - the
"brilliant" investigation into the bombing of Pan American Flight 103 over Lockerbie, Scotland,
in 1988. 121 The 911 1 attacks led the then-new FBI Director, Robert Mueller, to seek to transform
the FBI' s entire institutional and operational architecture. In Immediately following 9/ 11,
l23
Director Mueller declared that the FBI 's top priority was preventing domestic terrorist attacks
and that the FBI needed to become an intelligence-centric rather than purely law-enforcementcentric organization . As Director Mueller stated, "Today, we are focused on prevention, not
simply prosecution. We have shifted from detecting, deterring, and disrupting terrorist
enterprises to detecting, penetrating, and dismantling such enterprises - part of the FBI's larger
cltl ture shift to a threat-dri ven intelligence and law enforcement agency.,,124 And as stated by
then-Attorney General Michael Mukasey in the Attorney General's Guidelines Jor Domestic FBI
Operations, ''The FB I is an intelligence agency, as well as a law enforcement agency. Its basic
func tions accordingly extend beyond lim ited investigations of di screte matters, and include
broader analytic an d planning functions.,, 125 As evi dence of hi s prioritization of
counterterrorism, Director Mueller declared that no counterterrorism lead or threat would go
126
unaddressed.
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The 9/11 attacks and the Iraq War led to two major independent examinations of the
FBI 's counterterrorism capabilities, the 9/11 Commission and an Executive Branch commi ssion
appointed by President George W. Bush concerning intelligence and weapons of mass
destruction. Both comm issions were critical of the FBI's intelli gence and counterterrorism
capabilities, including that the FBI re legated intelligence analysts to second-tier status behind its
agents and was dominated by agents who prioritized winning convictions and devalued
intelligence co\lection. 127 Rather than recommending creation of a separate domestic
intelligence service modeled loosely on Britain's MIS agency, both commissions essentially
recommended that the FBI create a so-called "agency within an agency" that would speciali ze in
counterterrorism and related national security matters. 128
As a result of Director Mueller's leadership and these outside commissions'
recommendations, the FB I instituted a series of significant organizational changes designed to
change the FB I into an intelligence-driven organization focused on preventing terrorism. To
implement these changes, the FBI adopted a Strategy Management System based on the
"Balanced Scorecard" commonly used in the corporate world and, wi th support from the
prominent consulting company McKinsey & Co., created a Strategic Execution Team to execute
organizational changes and to build support and momentum across the FBI. 129 As discussed in
Chapter IV, the FBI sign ifican tl y expanded its JTTFs to be the major FBI operational units in
countering terrori sm domestically. In add ition, the FBI created a Directorate of Intelligence in
its headquarters to produce intelligence ana lysis and to provide an in stitutiona l home for its
analysts. In an effort to create this so-called " agency within an agency," the FBI created a
National Securi ty Branch at its headquarters composed of its Counterterrori sm and
Counterintelligence Divisions and the new Directorate of Intelligence. 130 Th e FBI also created a
Field Intelligence Group at each of its field offices in order to provide intelli gence analysis and
support to agents. l3l Fina ll y, in furtherance of its efforts against the homegrown terrorist threat,
the FB I recently launched a program at its headquarters to coordinate the assessment of the
nature and extent of this threat. Thi s program integrates analysts and other experts from the
Intelligence Community, including 000, and uses infonnation lawfully obtained from websites
and other online communication platforms in order to initiate and direct investigations.
The FBI also reoriented its investigative processes to reflect its desire to generate
intelligence and to prevent domestic terrorist attacks. To be sure, intelligence and law
enforcement are not complete opposites: Just as intelligence is desirable in order to prevent an
attack, law enforcement is also oriented toward preventing a criminal act by intercepting the
conspi rators before they perpetrate their intended crime and even by engaging in community
In 9111 Commission, at 77; Commission on the Intelligence Capabilities of the United States Regarding Weapons of
Mass Destruction, Reporlto the Presidenl oJfhe United Slates (March 31, 2005),at 331,452 (hereinafter SilbermanRobb Commission).
118
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polic ing to make an area inhospitable to criminal s. However, the chall enge of melding
intell igence and law enforcement involves two di sc iplines that have fundam ental
incompatibilities: Intelli gence requires extrapo lating from data to make conclusions and
predictions, whil e law enforc ement seeks to obtain evidence that will withstand scrutiny at trial.
Also, intelligence may involve obtaining very specific information but may also involve
amalgamating di verse data to spot trends, while law enforcement is generall y case-specific.
Thus, when the FBI uses the term "i ntelligen ce-driven," the FBI cannot be referring
simply to using intelligence as a trigger for law en forcement, investigati ve activity; the use of
intelligence as a trigger for law enforcement should be a given. Instead, the point of being an
"intell igence-dri ven" organ ization is that the production of intelligence is a preeminent objective,
separate fro m whether a prosecution occurs, and that the collection and analysis of information
are not tied to specific cases that are being investigated for prosecutorial purposes. As described
in a Harvard Business School case study on the FBI:
A cri ti ca l aspect of[Director Mueller's] envisioned FBI was that it wo uld be
intelli gence-led: Analysis wou ld ident ify lead ing threats and vulnerabil ities
pertinent to each fie ld office as well as gaps in the FBI 's knowledge about those
threats an d vul nerabilities. FBI agents wou ld then have to develop informants,
collect data, conduct survei llance, and so on to fill the gaps. In many in stances,
analysts might direct the activi ties of special agents. An intelligence-led, threatbased FBI wou ld try to reconcile ten si ons between intelligence and law
en forcement by applying inte lli gence techn iques to law enforcement acti vities.
So me FBI offici als saw th is as a radical departure in practices. Others argued that
the FBI had long operated in thi s way - for instance, in battling the ... mafia in
New York by identify ing, infiltrating, and prosecuting five central crime
fa milies. 132
One example of the FB I' s reorientation to become inte lli gence-driven was enabling
counterterrorism investigation s to serve both intelligence and law enforcement purposes
sim ultaneously. Prior to 9/11, the FB I classi fied its terrori sm investigations as either criminal
([R EDACTED]) or intelligence ([REDACTE D]).1JJ After 9111, the FBI consolidated these two
codes into a si ngle code for counterterrorism investigation ([REDACTED]), which has as its
primary purpose "develop ing intelligence regard ing the subject or the threat. ,,134
The most significant example of such reorientation was the creation by Attorney General
Mukasey's 2008 Allorney General's Guidelines/or Domestic FBI Operations ora three-tiered
system for FB I investigat ions. That three-tiered system was then reflected in the FBI's issuance
ofa revised Domestic Investigations Operations Guide in December 2008. Prev iously, the FBI
would not conduct investigative acti vity absent suffici ent factual predication that a crime was
Jan W. Rivkin, Michael Roberto, and Ranjay Gulati, Federal Bureau of Investigation, 2007 (Harvard Business
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being or had been committed. However, intelligence collection required that the FBI be able to
assess the potential threat associated with an individual or situation even ifit lacked sufficient
factual predication to initiate an investigation of a specific crime. 135 As a result, the three-tiered
system for FBI investigations begins with the least- intrusive "assessment," then progresses to a
"preliminary investigation" in which more intrusive tools could be used, and finally permits a
"full investigation" in which the full panoply of FBI investigative techniques (such as
wiretapping) could be used. As discussed in the revised Guide, an "assessment" is permitted
even when there is "no particular factual predication" that a crime is being committed and
instead based on an "authorized purpose" such as "to detect, obtain information about, or prevent
or protect against federal crimes or threats to the national security or to collect foreign
intelligence.,,1 36 Also as discussed in the Guide, investigations or assessments are precludedappropriately - "based solely on the exercise of First Amendment protected activities or on the
race, eth nicity, national origin or religion of the subject.,,137
As discussed in Chapter II , the FBI has experienced successes in disrupting several
serious plots even as the threat of homegrown violent Islamist extremism has risen sharply in
recent years. The 2009 disruption of a terrorist plot by NajibulJah Zazi is one of the most
prominent examples of the FBI's successes against terrorist plots and according to the FBI is
illustrative of its progress in becoming intelligence-driven. Based on a series or frantic
communications from Zazi to hi s al Qaeda handler regarding bomb instructions, the FBI,
working with other agencies, unraveled and prevented a massive attack on the New York City
subway system. The coordination across federal, state, and local departments, led by two JTTFs,
was excellent and unprecedented.

B.

The FBI's Inquiry Into Hasan Was Impeded By Di vision Among Its Field
Offices. Insuffici ent Use Of Intelligence Analysis. And Outdated Tradecraft.

The FBI has made substantial strides since 9/11 in reorganizing itself and reorienting its
investigative processes to generate intelligence and ultimately to prevent domestic terrorist
attacks. The FBI has been successful in disrupting many terrorist plots. However, the Fort Hood
case suggests that the FBI's transfonnation to become an efficient and effective intelligencedriven organ ization focused on preventing domestic terrorist altacks is unfinished. The creation
of new institutions within the FBI sometimes has not been accompanied by clear business
processes that articulate these new institutions' responsibilities and authorities within the FBI.
As a result, these new institutions may not have achieved the transformation of the FBI that was
desired.
I.

The Hasan inquiry was plagued by disjunction between two field offices
and the lack of coordination by FBI headquarters.

Counterterrorism-related activities at FBI field offices are today more effectively
managed and coord inated than they were on 9111, but the Hasan case suggests that the FBI
Briefing by a senior FBI attorney, July 2, 20[0.
1361d.
137 Federal Bureau of Investigation, Domestic Investigations Opera/ions Guide (December 16, 2008), at 39.
IlS
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remains too divided among its 56 field offices and thus among the JTTFs (with each field office
housing a JITF). In the Hasan case, the San Diego and Washi ngton JTTFs (located at the San
Diego and Wash ington Field Offices, respectively) operated with a counterproductive degree of
individual autonomy - that is, with inadequate coordination and comm uni cation. This situation
was coupled with the FBI headquarters' and Nati onal JTTF's lack of involvement in resolv ing
the dispute between these JTTFs. As a result, we are concerned that seams among multiple field
offices, among JTTFs, and between operationa l and intelligence-related components may not be
methodically identifi ed an d fixed by a central management structure.
Although headquartered in Washington, DC, the FBI's organizational center of gravity
has predominantly been its field office structure, with fifty-six fie ld offices spread throughout the
United States and generally located in major c ities. Each fie ld office is headed by a Special
Agent in Charge or, for some of the larger field offices, an Assistant Director in Charge. The
FB I's decentralization amon~ field offices dates back as fa r as Director J. Edgar Hoover, who led
the FBI from 1924 to 1972. 1 8 Former Attorney General Richard Thorn burgh described the FB I
organization as "decentralized management oflocalized cases," 139 and one noted ex pert in the
U.S. national security system's organ ization commented, " It is fair to say that when the Cold
War ended, th e FBI was less a single agency than a system of fifty-six affiliated agencies, each
of which set its own priorities, ass igned its own personnel , ran its own cases, fo llowed its own
orders, and guarded its own information.,,14o Field office autonomy was reinforced by Director
Louis Freeh during his tenure from 1993 to just prior to 9/11, during which he decentralized
operations, pushed headquarters staff to the fi eld (a move praised at the time, as it included
forci ng ind ividuals whose skills were eclipsed by the end of the Co ld War to learn new
operational sk ill s), and caused the heads of the fi eld offices to gain in power and
.In depen dence. 141
Field office autonomy made particular sense for law enforcement activities in which a
fie ld office wou ld coordinate closely with prosecutors in the loca l U.S. Attorney's Office. Still,
field office au tonomy did im'pact even law enforcement activ ities; as the 9111 Commission noted ,
"Field offices other than the spec i lied office of origin [i.e., the office responsible fo r a particular
case] were ofte n reluctant to spend much energy on matters over wh ich they had no control an d
for wh ich they received no credit.,, 142 Even more so, the high state of decentra li zation within the
FBI was a major factor in the FBI 's portion of the U.S. Government' s failure to prevent the 9/11
attacks. Thi s issue was highlighted by Congress's post-9Ill inquiry into the associated
intell igence failures. As the Congressional Joint Inquiry concluded:

Amy Zegan, Spying Blind: The CIA . the FBI, and the Origins 0/91/1 (Princeton University Press, 2009), at 122123 (hereinafter Spying Blind).
139 !d, at 123 (quoting Richard Thornburgh, Statement Before the House Committee on Appropriations,
Subcommittee on Commerce, Justice, State, and the Judiciary (June 18, 2003), at 2). See Richard Posner, Remaking
Domestic Intelligence (Hoover Institution Press, 2005), at 93 (describing "the autonomy of the field offices [as] a
major obstacle to effective national security intelligence in the FBI").
140 Spying Blind, at \23 .
I~ t 9111 Commission, at 76.
1~ 2 Id., at 74.
138
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Numerous individuals told [the Joint Inquiry] that the FBI 's 56 field offices enjoy
a great deal o f lat itude in managing their work, consistent with the dynamic and
reactive nature of its traditi ona l law en forcement miss ion. In counterterrorism
efforts, however, that Oexibility apparently served to di lute the FBI 's national
focus on Bin Ladin and al Qaeda. Although the FBI made counterterrorism a
"Ti er One" pri ori ty, not all of its field offices responded consistent ly to this FBI
Headq uarters deci sion. The New York Field Office did make terrorism a high
priority and was given substantial respon sibility for the a l Qaeda target following
the first attack on the World Trade Center in 1993. However, many other FBI
field offices were not focused on al Qaeda and had little understandin~ of the
extent of the threat it posed within this country prior to September 11. 4)

• ••
In 1999, the FB I received reports that another terrori st o rgani zation was planning
to send students to the United States for aviation train ing. The purpose of this
training was unknown, but [terrorist] leaders viewed the plan as "particularly
important" and reportedly approved open-ended fu nding for it. An operational
un it in the Counterterrori sm Section at [FB I] Headquarters instructed 24 field
offices to pay close attention to Islamic students from the targeted country
engaged in aviation trai ning .... There is no indication that fie ld offices
conducted any in vestigat ion after recei vi ng the communication .... The fo rmer
chief of the operationa l unit invo lved in th is project to ld the Jo int Inquiry that he
was not surprised by the apparent lack o f vigorous investigati ve action by the
field o ffi ces. The FBI 's structure often prevented Headquarters from forcing field
offices to take investigative action that they are unwilling to take. The FBI was so
decentralized, he said, and Special Agents in Charge of field offices wielded suc h
power that when field agents complained to a supervisor about a request from
Headquarters, the latter would generally back down .144
Since 9/ 11, the FBI has made progress in seeking to improve coord in at ion among its fi eld
offices within an overa ll strategic framework. For example, the FBI has forced priorities onto its
fi eld offices, ensu ring the preeminence of counterterrorism, and rates them in terms of their
kn ow ledge of the threats in their respective domain s. Organi zationally, the FBI establi shed four
Executive Ass istant Director positions to slrengthen centra l management of the FBI. As
previou sly mentioned, the FBI also mandated that fi eld offices create Field Intelli gence Groups
145
to serve as the " lens through which fie ld o ffi ce s identify and eva luate threats .. and "the hub of
the FB I's inte ll igence program .,,146 FBI headquarters did not origi nally provide a template for

Joint Inquiry into Intelligence Community Activities Berore and Aficr the T crrorisl Attacks or September 11.
Senate Select Committee on Imelligence and the U.S. HO/lse Permanent Select Committee
on Intelligence, Together with Addilional Views. S. Rept. No. 107· 35 1, H. Rept. 107·792, 107'h Cong., 2d Sess.
(December 2002). at 38-39.
144/d. at 334. 335.
IH Robert Mueller, Director, FB I, Stalement before the Senale Judiciary Commillee (March 5,2008).
146 Robert Mueller, Director, FBI, Stalement before the Senale Judiciary Commillee (January 20, 2010).
143
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these groups, leading each field office to create a different version, but the FB I eventually'
standard ized these groups across the field offices. 147
Although progress in achieving greater integration across field offices has been made, the
lack of effecti ve communicat ion between the San Diego and Washington JTTFs is evidence that
the two field offices operate in a cl imate in which field offic e autonom y is still prized. The San
Diego JTTF characterized the lead on Hasan as "di scretionary" to the Washington JTTF but did
not provide clear guidance for how the Washington JTfF shou ld proceed. No one from the San
Diego JTTF followed up with the Wash ington JTTF to discuss the original memorandum or the
progress of the Washington JTTF's inquiry into Hasan. Simultaneous ly, no one from the
Washi ngton JTTF reached back to the San Diego JTTF to discuss the lead and to seek any
further information or clarification. Such a clarification of the San Diego JTTF 's request for an
inq uiry was particularly appropriate given that, as the San Diego JTTF noted in its memoran dum ,
Hasan 's communications did not indicate any overt terrorist activity. Since the Fort Hood attack,
the FBI has abolished the term "di scretionary lead" due to its ambiguity; instead, a
comm unication from one field office to another states whether it is for either "in fonnat ion only"
or "action required.,,148 Still, even if the San Diego JTTF 's communication to the Washi ngton
JTTF had called for mandatory action and not used the vague "discretionary lead," the San Diego
JTTF could not have com pelled the Washington Field Office to take any specific action.
Cri tically, there was a complete disjunction between the San Diego JTTF 's and the
Washi ngton JTTF 's understanding of the DCIS agent's access to the [REDACTED] database.
Th e San Diego JITF believed that the DCIS agent had access to that database and would
conduct due di li gence by querying it for additional information. In contrast, the DCIS agent
lacked know ledge of and access to it an d thought that the San Diego JTTF would send him any
additi onal communications. As a result, Hasan's subseq uent communication s were never linked
by either JTTF to his first [REDACTED] com munications.
When the Washington JTTF provided its assessment back to the San Diego JTTF several
months later and the San Diego JTIF disagreed as to the adequacy of the underlying inqui ry,
there was no attem pt by these JTIFs to negotiate a resolution beyond an apparent telephone call
between the DCIS agent in San Diego and the DCIS agent in Wash ington.
•

The DClS agent at the Washington JTTF did send an email to the DCIS agent in San
Diego stating that the Washington JTTF would reassess its pos it ion if the San Diego
JTTF sent any additional information concerning Hasan' s links to terrorism or requested
any specifi c action. However, as indicated in that email, the DCIS agent in Washington
mi ssed that the purpose of the inquiry - if it had been intelli gence-dri ven - should have
been not just to fi nd any current terrori st links but also to assess whether Hasan was
rad icalizi ng to violent Islamist extremism and might become a co unterinte lligence threat
by v.irtue of him holding a security clearance and potentially being deployed to a combat
zone. In addition, the Washington DCIS agent's email ignored the fact that the San

Id.; Robert Mueller, Director, FB I, Statement before Ihe Senale Judiciary Commiflee (September 17,2008).
Federal Bureau of Investigation, Records Management Matters, Director's Office: Discontinuance of
Discretionary Leads, Electronic Memorandum (March 2, 2010), at 2.
147
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Diego JTTF had essentiall y recommended interviews of Hasan's superiors and
col leagues.
•

In tum, th e San Diego JTTF never reconsidered its decision not lO send a normal FBI
intelligence communication to DoD with Hasan's first [REDACTED] commun ication s,
an idea that the San Diego JTTF had di scarded after erroneously concluding that Hasan
was a military communications officer. Equally, there was no attempt by the San Diego
JTTF to resolve the issue by confron tation or escalation. The FB I agent at the San Diego
JTTF did not provide a fonnal request to the Washington JTTF for specific action,
contact the FB I supervisor in the Washington JTIF directl y, or elevate the issue further
to senior officia ls in each field office and, as needed, to the headquarters· based
Counterterrorism Division or the National JTTF. The San Diego JTTF's failure to issue a
fo rmal request for acti on or to elevate the matter was parti cularly problematic given that
the San Diego JTTF - the office responsible for investigating the Suspected Terrorist
with whom Hasan had com municated - essentiall y recommended intervi ewing Hasan's
superiors and colleagues despite the Washington JTIF's belief that such interviews
would comprom ise the investigat ion, [REDACTED].

Although the FBI's headq uarters plays a substa ntial role in what it cons iders to be the
highest priority terrori sm cases, it played no ro le in the inquiry concerning Hasan. Several
offic ials within the headquarters·based Counterterrorism Division were copied on the inter· field·
office correspondence re lated to Hasan, but at no poin t did anyone at that Division take action to
encourage additional or more urgent efforts to examine Hasan - for example, given that at the
time th e FBI believed that Hasan was a military commun ications officer. Nor was the
Counterterrorism Division informed by the Sa n Diego or Washington JTfFs of the dispute
concerning the adequacy of the Wash ington JTIF's inquiry. The Nationa l JTTF also was not
infonned of this inqu iry into Hasan or the dispute between the field offices - even though, by the
FBI 's own characterization, the National JTTF is intended to coordinate JTTFs as their "hub"
and particularly when other agencies' equities (such as DoD's in this case) are involved. 149 Had
eith er or both of the Counterterrorism Division and the Nat ional JTTF been informed of the
di sp ute, they could have made their own assessment of whether th e Washin gton JTTF's inquiry
was sufficient, forced elevated discussion between the two JTTFs to resolve the matter, shared
information directly with DoD, or even have sought to impose their own so lution on the JTTFs.
The San Diego JTTF 's failure to elevate the Hasan matter was poor judgment but also speaks to
the cultural pressu res with in the FB I to defer to and respect other offices' autonomy.
Accordingly, our investigation of the Hasan case suggests that the field offices retain too
much autonomy and that the FBI's headquarters·based coordinating mechani sms lack suffic ient
strength or support from the field. It is noteworthy that the FB I did not produce any documents
to the Com mittee that articu lated the divi sion of labor and hierarchy or com mand·and·control
authorities among the Counterterrorism Division, the National JTTF, the FB I's headquarters·
based intelligence analysis unit called the Directorate oflntell igence, the fi eld offices, and the

149 The Department ofJustice's Terrorism Task Forces, at 21 (citing Federal Bureau of Investigation. Join!
Terrorism Task Force ReporT to Congress (October 2003), at 7).
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JTTFs. We conclude that th ere are none, and the FBI has not di sputed thi s conclu sion. ISO We
are also concerned that the Counterterrorism Di vision has had eight leaders since 9/ 11 and that
such turnover contributes to the centrifugal forces within the FBl. ISI
Despi te progress by FBI leadership in surmounting it, the Hasan case indi cates that the
FBI 's division among fie ld-offices may still compromise the FB I's stated desire of becoming an
intell igence-dri ven organization that primarily prevents terrorist attacks over the long tenn . As
we noted above, the FBI has had successes to date in interdicting terrori st plots. However, the
growing complexity and di versity of the threat, combined with the speed at which indi viduals are
radicalizing to violent Islami st extremism and seeking to commit attacks, mean that the FBI 's
components will increasingly need to operate as a single, seamless entity and to do so qui ck ly, in
real time. Informat ion across cases will need to be fused quickl y and matched with other
available information from public and private sources. Decisions about prioriti zation and
resource allocation will need to be made across the FBI, as how one field office operates can
have signifi cant implications for how the FBI overa ll is ab le to counter the national and
transnational terrori st enemy. As Arth ur Cummings, who was Spec ial Agent in Charge for
Cou nterterrori sm at the Washington Field Office, explained in 2007:
There is no such thing as a local terrorism problem. Something might happen
loca ll y, but within two seconds, yo u discover national and internationa l
connections . ... [The Special Agents in Charge offield offices] were always
kings in the past. They got to deci de who to arrest an d when to do it. Now,
ls2
headquarters needs to oversee those dec isions.
The Hasan case suggests that the FBI's internal balance is still skewed too far toward
field office autonomy, with insufficient strategic coordination from headquarters of the full range
of FBI activities including investigati ve decisionmaking. The FBI mu st find the appropriate
balance between (I) centrali zation to ensure that the FBI operates as an intelligence-driven
organi zation able to prevent domest ic terrorist attacks planned across mUl tipl e fi eld offices'
j urisdictions, an d (2) decentralization to generate innovation, to identify and seize opportunities
quickly, and to work with state and local law enforcement. 1s3
1, 0 Descriptions of the FBI ' s internal structure exist but provide no clarity. For example, the FBI' s Intranet has the
following description of the Counterterrorism Division' s International Terrorism Operations Section I: "The
mission of[ITOS I] is to support, coordinate and provide oversight of all FBI continental United States (CONUS)
based intemationalterrorism (IT) investigations. ITOS [ will accomplish ils mission utilizing techni cal collection,
human source, coverage, and all essential investigative actions and techniques to optim ize collection efforts directed
against subjects of [terrorism-related investigations]." Department of Defense, Office of the Inspector, Affidavit of
DC/S 2 (Novem ber 24 , 2009), at 21. The language of "support, coordinate and provide oversight" is so vague as to
be meaningless, and the rest of the description indicates that ITOS I is actually itself an investigative body, not a
management and oversight body .
1'\1 Jeff Stein, " FBI Picks Its Seventh Counterterrorism Chief Since Sept. 11,2001," CQ Homeland Security
Intelligence (June 27 ,2006). An eighth official was subsequent ly appointed.
Ij2 Jan W. Rivkin et ai, Federal Bureau of In vestigation. 2007, at 2.
ID All organizations face the tension between centralization and decentralization and must constantly assess whether
they arc making the correct balance. Alfred Cumming and Todd Masse, FBI Intelligence Reform Since September
11. 2001: Issues and Options for Congress, Report RL32336 (Congressional Research Service, August 4, 2004)), at
15 n.71 (quoting the review of the 1986 Space Shuttle Challenger accident, "The ability to operate in a centralized
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Finding:

There was a fundamental di sj unction between the San Diego JTTF and the
Washington JTTF concerning who was responsible for investigating
[REDACTED] com munications between Hasan and the Suspected
Terrorist. That disjunction contributed to the Washington JTTF's failure
to conduct an intensive in vest igation of Hasan, including interviews of hi s
superiors and co lleagues, based on all ava ilab le information regarding
Hasan's communications wi th the Suspected Terrori st. Neitherthe FBI's
headq uarters-based Counterterrorism Division nor the National JTTF was
notified of or reso lved the conflict between the field offices and thus were
unable to take steps to resolve it. As a result, the FBI's inquiry into Hasan
was terminated prematurely. The FBI lacks documents that articul ate the
division of labor and hierarchy of command-and-control authorities among
the Cou nterterrorism Division, the National JTIF , the FBI's headquartersbased inte lligence analysis unit ca lled the Directorate of Intelligence, the
field offices, and the JTTFs. The leadership of the Counterterrorism
Division has also experienced significant turnover since 9111. Thus,
despi te the FBI's progress in strengthenin g its headquarters and bringing
field offices under a strateg ic framework, the Hasan case leads us to be
concerned that the FBI remains divided among strong fi eld offi ces and
between the field offices and its headquarters.

Recommendation:

The FBI should ensure th e appropriate balance between field office
autonomy and headquarters central control in order to become the
inte lligence-driven organ ization it wants to be. Headquarters elements
such as th e Counterterrorism Division and the National JTIF should
act ively identify and resolve invest igative di sagreements and ensure that
they cond uct suffic ient oversight of how field offices are aligning their
activi ties with strategic priorities for intelligence collection and anal ysis.
The FBI should articulate in writing the command-and-control hierarchy
among its headquarters and field entities in order to ensure clear
responsibility, authority, and accountability for national security activities.

2.

The FBI 's inqui ry into Hasan failed to utilize intelli gence analysts ful1y in
order to dri ve the purpose of the in vestigati on and assess Hasan' s
communications.

A critical aspect of becoming an intelligence-dri ven organization to prevent terrori sm and
other national securi ty threats requires (I) integrat ing strategic intelligence analysis into the
FBI's operational activities, (2) using intelligence analysis to ident ify knowledge gaps and threat
trends, and (3) using thi s analysis to prioritize intelligence co llection and law enforcement
manner when appropriate, and to operate in a decentralized manner when appropriate, is the hallmark ofa highreliability organization (Columbia Accidenllnvesligation Report, Vol. 1 (August 2003». For an assessment of the
tension between centralization and decentralization in 000, see Gordon Ledennan, Reorganizing the Joinl Chiefs of
Staff: The Goldwater Nichols Act of 1986 (Greenwood, 1999).
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operat ional activities against nat ional security targets. The FBI has hi storica lly been dominated
institutionally by its agents, who played the lead role in the law enforcement successes that
established the FBI 's great reputation. As recounted by the 9/ 11 Commission, the FBI 's attempt
to foster inte lli gen ce analysis prior to 911 1 ran into cultural resistance, with ana lysts often being
ei ther secretarial staff or relegated to performing secretarial or other support functions. l54 The
FB I sought to remedy thi s problem after 9111 by creating a Directorate of Intelligence at
headquarters and a Field Inte lli gence GrouPs in each field office composed of intelli gence
ana lysts to serve as the intelligence "hub." 55 The FBI also tripled the number of ana lysts to
2,800 authori zed positions (as compared to 13,000 agents l56 ), hired agents of increased quality,
created a formal mec han ism to di sseminate inte lligence reports, and di ssemi nated thousands of
such reports. 157
Despite these structural improvements in the FBI 's analyt ic capability, FBI intelligence
analysts from the res ident Field Intelli gence G roup were not consulted by the DCIS agent or hi s
FB I superv isor in the Washington JTTF concerning Hasan's case. An analyst familiar with the
Suspected Terrorist cou ld ha ve advised the DCIS agent on the role that th is individual has played
in [REDACTED], ori ented the DCIS agent toward the question of whether Hasan was
radicalizing, and explained what evidence would suggest radicalization. At the very least, an
analyst could have helped interpret Hasan's first [REDACTED] communi cati ons with a more
crit ical eye regarding whether they represented innocuous research or instead could signi fy that
Hasa n was radicalizing to violent Islami st extremism. An analyst may also have noted other
poss ible threats posed by Hasan, including traditiona l coun terintelli gence concerns, and
recomm ended additional coll aboration with 0 00. In contrast, the re levant personnel at the San
Diego JTTF included two intelli gence analysts, and the San Diego JTTF did fla g Hasan's first
[REDACTED) commun ications for further inquiry even though they lacked any evidence of
overt terrori st acti vity. Still, the San Diego JITF could have marshaled other intelligence
anal ysts - including at the headquarters-based Directorate of Intelligence - when disputing the
Washington JITF 's determination that Hasan's fi rst [REDACTED] comm uni cations were
beni gn; it should be noted that the San Diego JTTF 's dec ision not to issue a report via normal
intelli gence channels [REDACTED] based on Hasa n's first [REDACT ED] communications, due
to the mi staken beli ef that Hasan was a communicat ions officer, rorecl osed one avenue for
ci rcu lati ng the communi cations to analysts inside (and outside) the FBI. In sum, the lack of a
role for intell igence ana lysts in the Washington JTTF' s inquiry into Ha sa n raises alarm that the

15-1 See Zcgart, Spying Blind, at 126 n.26 (citing the 9/ 11 Comm ission, 9/ 11 Commiuion Staff Statement Nllmber 9
(April 13,2004), at9, and the 9/ 11 Commission, 9/ 11 Commission Staff Statement NlImber 2 (April 14,2004), at 6);
The 9111 Commission Report, at 77. For the FB I's approval of lhe 9111 Commission's recommendations concerning
intelligence analysis, see FB I, National Press Office, FB I Responds to Reporl of the Nalional Commission on
Terrorisl Atlacks Upon the United Stales (July 22, 2004), at2 (approving. inter alia, of the Commi ssion's
recommendation lhal "Thc FB I should institute the integration of analysts, agents, lingu ists. and surveillance
personnel in the field so that a dedicated team approach is broughllO bear on national security intelligence
0rs;rations").
1 S Robert Mueller, Director, FBI, Statement before Ihe HOllse JlIdiciary Committee (May 20, 2009) (describing the
vision for Field Intelligence Groups to be the "hub" of the FBI intelligence program).
156 FBI Intelligence Analysts Association, Intel Shift "Needs to" Happen (February 26, 2010), at 4-5.
151 Remarks by Sean Joyce.
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FBI's effort to strengthen its intelligence analytic corps and to integrate it into the FBI 's
invest igative fu nctions is inco mplete.
Our concern regarding the rol e of analysts is ec hoed by a 2010 report issued by the FBI
Intelli gence Analysts Assoc iati on, which found that a "clear hierarchy ex ists in which agents
occupy th e ranks of seni or executives, and ana lysts are still relegated to a category ca ll ed
' Support Empl oyees .. ", 58 The report noted that FBI analysts hold onl y ) 4 out of 276 (or 5
percent) of the FBI 's Sen ior Managemen t Pos itions (called in other departments the "Senior
Executive Service"). 159 The report also fo und that ( I) the FBI 's reforms to enhance the ro le of
intell igence analysts were "perceived as a threat" by agents, (2) agents received no training on
the role of analysts, (3) a 2005 FBI reorganization demoted the FBI 's to p analyst, (4) a
December 2009 FB I policy permits anal ysts to be assigned menia l duties, and (5) many anal ysts
cannot access the Internet or classified databases from their desks. 16o Th e report observed that
the leaders of tile FBI 's Directorate oflntelli gence have almost all been agents rather than
analysts and that high turnover has " led to lapses in the competence, continuity of policy and
accou ntabil ity of FBI management. ,,161
Accord ingly, based on the Hasan case and these other indications, the FBI should ensure
that its intell igence cad re has the leadership and support it needs and that barriers are broken
down fo r analysts to assume the ir right fu l pl ace in FBI organizational culture - such as by
perm itting analysts to become mid-le vel and senior managers even over agents. 162 FBI agents
should be rewarded for integrating analysis into the ir operational acti viti es and held accountabl e
if they do not.
In an effort to integrate ana lysts more fu ll y with agents, the FB I created threat fusi on
cells to bring together analysts and agents - integrat ing inte lligence an d in vestigati ons - to
identify and mit igate counterterrorism threats and vulnerabiliti es. Each threat cell focuses on a
speci fi c th reat and is intended to collect inte lli gence to provide strateg ic and tactical analys is to
dri ve operati ons. The FBI is in the process of applying this model to address a wide range of
counterterrorism threats and sho uld acce lerate its efforts in thi s area.
Finding:

Despite the FBI 's improvements in its anal ytic capabili ty, intelligence
ana lysts were not integrated sufficientl y into the inqui ry into Hasan. Such
integrat ion might have enabled the JITF to: ( 1) gain a broader perspective
on the signi fi cance of Hasan's com mun ications with the Suspected
Terrorist, [REDACT ED], (2) orient the inqui ry into Hasan to whether he
was rad ical izing rather than j ust whether he was engaged in overt terrorist
activity, (3) analyze Hasa n's comm unications more critica ll y as to whether
they were truly research , an d (4) suggest what in fo rm ati on to seek in order

ISS Intel Shift '"Needs /0 " Happen, 31 9.
159/d., 3111,14.

/d., at 16-25 (emphasis in original).
Id., al 22.
162 We note ~ as an indicator of FBI culture ~ that the FBI phone book still divides FBI personnel into two categories
- agent and support ~ wilh analysts being listed in the support category.
160
161
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to detennine whether Hasan was radica lizing to violent Islamist extremism
or otherwise consti tuted a nati onal security threat.

Recommendation:

3.

We are concerned that analysts may not be suffic ient ly integrated into
operati ons and may lack suffi cient stature within th e FB I vi s-a.-vis agents
as necessary fo r an intell igence-dri ven organizati on. As the Hasan case
shows, the FBI should ensure that ana lysts are integrated into operations
and playa major role in driving operationa l decisionmak ing. At a basic
level, the FBI should ensure that - unli ke in the Hasan case - agents
consult with analysts rout inely, and the FBI should ensure that agents who
integrate analysts into their operat ional acti vities are rewarded and agents
who do not are held accoun tab le. For exampl e, the FB I should accelerate
its use of combined agent/analyst threat fusion centers. More generall y,
the FB I should ensure th e dismantli ng of barri ers to intell igence analysts
assumi ng a prominent ro le in the organizati on and that analysts have
sufficient leadership opportunities at all levels, incl uding to supervise
agents as appropriate. Finall y, the FB I should ensure that analysts receive
the technological and oth er support necessary to produce sophisticated
analysis.
The FBI did not update its tradecra ft used in the in vesti gati on of the
Suspected Terrori st. which contributed to the FBI 's fa il ure to understand
the signifi cance of Hasan 's communi cation s with th at indiv idual.

The FBI 's conduct vis-a.-vis Hasan demonstrates that the FB I did not ident ify and update
deficient tradecraft (i.e., the methods and processes fo r conduct ing invest igat ive or intell igence
activit ies) concern ing signifi cant suspected terrorists such as the Suspected Terrori st
[REDACTED) prior to an attack occurring.
An anal ysis of the full extent of Hasan 's communi cations would have shown that Hasan's
interest in the Suspected Terrori st belied any conce ivable research purposes. Yet the San Diego
JTTF only fl agged Hasan's init ia l [REDACT ED] communications with a suspected terrori st for
further inq uiry. The criteri a used by th e San Diego JTTF to detennine whether a communi cati on
with that part icul ar suspected terrori st merited scru tiny or follow-up were ne ither memorialized
nor institutiona li zed in the event of a personne l turnover and not rev iewable by FB I
headquarters. We are concerned that thi s ad hoc approach did not accord with the signifi cance of
the Suspected Terrorist [REDACT ED].
To its credit, since th e Fort Hood attac k, the FB I now requires that FBI headquartersbased analysts simultaneously rev iew case information of [REDACT ED] subj ects of
investi gati ons [REDACT ED] to ensure that th e relevant fie ld office has not mi ssed any
important commun ications. Such oversight accord s with the Suspected Terrorist's
[REDACT ED) and enables headq uarters-based analysts - who may have a broader perspective
on terrorist activi ty than agents in a fie ld offi ce - to weigh particular communications differently.
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However, this new process does not replace the need fo r FBI headquarters to review and oversee
a field office's protocols [REDACTED].
Our investigation also found that, in the Hasan case, the San Diego JITF the San Di ego
JITF was prevented from easi ly linking Hasan 's subseq uent commun ications with his first
[R EDACTED] communications. In addition, the San Diego JITF never li nked Hasan's
subsequent communi cations to his initial [REDACTED] communications either from memory or
by act ive ly runn ing a database search under Hasan's name. [REDACTED] Thus, an analyst or
agent looking at a comm uni cation would not automatically receive information concern ing
previous communications [REDACTED]. Instead, a communi cation could on ly be linked with
previous communi cations [REDACTED] by agents' or ana lysts' memory or by the agents or
ana lysts actively searching the database [REDACTED].
To its credit, the FBI reacted swift ly after the Fort Hood attack and remedied thi s
problem within a few months by utilizing the necessary information technology. Yet we have
concerns that this particu lar gap suggests a larger cha ll enge fac ing the FBI's tradecraft.
•

The FBI believed that the Suspected Terrori st was, in essence, [REDACTED] .

•

Accordingly, it is unacceptable that the FBI personne l who had access to communications
were content using a system that did not li nk automatically to [REDACTED] previous
communi cations and that apparent ly no one in the FB I recognized the attendant
inefficiency an d ri sk of mi ssion fa il ure. The ability to li nk communications would have
identified patterns in Hasan's contact with the Suspected Terrorist [REDACTED]. Doing
so would place the contents of any single communi cation in the context of the new
ind ividual's overal l re lat ionship with a suspected terrorist and help indicate whether that
subject was radicalizing to violent Islamist extremism.

The FB I has presented us with no evidence that FBI headquarters or the Nationa l JITF
had identified th is tradecraft problem, realized its potential imp li cations, and tried to remedy it
prior to the Fort Hood attack. Based on the Hasa n case, we are concerned that there may be
other FBI tradecraft areas that need to be updated against the evolving terrorist threat.
Fi ndin g:

The FB I did not update its tradecraft fo r purposes o f its investigation of
the Suspected Terrorist. The FBI could not easily li nk Hasan's in itial
communicat ions with the Suspected Terrori st to hi s later communications,
and the fa il ure to do so was a facto r in the govcrnment not intervening
aga inst Hasan before the auack, and the FBI should have identified and
remed ied its inabi li ty to li nk his communication s together prior to the
attack.

Recommendation:

The FBI shou ld ensure that its internal processes are effective in
identirying tradecraft that is outmoded as compared to evolving threats.

6S

C.

The Inquiry Into Hasan Focused On The Narrow Question Of Whether He Was
Engaged In Terrorist Activities And Not Whether He Was Radicalizing To
Violent Islamist Extremism And Thus Could Become A Threat.

The 9111 auacks led the FBI to seek to transform its entire institutional and operational
architecture in order to become intelligence-driven and to prevent terrorism domestically.163 A
prime example of the FBI's reorientation to being "intelligence-driven" is the FB I's issuance of a
revised Domestic Investigations Operations Guide in December 2008. The revised Guide
permits an "assessment" for intelligence purposes - that is, even when there is "no particular
factua l predication" that a crime is being committed and instead based on an "authorized
purpose" such as "to detect, obtain information about, or prevent or protect against federal
crimes or threats to the national security or to collect foreign intelligence."I64 The FBI's view of
being intelligence-driven is certainly different fro m the traditional law enforcement approach of
investigating crimes (e.g., terrorist attacks) after they occur. In that sense, the FBI has been
generally successfu l in altering its law enforcement culture.
The San Diego lTTF 's flagging of Ha san for additional scrutin y [REDACTED] despite
Hasan's communication showing no evidence of criminal activity is a positive example of the
FBI bei ng intelligence-driven. Thus, the probl em with the FBI's performance in the Hasan case
is not that the FBI failed to pick Hasan out of the myriad leads that the FBI faces every day; in
actuality, the San Diego lTTF did flag him based on his first [REDACTED] communications to
the Suspected Terrorist. Rather, the problem is that, as the DCIS agent in Washington described
his investigation, the inqui ry into Hasan was focused on whether Hasan was engaged in overt
terrorist activities.
The appropriate question about Hasan was not only (as the Washington lTTF focused its
in vestigation) whether he was engaged in terrori st activity. A more intelligence-oriented inquiry
wou ld also have sought to know:
•

could Hasan be in the process of radicalizing to violent Islam ist extremism such that he
mi gh t engage in terrorist activity in the future;

•

what did the nature of Hasan's communications with the Suspected Terrorist teach about
that suspected terrorist's modus operandi in furtherance of terrorist objectives
[REDACTED] without actually breaking the law; and

163 Immediately following 911 I, the then-new FBI Director, Robert Mueller, declared that the FBI's tOP priority was
preventing domestic terrorist attacks and that the FBI needed to become an intelligence-driven rather than lawenforcement-centric organization. As Director Mueller testified before Congress, "Today, we are focused on
prevention, not simply prosecution. We have shifted from detecting, deterring, and disrupting terrorist enterprises to
detecting, penetrating, and dismantling such enterprises - part of the FBI's larger cu lture shift to a threat-driven
intelligence and law enforcement agency." Robert Mueller, Director, FB I, Statemen! before the Senate Judiciary
Committee (March 5, 2008) . And as stated by then-Attorney General Michael Mukasey, "The FBI is an intelligence
agency, as weIJ as a law enforcement agency. Its basic functions accordingly extend beyond limited investigations
of discrete matters, and include broader analytic and planning functions." Attorney General Michael Mukasey, The
Attorney General's Guidelinesfor Domestic FBI Operations (September 29, 2008), at 9.

164 Id.
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•

could Hasan be a future counterintelligence threat putting U.S. military operations at risk.

Put more concretely, the Washington JTTF only looked for overt steps to support terrori st
activi ty and did not assess the broader threat posed by a mi li tary officer and hi s communications
with a known type of terrori st called a [REDACTED].
We are concerned based on the Hasan case that the FB I has more work to do in trai ning
its personnel as to how being intelligence-driven shou ld affect the ir operat ional activities.
The FB I's inquiry into Hasan was focused on whether Hasan was engaged
in overt terrorist activities. The inqu iry did not pursue whether Hasan
mi ght be radicalizing to vio lent Islamist extremism, what information his
radicalizat ion and re lat ionship with the Suspected Terrorist could
contri bute to the larger understanding of radicalization, and whether Hasan
might become a counterterrorism or counteri ntell igence threat in the
fut ure.

Finding:

Recommendations: The FB I shou ld ensure that agents understand practica ll y how being
intelligence-driven shou ld affect their investigative objectives and
operational activ ities.
D.

Ou r Investigation Of The Hasan Case Raises Questions About Whether The Joint
Terrori sm Task Forces Have Become Full y Effective Interagency Coordinati on
and In formation-Sharing Mechani sms.

The FBI has set forth a vision ~ of which we approve - of JTTFs as the prem ier
mechanism for counterterrorism infonnation-sharing and operational coordination among federal
entities and with state and local law enforcement. However, the JITFs did not fu lfill thi s
aspi ration in the Hasan case, and during our investigati on of the Hasan case we learned of larger
unreso lved poli cy disputes concerning JTTFs' functioni ng.
Ne ither the Washington JTTF nor the San Di ego JITF cited any law [REDACTED] as a
barrier to sharing Hasan's communi cat ions or information derived from those communications
with DoD counteri ntelligence offic ia ls. We have found no lega l barrier that prevented the JTTFs
from notifying DoD counterintelligence offi cials concern ing Hasan's communi cations and
enlisting those officials' expertise in investigating Hasan, a servicemembe r. The Hasan case
highlights interagency disagreements and internal JITF weaknesses that rai se our concern that
the JTTFs are at ri sk of becoming essentially an in vestigati ve entity serving the FB I's interests.
I.

000 and the FBI disagree concern ing which agency has the lead for
counterterrori sm invest igations of serv icemembers.

The standard operating procedure of the Army ' s operationa l counterintelligence unit, the

902J\d Military Inte ll igence Group (located with in the Anny's Intelligence and Security

67

Command), is that even its lowest level of investigat ion of a servicemember includes interviews
of employers and assoc iates. Accordingly, had Hasan's initial [REDACTED] comm unications
(let alone all of them) been shared with the 902 nd Mili tary Intelligence Group, then Army
counteri ntell igence offi cials most lik ely would have interviewed hi s superiors and co ll eagues.
Even the most min ima l interviews would most likely have shown that hi s com mun ications were
not mere research and instead accorded with hi s overall displays of radicalization to vio lent
Islamist extremi sm. Neither the Washington JTTF nor the San Diego JTTF po inted to any law
or regu lation as the reason that in format ion about Hasan was not shared with 000
counterintell igence oflicia ls. 16S At most, the San Diego JTIF initially decided not to circulate
the commun ications as a standard FB I intelligence communication to DoD because of the
erroneous be lief that Hasan was a military communications officer and thus could have read the
report. The San Diego JTTF did not revisit its deci sion once the Wash ington JTTF reported that
Hasan was a military physic ian and not a commu nicat ions offi cer - and that was a very
consequenti al mistake . Moreover, the Washington JTTF's concern that sharing might expose the
in vestigati on [REDACTED] on the Suspected Terrori st was belied by the fact that the San Diego
JITF - which was responsible fo r the investigat ion of that ind ividual - ad vocated interviews of
Hasan and his superiors and colleagues.
Our in vestigat io n revea led a significant disagreement between the FBI and DoD
concerning whether the FBI or DoD should have the lead for investigating servicemembers for
counterterrorism purposes. As noted above, the FB I is the lead federal investigative agency for
counterterrorism crim ina l investi gat ions and intell igence collection withi n the United States
166
pursuant to statute enacted in 1996 and a President ial di rective issued in 2003.
DoD and the
FB I had signed an accord called the "Delimitations Agreement,,167 in 1979 and supplemented it
in 1996. The Delimitations Agreement states that DoD has the lead fo r "counterintelli gence"
investigations of servicemembers. 168 Mirroring various statutes and regulat ions, the
Delimitations Agreement defin es "counterinte lli gence" to incl ude both class ic esp ionage and
" international terrorism."

16S The DCIS detailee in the Washi ngton JTTF and his FO I supervisor decided not to conduct interviews of Hasan' s
superiors and colleagues in part due to the desi re to avoid affecting Hasan's career, which they viewed as a legal
imperative under Exeeutive Order 12333 (a key executive order that sets forth operating principles for U.S.
Intelligence Communiry) which mandates that investigative activities be conducted using the least intrusive means.
We doubt that a military officer who communieates with a suspected terrorist [REDA CTED] while holding a Secretlevel security clearance and subject to deployment to a combat zone deserves the same level of concern for his
career as a civil ian who happens to come up during an investigation. We also note that the San Diego JTTF clearly
had a different view of whether interviews were appropriate. Leaving aside whether the least intrusive means test
should have prevented interviews (a detennination that would not have been supported by the Domestic
Investigations Operations GI/ide itse lf), the least intrusive means test is relevant only to actua l investigative tools
such as interviews - not whether the FBI could share Hasan's communications with Anny counterintelligence
officials so that they could become aware of Hasan's contact with the Suspected Terrorist. And in fac t, the least
intrusive means test was not the driver for the FBI' s failure to share Hasan's communications with DoD
counterintelligence offi cials.
166 See 18 U.S.C. Section 2332b(f): 28 C. F.R. Section 0.85(1); Homeland Security Presidential Directive 5.
161 Agreemenr Governing the Conduct 0/ De/ense Department Counterintelligence Activities in Conjunction wi1h 'he
Federal Bureau a/Investigation (signed by the Deputy Secretary of Defense and the Attorney General).
168 Id. , Section 6.C.2.
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•

000 argucd that the Delimitations Agreement is direct ly applicab le to the investigation
of servicemembers for counterintelligence purposes - to include counterterrorism, by
defin ition. A senior DoD counterintell igence official referred to the agreement as its
"bible" govern ing its relationsh ip with FBI on counterinte lli gence invest igations. Thus,
under DoD's view, the agreement required that the Army and not the JTTF lead the
inqui ry into Hasan and that the FBI noti fy 000 of the in fonnat ion in its possession
regarding Hasan.

•

In contrast, the FBI argued that the Delimitations Agreement is not operati ve with respect
to counterterrori sm and instead applies only to investi gat ions of servicemembers for
cl ass ic counteri nte lli gence (i.e., espionage). In the FBI's view, statutory and regulatory
sources giving the FBI the lead for domestic coun terterrorism in vesti gations govern
despite the De lim itations Agreement, and that agreemen t was signed prior to
counterterrori sm assu ming such a preeminent investigati ve interest and gi ving ri se to
counterterrori sm-specific organ izations such as JTTFs. In addition , accord ing to th e FBI ,
the Delimitations Agreement has been negated by the "course of dealing." Thus, in the
FB I's view, the FB I - through the JTTFs - rather than 000 has the lead for
counterterrorism investigat ions of service members. Under the FB I's view, the JTTFs
were the appropri ate lead for the inqui ry into Hasan.

We are concerned that the quest ion of lead responsibility fo r counterterrorism
investigations of service members is unresolved between the FB I and 000. In additi on, we
believe that the legal question of which agency techni cally has the lead in general is secondary to
the operationa l question of whi ch agency is best situated from an expertise and resource
perspective to conduct a particular investigat ion. In other words, just because the FB I is the lead
agency fo r domest ic counterterrorism investigations does not mean that the FBI is the sole
agency conducting suc h in vestigations and that no other agency should have the lead in practice
dcpend ing upon the circum stances. Havi ng other agencies pl aya lead role in investigations
makes sense in order to maximize inherently limited government resources. In the case of
Hasan, 000 arguably was best situated to evaluate the counterterrorism threat posed by him
given the existence of an entire Army unit with the mi ss ion of guarding agai nst threats from
within the Army. Thus, we are concerned that the JTTFs' failure to share information about
Hasan with DoD may indi cate a tendency within part of the FBI to be li eve that either a lead
merits the FB I con ducting a counterterrorism investigati on or the lead is not worth investigating
even by another agency. This tendency would detract from the optimal use of federal , state, and
loca l capabi lities beyond the FBI in order to in vestigate the most leads in the most efficient and
effective manner.
Leavi ng aside the questions of wh ich agency should lead counterterrorism investigations
of servieemembers in principle or in practice, we note that the inqu iry into Hasan was not only a
counterterrorism investigat ion but also a classic counterinte lligence (i.e., espionage)
investigation: Hasan's regard for the Suspected Terrori st, as evident in his first [REDACTED]
comm un ications [R EDACT ED], could eventually have led Hasan to seek to a id the enemy ifhe
was deployed to Iraq or Afghanistan; at the ve ry least, Hasan's regard for the Suspected Terrorist
could have led Hasan to di sclose Secret-level in formatio n - whi ch Hasan was cleared to access-
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in an unauthorized manner. Thus, even if the FBI is correct that it should lead investigations of
servicemembers regarding counterterrorism (a position not supported by the Delimitations
Agreement), the Hasan case was also a classic counterintelligence case and should have been
reported to DoD for that purpose. As a result, the De limitations Agreement wou ld require that
DoD have had the lead on the investigation from a counterintelligence perspective.
To the credit of both the FBI and 0 00, immediate ly after the Fort Hood attack they took
steps to ensure that DoD was aware of all then-ex isting FB I counterterrorism investigations
invo lving 0 00 or DOD·affiliated personnel, devised and implemented a new procedure for
providing 000 with notificat ion of such invest igations going forward, and initiated negotiat ions
to consol idate and update the architecture of FBI/DoD agreements concerning information·
shari ng and operationa l coord inat ion. 169 Under this notification poli cy, a JTTF is required to
in form the National JTTF of a counterterrorism inquiry into a servicemember. The indi vidual in
the Nat ional JTTF to be informed is the Deputy Unit Chief for 000 matters, who will then noti fy
the military counterintelligence entity in 000 most relevant to that serv icemember. Also, within
days of the attack, the FB I provided 0 00 with a list of FB I investigations concern ing 000affi liated personnel or those with access to DoD fac ili ties. The rev iew fou nd [REDACTED}
investigations that had a nexu s with 000 and that JTIFs had coordinated wi th the appropriate
military investigat ive organ ization in [REDACTED} cases. (We do not know whether such
coord inat ion invo lved the lead for investigations of any serv icemembers being transferred to
DoD pu rsuant to the Delimitations Agreement. )
Although the FBI/DoD review found that the FB I coordinated over 90 percent of these
cases with DoD, we are concerned about the gap given the clear-cut nature of the obligation.
Not only did the fai lure to share information with 000 concerning Hasan playa major role in the
government 's failure to preven t the attack, but the reasons fo r the failure to share the Hasan
informat ion with 000 were not confined to the misjudgments of a select few but rather are
related to policy disputes regarding the functioning of JITFs. As indicated by the adoption of
the new policy. the FB I agrees wi th the importance o f informing DoD of investigations of
service members, but the key question of which agency should lead these investi gations remains
outstand ing bctween the FBI and 000. The FB I and DoD should be sure to resolve all of these
questions re lated to the Delimitations Agreement in principle and in practice as they negotiate
the new master DoD/FBI agreemcnt.
2.

0 00 and the FBI disagree concern ing the status of dcta il ees to JTIFs as
primary information·sharing channels of JITF information back to 0 00.

Our investigation has also revealed a significant disagreement between the FBI and 000
concemi ng whether the FB I giving Hasan's com municat ions to the DClS agent detai led to the
Wash ington JTTF con stituted sharing that in formation with 000 as a whole: Detailees from an
agency to JTTFs are often governed by an agreement between the FB I and that agency covering
administrative matters. All such agreements that we have reviewed prohibit a detailee from

I~ Federal Bureau of Investigation, Electronic Communication, Counterterrorism Program Guidance: Notifications
10 Oil/side Agencies: Administrarive and Operational Guidance (January 7, 20 I 0).
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sharing JTTF information with that detai lee's home agency without fi rst receiving permission
from an FBI supervisor at the lITF. The FB I's agreement with DC IS had th is provision. 170
•

000 argued that sharing infonnation with a 000 dela iiee on a JITF does not
constitute sharing that infonnation with 000 as a whole, for three reasons: First,
each 0 00 deta il ee comes from a specific 000 agency and th us cannot represent
all of 0 00 or know what lITF infonnation would be of interest to another DoD
component. Second, any particular detailee only sees part o f a JITF' s activities
and thus cannot be the main avenue for sharing lITF information with 0 00.
Third, the requirement that a detailee rece ive approval from an FBI supervisor
pr ior to sharing information with hi s home agency means that the FB I effectively
has veto power over what infonnation is shared - which is contrary to the FBI's
information·sharing ob ligations under the Delimitations Agreement. In sum,
0 00 regards its detai lees as pri maril y augment ing the JITFs, not being
information· sharing avenues - even if the 000 deta il ee actua ll y leads the JTTF's
investigati on in which information of interest to 0 00 is generated.

•

In contrast, the FB I argued that detai lees are representati ves of their departments
and that the req uirement for supervisor approval to share infonnat ion is a low bar.
The FBI's view is that the requ irement ensures that the FBI knows when its
informat ion is be ing transmitted outside of th e JITF . The FBI's view is al so that
the requiremen t enables the FBI to coord inate any operat ional activ ity that the
agency recei ving the infonnation may wish to conduct based on it. Thus, the FBI
be li eves that sharing infonnation with a 000 deta il ee constitutes sharing that
information with DoD - even if the detailee is from DCIS in the 0 00 O ffi ce of
Inspector General and the relevant DoD entity that wou ld be interested in the
informati on is the Army's counterinte ll igence entity, the 902 nd Military
Intelli ge nce Group.

Thus, under DoD's view, the sharing of Hasan 's fi rst communications with the DCIS
detai lec in the Washin gton JITF did not const itute sharing that information with DOD as a
wholc. In contrast, under th e FB I's view, the sharing of the information with the DClS detailee
constituted sharing with 000 as a whole - and it was the DCIS detailee's deci sion as to whether
the information merited being transm itted to any part of 0 00 ; if the DCIS detailee had decided
to share th e information with 0 00 , then per DC IS's agreement with the FBI he wou ld have
needed hi s FB I supervisor's approval.
Th is interagency disagreement is reinforced by an additional facto r that our invest igation
fou nd : the lack of tra ining provided to detailees concerning thei r purpose for bei ng detailed to a
JITF . DoD's trai ning of detailees has been episodic and does not art icu late the purpose of the
detai lees being sent to the JITFs. DoD's lack of traini ng of detailees arguably reinforces, in
silence, DoD's view that detai lees from its components do not represent 0 00 as a whole.
Simu ltaneously, the FB I's view of deta ilees' purpose is not reflected in its tra ining of them ; in
170 See, e.g., Joint Terrorism Task Force Standard Memorandllm of Understanding Between the Federol Burea/l of
Investigation alld Defense Criminal Investigative Service (hereinafter FBIIDCIS MOV), 2007, Section IX.A.
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other words, the FB I does not instruct detailees to JTIFs th at they should regard themselves as
primary info rmation.sharing avenues to thei r ho me agencies. The apparent inadequacy of the
FBI's training of detailees was flagged by a Department of Justice Office of the Inspector
General report in 2005, which identified the lack of training of detai lees as a criti cal weakness in
the JTTF program . Th at report faulted the FBI for " not provid[ing] written guidance that defines
the rol es and responsibiliti es of ' detailees to JTTFs. 171 Since then, the FBI has taken steps to
train detailees. However, the most recent FBI train ing materi al for detailees to JTTFsl72 lacks a
discussion of the detai lees' purpose. 17J Thus, detai lees could master the trai ning but never be
informed that the FB I considered them to represent their entire home departments and to be the
critical lin k for ensuri ng in format ion·sharing.
DoD's argument that sharing information with a DoD detail ee to a JTIF does not
constitute sharing with 0 00 as a whole is more convincing. As menti oned , th e Committee has
no ev idence that FBI and DoD training of detai lees ever articulated that deta il ees represented
their department s as a whole. The fact that an FBI supervisor could block the detai lee from
shari ng that inform ati on with DoD proper - with no criteri a, as seen by the Comm ittee,
developed by the FBI to guide that di scretion - implies that 000 detai lees were not a dedicated
infonnat ion-sharing ave nue.
3.

FBI correcti ve action since the Fort Hood attack fac ilitates informati on·
sharin g with DoD but does not resolve the larger policy issues.

Demonstrat ing its desire to ensure that JTTFs are effective informati on· sharing
mecha ni sms, as described above the FBI reacted to the Fort Hood attack by instituting the new
notification procedure for ensuring that DoD is informed of any counterterrorism inquiries into
servicemembers. This poli cy appears to supersede any requ irement that an FBI supervisor
approve the sharing of information with 0 00 . Th is new poli cy appears to answer the specifi c
question of whether 0 00 detailees are representatives of 000 as a whol e by indi cating that they
are not - in other words, any issue regarding a servicemember being handl ed by a JTTF is sent to
the Nationa l JTIF for transmi ss ion to 000, rather than having 000 detail ees at the relevant
JTTF determine whether to inform 000 direct ly of the information. However, thi s new pol icy
does not resol ve the policy di spute concerning the issue as to whether the sharin g of information
within a JTIF with a deta il ee constitutes sharing th at information with the detailee ' s home
agency.
•

Th is policy di spute is still rel evant to FBI/DoD relations because the new notification
procedure on its face covers only JTIF invest igation s of servicemembers, not JTIF
investi gations of matters that might affect DoD but are not concerning servicemembers.
The FBI and DoD should be sure to resolve thi s question in the new master agreement
that they are negot iatin g.

111 Department of Justice. Office of the Inspector General , The Department of Jus/ice's Terrorism Task Forces, No.
1·2005-007 (June 2005), at 68-74. 8 1-2 .
m Federal Bureau of Investigation, Join/ Terrorism Tas k Force: Task Force Officer Oriematio,,: A Reference GlIide
fo r Nell' RTF Task Force Officers (December 2009).
11) Id.
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•

In addition, the policy question of whether detailees are representatives of their home
agencies is still applicable to other entities that send detailees to JTTFs aside from 000.
We recommend that the FBI and its partner agencies decisively resolve the issue of
whether detailees are representatives of their agencies and ensure that detai lees receive
training to that effect.
4.

The FBI's failure to link Hasan's first [REDACTED] communications to
the Suspected Terrorist to his later ones stemmed in part from JITF
detailees' lack of access to key infonnation. which suggests a major
impediment to JITFs' overall effectiveness.

A review of all of Hasan's communications with the Suspected Terrori st would have
shown clearly that Hasan's communications were not research and merited a thorough
invest igation. As a resu lt, the decision by FBI supervisors at the Washington JITF to assign the
DCIS agent to an inquiry [REDACTED)" was flawed because of his lack of access to and
knowledge of the [REDACTED] database. Access to that database was essential for the Hasan
inquiry due to Hasan's subseq uent communications.
Our finding in the Hasan case of the DCIS agent's lack of access to the [REDACTED]
database comports with chronic data-access challenges facing detailees to JITFs identified in
prior studies. The Department of Just ice' s Office of the Inspector General reported in 2005 that
"a majority of' detailees "with clearances did not have direct or complete access to the" FBI's
Automated Case Support system, "even though such access was permitted by policy, which
caused delays in their investigation s.,, 174 The lack of access to the Automated Case Support
system was eventually solved, but a survey of JITF detailees conducted in 2007 by a twentyth ree year FBI veteran who had acted as a JTfF supervisor found that detailees' lack of access to
other databases continued even though, in his view, detailees must understand the available
databases and be able to extract the necessary information from them in order to be effective
JITF members. 17S In fact, the DCIS representative to the National JTTF at the time of the Fort
Hood attack not only lacked access to the [REDACTED] database but also was unaware of its
176
.
extstence.
It is paradox ica l that, in the Hasan case, the FB I would rely on a detailee so heavily for
the Hasan inqu iry but not provide that detailee with the full range of database access and
training. The DCIS agent was thus in the unenviable position of being relied upon by the FBI as
the lead for the JITF inquiry into Hasan without having the tools necessary to perfotm
competently.

1 7~ The Department ofJustice 's Terrorism Task Forces, at 57.

Anthony D'Angelo, Strategic Change and the Joint Terrorism Task Force: Ideas and Recommendalions, Thesis
for the Naval Postgraduate School (2007), at 83 (emphasis in original).
176 Department of Defense, Office of the inspeclor General, Results of the Independent Review - Fort Hood
Shooting Incident (November 16,2009), at 6.
171
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We are concerned by evi dence that this problem goes well beyond the Hasan case, The
for mer JTTF supervi sor mentioned above wrote in his report, "'The fact that (detailees) are less
li kely to receive substanti ve tra ining, database access, and training [on how to operate sources],
and yet may be assigned as primary or co-case agent in an investi gation, goes agai nst the JTTF
'
" the Fort Hood attack confirmed that "many"
concept. ,,177 Th e FBI" s mtema I
review
alter
dctai lees to JTTFs have been unaware of that database, although the FBI could not quantify that
number. We find it difficult to al ign the FBI's view that JTTF detail ees are representatives of
their home departments for information-sharing purposes with the lack of access of such
detai lees to the type of information at issue here. Indeed, even if the DC IS agent had considered
himsel f as responsibl e for representing 000 and serving as a primary bridge for infonnationshari ng to 000, he wou ld have been unable to share the necessary infonnation due to his lack of
access to it.
To its credit, after the Fort Hood attack the FBI increased the training of detai lees and
FBI agents - 3,700 in a ll - to widen access to the database, with a prerequisite being an
understanding of the rules governing [REDACTED]. 178 We are troubled that the FBI made
sign ifi cant progress toward solv ing thi s apparently well-kn own problem on ly after a mi ssion
failure resulted. In any event, we hope that the FBI' s action will finally solve this probl em, and
we wi ll mon itor progress to ensure that this barri er to effective JTTF operations and informationsha ring is resolved compl etely.
5.

We are concerned that JTTFs are not fu lfilling the FBI' s vision of being
interagency information -sharing and operational coordination mechanisms
but rather may merely be appendages of the FBI.

Drawing together the issues of the Delimitations Agreement, the status of detail ees for
information-sharing, and detailees' lack of access to database, we are concerned JTTFs are not
fulfill ing the FBI's vision of bein g the premier domestic counterterrorism mechanism for
179
interagency information-sharing and operational coord ination.
The question of detail ees'
status as informat ion-sharin g mechanisms needs to be resolved, and trai ning provided by the FBI
and detai1ees' home departments needs to articulate their role clearl y. The FBI also must ensure
that deta ilees have the train ing and access to the fu ll array of databases so that they can become
full -fl edged members of the JTTFs.

Strategic Change and the Joint Terrorism Task Force, at 81.
See, e.g., Federal Bureau of Investigation, National Joint Terrorism Task Force, Joinl Terrorism Task Force
Program: Mandatory Tra iningfor J7TF Members (January 15,2010).
179 The "319 Group," composed of current and fonner senior intell igence and law enforcement officia ls, has written
that "the JlTFs operate as a hub-and-spokes system in which intelligence goes up but does not necessarily come
back down, and there is little lateral communication. This guarantees FB I control of in fonnation, which other
agencies resent as contrary to partnership." The 319 Group, America 's Domestic Intelligence is Inadequale : The
Country Still Lacks a Coherent National Domestic Intelligence-Collection Effort (June 20 10), at 13. A fo nner
director of intelligence analysis at the New York Police Department has written that " local offici als on JTTFs are
functionally federalized: they are given access to classified infonnation and are discouraged from reaching back to
their home agencies." Sam uel Rascoff, "The Law of Homegrown (Coumer)Terrorism," in Texas Law Review (June
2010), at 1743.
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We also believe that improvements are needed regarding the FBI supervisor approval
requirement for sharing information outside of a JlTF, as mandated by the FBI's agreements
with the other departments providing detailees. This requirement is arguably necessary (leaving
aside specific exceptions such as the Delimitations Agreement) so that FBI supervisors can keep
tabs on their investigative information and ensure deconfliction among departments. Still, FBI
headquarters should clarify expectations to its personnel in writing regarding whether the FBIsupervisor-approval requirement for sharing information outside of the FBI is an administrative
step or a substantive hurdle. If the review is a substantive hurdle, then the FBI should justify
why such a hurdle is required and clarify the criteria for sharing infonnation. If the review is not
a substantive hurdle, then the FBI should educate the departments sending detailees to the JlTFs
so that there is a common understanding among the FBI and those departments. The FBI also
should highlight this requirement in its training of delailees and encourage them to utilize this
process for sharing information with their home departments. The FBI might create a formal
process to contest an FBI supervisor's decision that prevents a detailee from sharing information
and to protect detailees who file appeals from repercussions.
We remain concerned that the dispute between the FBI and DoD regarding the
interpretation of the Delimitations Agreement remains unresolved. More generally, the FBI
should ensure that its JTTFs do not operate under the belief that they (to use govemmentjargon)
"own" counterterrorism investigations as well as the information that those investigations
produce. Such a belief could unfortunately result in a JTTF believing that, if it determines that a
particular individual does not pose a threat, then there is no reason to pass the infonnation to
another department. As has been proven time and again in the intelligence context, information
that may not appear troubling to one analyst may complete the puzzle for another analyst who
has a different perspective or access to other information. In other words, as the Fort Hood case
illustrates, information on violent radicalization in the hands of one entity can be misinterpreted,
but effective informat ion-sharing can add unique perspectives to help identify threats. Effective
operational coordination can help ensure that the entity best situation to act on the threat does so.
Finding:

JTTF personnel never cited any legal restrictions as the reason that
Hasan's communications were not shared with DoD counterintelligence
officials. Our investigation surfaced a policy dispute concerning whether
detailees to JTTFs were representatives of their departments and thus
served a major information-sharing function. As revealed in the Hasan
case and reinforced by other evidence, detailees to JTTFs have often
lacked adequate access to databases and training but paradoxically are
relied upon to lead JTTF investigations. As a result, we are concerned that
J1TFs may not be fulfilling their intended role as interagency informationsharing and operational coordination mechanisms.

Recommendation:

The FBI should ensure that JTTFs fulfill the broader role of being
mechanisms for interagency information-sharing and operational
coordination ralher than being mere FBI investigative entities and sources
of personnel augmentation. Detailees need training and access to
databases so that they can be full-fledged members of the JTTFs. The FBI
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and departments sendin g detailees should agree upon and train them
regarding the purpose of their detail. The FBI also should clarify the
requirement that FBI supervisors approve the sharing of information by a
detailee with his home agency by setting forth criteria for such approval,
creating an appeals process, and evaluating the process periodica lly.
Finally, the FBI should ensure that it facilitates other entities in playing
critica l investigati ve roles in countering terrori sm and other national
security threats, including by sharing appropriate information and having
those entities lead in ves tigations in order to use inherently limited
government resources and expertise most efficiently and effectively.
E.

The FB I's Training Materials Contemporaneous To The Hasan Inquiry Did Not
Adequately Cover The Ideology Of Vi olent Islam ist Extrem ism.

Hasan's first [REDACTED] communications, scrutini zed by both JTTFs, were not
conclusive of terrorist conspiracy or that Hasan was radica li zing to vio lent Islamist extremism.
Hasan, however, was a military offi cer who had sworn an oath to support and defend the
Const itution, held a Secret-level security clearance, and could be deployed to a combat zone in
which violent Islami st extremists were the enemy. In that light, Hasan' s initia l [REDACTED]
com mun ications contained sign ifi cant anomalies that should have triggered additional and urgent
in vestigative act ivity ·even though the Officer Evaluation Reports praised hi s research concerning
terrorism. These [REDACTED] communications were [REDACT ED], meandered in a "stream
of consciousness," hinted at the answer Hasan wanted to hear, and had content that contravened
officership standards. The communications on their face raised questions of whether Hasan was
a potential counterintel1 igence or counterterrorism threat that relying merel y on hi s Officer
Evaluation Reports, as opposed to interviewing hi s superiors and colleagues, could not answer.
Yet neither the DClS agent nor the FBI supervisor at the Washington JTIF pi cked up on the
communications' signals.
The inadequacy of the Washington JTTF's inqui ry led us to examine the training
materials regardin g the understanding of radicalization to violen t Islam ist extrem ism among the
agents on the front-l ines of the FBI 's counterterrorism efforts. The FBI provided the Committee
with a swath of training material and analytical reports concerning radicalization in the United
180
States, includi ng the training material that the San Diego JTTF rece ived.
(FBI lacks records of
what tra in ing was provided to the DCIS agent in the Washington JTTF.) These doc uments focus
on the various behav iora l indicators of radicalization (e.g., the indi vidual iso lates himselffrom
his friends) but have little information on the ideology of violent Islami st extremism and the
reasons for its appea\. In other words, the documents ignore the substance of radicalization,
including what violent Islami st extremists believe and why. Understanding the ideology of
violent Islami st extremism would assist agents in determining, in conjunction with an
indi vidual' s conduct, what degree of risk an individual might present and whether to pursue
further inq uiry.

I~O Federal Bureau ofInvestigation, Table o/Contents for material provided to the Senate Committee on Homeland
Security and Govemmental Affairs, August 25, 2010.
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Based on our rev iew of the training documents provi ded to us by the FB I, we believe that
the FBI should prod uce in-depth analys is of th e ideo logy of violent Islamist extremi sm, the
factors that make that ideology a ppealing to individuals (i ncluding U.S. ci ti zens and legal
permanent res idents), and what ideologica l ind icators or warning signs show that the indi vidual
is weighing or accept ing the ideo logy. Our review also leads us to believe that the FB I also
should prov ide sufficient traini ng to its agents incl uding: (1 ) ideological indicators or warning
signs of violent Islam ist extremi sm to serve as an operati onal reference guide, and (2) the
difference between violent Islam ist extrem ism and the peacefu l practice ofI slam.
Fo ll owing the Fort Hood attack, the FBI acted to improve th e traini ng of its agents by
developi ng rad icalizat ion tra ining material j ointly with the Nati onal Counterterrori sm Center.
We learned that this material was completed by NCTC and presented to three field offi ces during
the fall of2010.
Finding:

The FB I's internal training materi als contemporaneous to the Hasan
inq uiry did not prov ide sufficient guidance concerning the ideo logy of
violent Islamist extrem ism and inte ll ectual indicators that ev ince that an
individual is subscribing to that ideo logy.

Recommendation:

The FBI and other intelligence agencies should ensure that they have
sufficient understanding of the ideo logy of vio lent Islami st extremi sm and
that ideo logica l ind icators or warn ing signs have been developed for use
by agents. Our Com mittee will rev iew the tra ini ng materi als recentl y
completed by NCTC and the FBI to ensure their adequacy.
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VII.

The United States Needs A Comprehens ive Approach To Countering The Threat Of
Homegrown Terrorism.

The Hasan case emphasizes the fact that the United States needs to strengthen its
defen ses against homegrown violent Islamist extremism in order to be sufficiently capable of
identifying individuals in our country who are radicalizing to violent Islami sl extremism, taking
act ion to deter such radi ca lization, and di srupting terrorist plots when they ari se among such
rad icalized Americans. There needs to be adequate coord inat ion across federal, state, and local
j uri sdictions 10 counter the evo lving homegrown terrorist threat. The United States must also
carefu ll y consider what types of counterradicalization acti vity are appropriate, and by whom, and
then develop a comprehensive national approach to this challenge. All of this should be done in
consultation with Mu slim -American communities.
As discussed in Chapter II, the number of cases of homegrown terrori sm escalated
substantially beginning in 2009. The pace of radicalizati on encouraged by propaganda on the
Internet and by Engli sh-speaki ng terrorist operati ves that direct recruiting messages and other
encouragement to individuals within the United States that may be radica lizing has increased.
So inspired, these vio lent radicals can init iate operations on their own, with litt le or no contact
with terrorist groups. Many attacks require less sophisticated plann ing and therefore can be
undertaken more rapidly .
Analysis ofreccnt cases shows that a generic profile ofa homegrown violent Islamist
extremist cann ot easil y be developed. The onl~ com mon thread is these individuals ' adherence
to the ideology of violent Islamist extremism. ! I
As stated in a September 20 I 0 report by two prominent counterterrorism experts:
The conventi onal wisdom has long been that America was immune to the heady
currents of radica li zat ion affecting both immigrant and indigenous Muslim
com muniti es elsewhere in the West. That has now been shattered by the
success ion of cases that have recently come to light of terrori st radicali zation and
recruitment occurring in the United States. And while it must be emphasized that
the number of U.S. citi zens and residents affected or in flu enced in thi s manner
remains extremely small , at the same time the sustained and growing number of
indiv iduals heeding these call s is nonetheless alarming ....
The diversity of these latest foot so ld iers in the wars of terrori sm being waged
agai nst the U.S. underscores how much the terrorist threat has changed since the
September II , 200 I terrori st attacks. I n the past year alone the United States has
seen affluenl suburban Americans and the progeny of hard-work ing immigrants
grav ilate to terrori sm. Persons of color and Caucasians have don e so. Women
along with men. Good students and welt-educated individuals and high school
dropouts and jailbirds. Persons born in the U.S. or variously in Afghanistan,
181 Petcr Bergen and Bruce Hoffman, Report oJthe Nationol Security Preparedness Grollp: Assessing Ihe Terrorist
TlII'em (Seplcmber 10,201 0), at 29.
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Egypt, Pakistan, and Somali a. Teenage boys pumped up with testosterone and
mi ddl e-aged divorcees. The onl y common denominator appear to be a newfound
hatred for their nat ive or adopted country, a degree of dangerous malleability, and
a religious fervor j usti fying or legitimizing violence that impe ls these very
impress ionable and perhaps eas il y influe nced indi vi dual s toward potentia lly lethal
acts of violence.182
Thi s volatile mi x of factors places incredible burdens on our law enforcement and
intelligence offi cers and underscores the need for a coherent and rationa lized approach to
information-sharing, operational coordination, resource allocation, and overall strategy across
federal, state, and local j urisdicti ons. As discussed above vis-a.-v is the Delimitat ion Agreement,
even if JTfFs become true interagency informa tion-sharing and operational coordi nation
mechani sms, they are still onl y one node - a large and criti ca l node, to be sure - in the nati on's
overall law enforcement and intelli gence network. Other federal entities have th eir own roles to
play, for exa mple DoD in investigat ing potenti al counterintell igence threats involv ing
servicemembers and other federal departments investigat ing acti vity within their j uri sdiction that
has terrorist or other nat ional security dimensions. State and loca l law enforce ment also bring
resources and expertise. Ensuring integrati on of all the components of our counterterrori sm
defenses domestically is an ongoing challenge and requires greater focus by senior government
leaders. ls3
Even so, concentration on law enforcement and intelligence tactics to disrupt terrorists
preemptive ly, prior to their conducting an auaek, is important but insu ffi cient. A criti cal
strategic question for the Uni ted States is how to counter th e spread o f vio lent Islam ist extremist
radica li zati on domesticall y in order to preempt such cases from arising. Without confrontati on
of the ideo logy moti vating terrori sm, there is no reason to believe that the number of homegrown
terrori,sts W 'II
I abate. 18.
Consi der if Hasan had actually been discharged prior to November 5, 2009: It is uncl ear
that there wou ld have been any way to ameli orate the rad icali zation of Hasan the civilian to
violent Islam isl extremi sm and, if so, which enti ty or entiti es across federal, state, or local
governments or the private sector would have been the lead. And it is also unclear whether
doing so is an appropriate role for law enforcement and intelli gence agencies as opposed to other
govern men tal or even non-governmental entit ies. When law enrorcement or intelligence
agencies can identify an indiv idual in the process ofrad ica li zin g - such as an indi vidua l who is
co mmuni cati ng [REDACTED] - such agen cies may introduce [REDACTED] aga in st the
ind iv idual. Ir the ind ividual takes affirmative steps toward engagin g in terrori sm, then the
individual can be arrested. However, if the indi vidual does not actuall y move forward with
182

Id.

183 The] 19 Group, composed or ronner senior law enrorcemcnt and intelligence professionals, recently concluded,
the United States lacks a "systemic, coherent" approach across law enforcement, intelligence, and homeland security
and that the current "structure is an array offederal, stare, and local capab ilities, each with its own strengths and
weaknesses." America's Domestic Intelligence is Inadequate, at 2, I], IS.
1 ~ See J. Seott Carpenter, Matthew Levitt, Steven Simon, and Juan Zarate, Fighting the Ideological Bailie: The
Missing Link in US. Strategy to Counter Via/em Extremism (Washington Institute for Near East Policy, 2010). at 1.
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terrorist activity, then law enforcement and inte lli gence agencies have a li mited ro le. A wholeof-government approach - which taps into the nongovernmental and private sectors - is needed
to counter radicalizat ion toward violent Isla mist extremism.
The FBI does outreach to leaders and activi sts in Muslim-Ameri can communities to seek
to develop trust, address concerns, and dispel myths concerning th e FB I. Th e Department of
Homeland Security conducts outreach concerning the civ il rights and privacy implication s of its
po licies. State and local governments have the greatest knowledge of thei r communities by
vi rtue of community polici ng and the provis ion of local services. And private groups could
provide counterradicalization in itiatives th rough preventative education and post hoc
deprogramming sim ilar to the work of anti-cult groups. Although there is a nascent effort within
the Executive Branch, the Uni ted States is missing the coherent architecture of poli cies,
programs, partnersh ips, an d resources that wi ll engage in the ideological struggle and counter the
growth of homegrown terrorism.
Finding:

The United States is confronted by a growing threat of homegrown
terrorism but lacks sufficie nt capability to ident ify ind ividuals in our
country who are radica li zing to violent Islamist extremi sm, to deter such
rad ica li zation, and to disrupt terrorist plots when they ari se.

Recommendation:

We req uest that the Nat ional Security Council and Home land Security
Council in coordinat ion with state and local offi cials ensure a
comprehensive approach to countering the threat of homegrown terrori sm.
First, th is efTort wou ld include leadership by the Attorney General.
Secretary of Homeland Security, and Director of Nationa l Intelli gence to
ensure an integrated law enfo rcement, intelligence, and homel and securi ty
approach domestically.
Second , we request that the federa l government (I) carefully consider
what types of counterradica lization activity could be effective, and by
whom, across federal , state, and local governments and the private sector
and then (2) develop a national approach to this chall enge utilizing all
re levant federal agencies inc lud ing those not tradi tionally part of
counterterrorism. That approach should be imp lemented into spec ifi c,
coord inated, and measurable programs across the government. A system
cou ld then be developed to measure compliance with those plans, and
regular reports of the success orthose programs could be made to the
Nat ional Security Counc il and the Homelan d Security Council.
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APPENDIX: COM PILATION OF FINDINGS AND RECOMMENDATIONS
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Strengthening 000 Policies And Training To Prevent Radicalization Of Service members To
Violent Islam ist Extremi sm
Finding:

000 polic ies provided Hasan's superiors with sufficient authority to
discipline or di scharge him based on his conduct as witnessed by fellow
servicemembers and his superiors. However, DoD lacked an institutional
culture, through policies and training, sufficient to inform commanders
and servicemembers on how to identi fy radicalization to vio lent Islamist
extremism and to distinguish th is ideo logy from the peaceful practice of
Islam.
000 avo ided re ferencing violent Islami st extremi sm ex plicitly in the
West/C lark inquiry into the Fort Hood attack or in the recommendation s
issued by DoD in response to the review. It will be more difficu lt for the
military to de velop effective approaches to countering violent Islamist
extrem ism if the identity and nature of the enemy cannot be label ed
accurately.

Recommendation:

DoD leadership should ident ify the enemy as violent Islami st extremi sm
explicitly and directly in order to enable DoD to confront it effectively and
effic ient ly. 000 shou ld reform rel igious di scrimination and other equal
opportunity policies to distingui sh viol ent Islam ist extremism from
legitimate, protected religious observance of Islam so that commanders
wi ll not be reluctant to deal with displays of violent Islamist extremism
among servicemembers and in order to protect the thousands of Mus limAmerican servicemembers from unwarranted suspicion. Servicemembers
should receive spec ifi c training concerning the ideo logy and behaviors
assoc iated with vio lent Islamist extremi sm - and how they differ from the
peaceful practice of Islam. Finally, DoD shoul d ensure that personne l
evaluation s are accurate with respect to any evi dence of violent Islamist
extremist behav ior.

Strengtheni ng The FBI To Prevent Domestic Terrorist Attacks
Find ing:

There was a fundamental disj unction between the San Di ego JTTF and the
Washington JTTF concerning who was responsibl e for investigating
[REDACTED] communications between Hasan and the Suspected
Terrori st. That disjunction contributed to the Washington JTTF 's failure
to conduct an intensive investigation of Hasan, including interviews of hi s
superiors and colleagues, based on all available information regardi ng
Hasan's communi cations with the Suspected Terrori st. Neither the FBI' s
headquarters-based Counterterrorism Di vision nor the National JTTF was
notified of or resolved the conflict between the field offices and thus were
unable to take steps to reso lve it. As a result, the FBI's inquiry into Hasan
was terminated prematurely. The FB I lacks documents that articu late the
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division of labor and hierarchy of command-and-control authorities among
the Counterterrori sm Division, the National JITF, the FBI's headquartersbased intell igence analysis unit called the Directorate ofIntelligence, the
fie ld offices, and the JITFs. The leadership of the Counterterrorism
Division has also experienced significant turnover si nce 9111. Thus,
despite the FBI's progress in strengthening its headq uarters and bringing
field offices under a strategic framework, the Hasan case leads us to be
concerned that the FBI remains divided among strong field offices and
between the field offices and its headquarters.
Recommendation:

The FBI should ensure the appropriate balance between fi eld office
autonomy and headquarters central control in order to become the
intelli gence-driven organization it wants to be. Headquarters elements
such as the Counterterrorism Division and the Nationa l JTTF should
actively identify and resolve investigative di sagreements and ensure that
they conduct sufficient oversigh t of how fi eld offices are aligning their
activities with strategic priorities for intelligence collection and analysis.
The FBI should articulate in writing the command-and-control hi erarchy
among its headquarters and field entities in order to ensure clear
responsibility, authority, and accountability for national security activities.

Finding:

Despite the FBI's improvements in its analytic capability, intell igence
analysts were not integrated sufficiently into the inqu iry into Hasan. Such
in tegration might have enabled the JTTF to: ( I) gain a broader perspective
on the significance of Hasan' s communications with the Suspected
Terrori st, [REDACTED], (2) orient the inquiry into Hasan to whether he
was radi calizing rather than just whether he was engaged in overt terrorist
activity, (3) analyze Hasan' s communications more critically as to whether
they were truly researc h, and (4) suggest what information to seek in order
to determine whether Hasan was radicalizing to violent Islamist extremism
or otherwise constituted a national security threat.

Recommendation:

We are concerned that analysts may not be suffic ientl y integrated into
operations and may lack sufficient stature within the FBI vis-a- vis agents
as necessary for an inte ll igence-dri ven organization. As the Hasan case
shows, the FBI shou ld ensure that analysts are integrated into operations
and playa major role in drivi ng operational decisionmak ing. At a basic
level, the FBI shou ld ensure that - unlike in the Hasan case - agents
consult with analysts routinely, and the FBI should en sure that agents who
integrate analysts into their operational activities are rewarded and agents
who do not are held accountable. For example, the FBI should accelerate
its use of combined agent/analyst threat fusion centers. More generally,
the FBI should ensure the di smantling of barri ers to intelligence analysts
assuming a prominent role in the organization and that analysts have
sufficient leadership opportunities at all levels, including to supervise
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agents as appropriate. Finally, the FBI shou ld ensure that analysts receive
the technologica l and other support necessary to produce sophisticated .
anal ysis.
Finding:

The FBI did not update its tradecraft for purposes of its in vestigation of
the Suspected Terrorist. The FBI could not easily link Hasan's initial
communications with the Suspected Terrori st to his later communications,
and the fai lure to do so was a factor in the government not intervening
agai nst Hasan before the attack, and the FBI should have identified and
remedied its inability to li nk his communications together prior to the
attack.

Recommendation:

The FBI should ensure that its internal processes are effective in
identify ing tradecraft that is outmoded as compared to evo lving threats.

Find ing:

The FBI' s inquiry into Hasan was focused on whether Hasan was engaged
in overt terrorist activities. The inquiry did not pursue whether Hasan
might be rad icalizing to violent Islami st extremism, what in formati on his
radicalization and relationship with the Suspected Terrorist could
contribute to the larger understanding of radi cali zation, and whether Hasan
might become a counterterrorism or counterintelligence threat in the
future.

Recommendations: The FB I should ensure that agents understand practi cally how being
intelligence-driven should affect their investigative objectives and
operational activities.
Fi nding:

JTIF personnel never c ited any lega l restrict ions as the reason that
Hasan's com muni cations were not shared with DoD counteri ntell igence
officials. Our investigation surfaced a policy dispute concerning whether
detai lees to JTIFs were representatives of their departments and thus
served a major information- sharing function. As revealed in the Hasan
case and reinforced by other evidence, detai lees to JTIFs have often
lacked adequate access to databases and tra ining but paradoxically are
reli ed upon to lead JITF in vestigations. As a result, we are concerned that
JTIFs may not be fulfilling their intended role as interagency infonnationsharing and operational coordination mechani sms.

Recommendation:

The FBI shou ld ensure that JlTFs fulfill the broader role of being
mechanisms for interagency information-sharing and operational
coordination rather than being mere FBI investigat ive entities and sources
of personnel augmentation. Detailees need training and access to
databases so that they can be full-fledged members of the JTTFs. The FBI
and departments sending deta il ees should agree upon and train them
regardi ng the purpose of their detail. The FBI also should clarify the
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requirement that FBI supervisors approve the sharing of information by a
detailee with his home agency by setting forth criteria for such approval,
creating an appeals process, and evaluati ng the process period icall y.
Finally, the FBI shou ld ensure that it facili tates other entities in playing
cri tical in vestigative roles in counterin g terrori sm and other national
security threats, including by sharing appropriate infonnation and having
those en tities lead in vestigations in order to use inheren tl y limited
government resources and expertise most efficient ly and effectively.
Finding:

The FB I's internal train ing materi als contemporaneous to the Hasan
inquiry did not prov ide sufficient guidance concerning the ideology of
viol ent Islam ist extremism and intellectual indicators that evince that an
ind ividual is subscri bing to that ideology.

Recommendation:

The FBI and other intelligence agencies should ensure that they ha ve
suffic ien t understanding of the ideology of violent Islam isl extremism and
that ideo logical indicators or warn ing signs have been developed for use
by agents. Our Committee will review the training matcrial s recently
completed by NCTC and the FB I to ensure their adequacy.

A Comprehens ive Approach To Countering The Threat Of Homegrown Terrorism.
Finding:

Thc Un ited States is confronted by a growi ng threat of homegrown
terrorism but lacks suffic ient capabi li ty to identify individuals in our
country who are radicalizing to violent Islamist extrem ism, to deter such
radicalization, and to di srupt terrorist plots when they arise.

Recommendation:

We request that the Nat iona l Securi ty Counci l and Homeland Security
Counci l in coordination with state and loca l offic ials ensure a
comprehensive approach to countering the threat of homegrown terrorism.
First, this effort would include leadership by the Attorney Genera l,
Secretary of Homeland Security, and Director of Nationa l Intelligence to
ensure an integrated law enforcement, intelligence, and homeland securi ty
approach domestically.
Second, we request that the federal government (I) carefu lly consi der
what types of counterradical ization activity could be effective, and by
whom, across federal, state, and local governments and the pri vate sector
and then (2) develop a national approach to th is chall enge utilizing all
relevant fede ral agencies including those not traditi onal1y part of
counterterrorism. That approach should be implemented into specific,
coordinated, and measurable programs across the government. A system
cou ld then be de veloped to measure compliance with those plans, and
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regular reports of the success of those programs could be made to the
National Securi ty Council and the Homela nd Security Counci l.
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