
IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF NEW YORK 

        
       : 
UNITED STATES OF AMERICA   : 
       : 
  v.     : CRIMINAL NO. 1:22-CR-33 (EK) 
         : 
KAMBIZ ATTAR KASHANI   : 
       : 
  Defendant.    : 
       : 

 
DEFENDANT’S RESPONSE TO THE GOVERNMENT’S LETTER PROVIDING 

ADDITIONAL INFORMATION REQUESTED BY THE COURT 
AT DEFENDANT’S NOVEMBER 1, 2022 SENTENCING HEARING 

 
 Defendant Kambiz Attar Kashani, by and through undersigned counsel, respectfully 

submits this Response to aid the Court in sentencing, which is currently scheduled for December 

12, 2022.  This submission supplements Defendant’s Memorandum in Support of Sentencing 

dated October 7, 2022, and is in response to the Government’s November 15, 2022 letter to the 

Court providing additional information as directed by the Court during Defendant’s November 1, 

2022, sentencing hearing. 

 Specifically, this Response addresses the following: (1) whether UAE Company 1 had a 

legitimate business purpose as a certified SWIFT service bureau, and the Defendant’s role and 

responsibilities in connection with the provision of SWIFT services; (2) the U.S. export 

classification and use of the U.S.-origin goods and software exported to Iran as part of the 

charged conspiracy; and (3) potential forfeiture of the Defendant’s share ownerships in UAE 

Company 1 and UAE Company 2. 
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1. UAE Company 1 had a Legitimate Business Purpose as a Certified SWIFT Bureau 

A. UAE Company 1 was a SWIFT Bureau During the Period of the Charged Conspiracy 

As provided in the Stipulated Facts agreed to by the Defendant and the Government, 

UAE Company 1 was established in the UAE in or around 2011 with the specific purpose of 

providing SWIFT services to Iranian banks.  As such, during the period of the charged 

conspiracy, UAE Company 1 was a certified SWIFT service bureau and provided SWIFT 

services to a number of Iranian and Iraqi banks pursuant to written agreements with them.  In 

fact, the principal purpose and operations of UAE Company 1 were as a SWIFT bureau. 

Until 2018, UAE Company 1 had agreements with and provided SWIFT services to 24 

Iranian banks and two Iraqi banks that were on the SWIFT network.  In late 2018, the Trump 

administration withdrew from the JCPOA (the nuclear agreement among Iran, U.S., and other 

world powers) and began significantly increasing U.S. sanctions on Iran.  As a result, 12 of the 

24 Iranian banks were removed from the SWIFT network and stopped receiving SWIFT services 

from UAE Company 1.  However, the other 12 banks have remained on the SWIFT network and 

continue to receive SWIFT services from UAE Company 1.1 

The Iranian banking system has not been totally cut off from the international banking 

system, and several Iranian banks continue to engage in international transactions through the 

SWIFT system.  While U.S. financial institutions and banks from several other countries may be 

prohibited under sanctions laws from maintaining correspondent account relations with Iranian 

banks, many other banks worldwide continue to transact with Iranian banks through the SWIFT 

network.  In fact, the U.S. Treasury Department’s Office of Foreign Assets Control (OFAC) has 

issued General Licenses L and 8A specifically authorizing certain transactions such as those 

 
1 Some of the removed banks still have SWIFT Business Identifier Codes, but their codes are inactive, and they no 
longer receive SWIFT services. 
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relating to the humanitarian exports of food, medicine, and medical devices to Iran, even if U.S.-

origin, with sanctioned Iranian financial institutions, including the Central Bank of Iran.2 

B. Duties and Responsibilities of Defendant as Technical Manager of UAE Company 1 

The functioning of any SWIFT service bureau, including UAE Company 1, depends on 

the existence and operation of a technical infrastructure comprised of networks of various data 

centers, servers, and related equipment such as routers, switches, and firewalls to facilitate 

efficient, cost-effective, and secure transmission of information among financial institutions.  

UAE Company 1’s principal business purpose was to build and operate this physical 

infrastructure, which was located in the UAE and Turkey, and to provide SWIFT services using 

the same. 

As UAE Company 1’s technical manager, the Defendant was responsible for building, 

operating, servicing, maintaining, and upgrading this infrastructure, as well as all technical issues 

relating to the same.  The Defendant was responsible for working with SWIFT in connection 

with its annual audit and certification of UAE Company 1.  Additionally, he was SWIFT’s 

contact person at UAE Company 1, communicating as necessary by phone, through its online 

portal, and by email. Finally, the Defendant was the contact person for telecommunications 

companies that provided services to UAE Company 1 in connection with its activities relating to 

the provision of SWIFT services.  Nearly all of the Defendant’s work as an employee of UAE 

Company 1 concerned the foregoing duties and responsibilities, and related administrative tasks. 

C. UAE Company 1’s Primary Purpose was not to Circumvent U.S. Sanctions 

SWIFT is a preeminent international organization based in Brussels with significant U.S. 

involvement.  As such, it would not and does not engage in any activities in violation of U.S., 

 
2 See https://home.treasury.gov/system/files/126/iran gl8a.pdf and 
https://home.treasury.gov/system/files/126/iran_gll.pdf. 

Case 1:22-cr-00033-EK   Document 39   Filed 11/29/22   Page 3 of 10 PageID #: 367



- 4 - 

EU, or other international sanctions.  SWIFT bureaus, including UAE Company 1, are subject to 

rigorous annual inspections by and certifications to SWIFT to ensure compliance with U.S. and 

international sanctions, among other requirements.  As such, it would be rather perplexing if the 

organization were to certify UAE Company 1 as a SWIFT bureau for many consecutive years 

even though the business it conducted as a SWIFT bureau constituted only a minor part of its 

business which, according to the Government, was “primarily, if not solely, to illegally transship 

goods and technology from U.S. companies to end users in Iran.” 

To the contrary, by providing SWIFT services to Iranian banks in accordance with 

SWIFT requirements in compliance with various international suctions, including U.S. sanctions, 

UAE Company 1 and the Defendant were furthering the purpose of transparency in international 

financial transactions by Iranian banks and compliance thereof with U.S. and other sanctions. 

It is asserted in the Government’s November 15, 2022, Submission that SWIFT cannot be 

operated out of Iran and that there are no SWIFT bureaus operating out of Iran.   We respectfully 

point out this is exactly the reason why UAE Company 1 was established as a UAE entity and its 

physical operational infrastructure was located outside of Iran. 

D. UAE Company 1 Continues to Operate as a SWIFT Bureau 

The Defendant understands that UAE Company 1 remains in operation as a SWIFT 

service bureau and has provided SWIFT services to certain Iranian banks since the Defendant 

was arrested in January 2022.  While the company’s operations appear to have been significantly 

disrupted as a result of the Defendant’s arrest and the apparent subsequent departure of its other 

employee in Dubai, UAE Company 1 has another 10-12 employees who do not physically work 

in the UAE office, as provided in the Stipulated Facts.  According to the Government’s 

November 15, 2022, Submission, UAE Company 1’s old email domain has been replaced with a 
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new one that is currently active.  The apparent expiration of the company’s commercial license 

in Dubai on August 11, 2022, may have been caused by the disruption resulting from the 

Defendant’s arrest but could be renewed, as was the case with its email domain.  Finally, 

although UAE Company 1’s website appears to have been disabled, a website is not required for 

functioning as a SWIFT bureau or providing SWIFT services. 

Were it true that UAE Company 1 has not been in operation as a SWIFT Bureau since the 

Defendant’s arrest, which we do not believe to be the case, that would in fact be confirmation of 

his personal role in running UAE Company 1 as a SWIFT bureau. 

The Defendant does not know the current status of UAE Company 2. 

2. U.S.-Origin Goods and Software Exported to Iran 

In evaluating the nature and circumstances of the Defendant’s offense conduct, the types 

of U.S.-origin products and technology exported to Iran and whether they are inherently sensitive 

or have military or dual use applications, as well as the volume of commerce involved, are 

important factors.   

The U.S.-origin software, goods and technology allegedly exported to Iran were not 

particularly extensive in terms of the number or value of products.  Moreover, they do not have 

specific military or dual-use applications, do not have specific utility or application in Iran’s 

nuclear program, and are not otherwise inherently sensitive.  Instead, according to the 

Government’s November 15, 2022 Submission, these products appear to have been used to 

enable Iran Company 1 and its Iranian bank customers, including the Central Bank of Iran, to 

conduct their banking operations more efficiently, effectively, and securely. 
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A. Software Purchased from U.S. Company 1 

The Defendant was involved in obtaining a subscription for an enterprise development 

program from U.S. Company 1 which was renewed for five years.  The Defendant was also 

involved in renewing a second subscription for the same program for an additional year.  As the 

Government appears to indicate in its November 15, 2022 Submission, this product is used for 

developing online and/or mobile banking applications.   

Contrary to the Government’s assertion in its November 15, 2022 Submission, this 

product’s U.S. Export Control Classification Number (ECCN) is not 5A002.a, which is a 

hardware classification, but either 5D002 or 5D992.3  As a general indication that it is not 

viewed by the U.S. Government as a particularly sensitive product, if the program is classified as 

5D992 and, depending on the end-use and end-user in Iran, it may, pursuant to OFAC General 

License D-2 (General License with Respect to Certain Services, Software, and Hardware 

Incident to Communications),4 be eligible for export to Iran without specific authorization from 

OFAC. 

B. Open Source Software Purchased from U.S. Company 3 

The Linux software in question is open source and as such it is not subject to U.S. export 

controls, except the proprietary version is likely classified as 5D992.  As was the case with the 

Apple program discussed above, depending on the end-use and end-user in Iran, this software 

may be eligible for authorized exports to Iran pursuant to General License D-2.   

 

 
3 export classification website ( ) shows all of its 
products as either EAR99, 5A992 or 5D992, but we do not have enough information about the program in question 
to determine its specific classification. 
4 See https://home.treasury.gov/system/files/126/iran gld2.pdf.  Although issued on September 23, 2022, the 
predecessor authorization (General License D-1) was issued in 2014 and has been in effect for many years. 
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C. Attenuators Purchased from U.S. Company 2 

According to the Government, the following  fixed attenuators were 

purchased and exported to Iran as part of the offense conduct: 

  VAT-1+ Fixed SS Attenuator/SMA/RoHS 
  VAT-2+ Fixed SS Attenuator/SMA/RoHS 
  VAT-3+ Fixed SS Attenuator/SMA/RoHS 
  VAT-5+ Fixed SS Attenuator/SMA/RoHS 
  VAT-6+ Fixed SS Attenuator/SMA/RoHS 
  VAT-8+ Fixed SS Attenuator/SMA/RoHS 
  VAT-10+ Fixed SS Attenuator/SMA/RoHS 
  VAT-15+ Fixed SS Attenuator/SMA/RoHS 
  VAT-20+ Fixed SS Attenuator/SMA/RoHS 
  ZFBT-282-1.5A+ BIAS TEE/SMA RoHS 

The ECCN for all of these products is EAR99, which is the least restrictive classification 

under U.S. export control laws. 

D. Power Supplies and Storage Systems Purchased from U.S. Company 4 

According to the Government, the following  power supplies and storage systems 

were purchased and exported to Iran as part of the offense conduct: 

   with 2"  storage bay 
   with 1"  storage bay 
   - power supply 

The  and  are remote storage solutions, which we 

believe are likely classified as ECCN 5A002, as indicated by the Government.  However, the 

power supplies, as standalone items, would be classified as EAR99. 

The Defendant was not personally and directly involved in the purchase or export to Iran 

of goods or software from U.S. Company 2, U.S. Company 3, or U.S. Company 4, and there is 

no indication to the contrary in the Complaint or any other submissions by the Government to the 

Court. 
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3. Forfeiture of Defendant’s Share Ownerships in UAE Company 1 and UAE Company 2 

The Defendant stands ready to forfeit all right, title, and interest he has in UAE Company 

1 and UAE Company 2.  As the Government is likely aware, however, such right, title and 

interest are worthless.  The Defendant holds 20% of the shares of UAE Company 1 and 100% of 

the shares of UAE Company 2.  He holds those shares, however, at the direction and on behalf of 

Iran Company 1. 

Pursuant to a written irrevocable Power of Attorney, dated October 17, 2019, for the 

benefit of Iran Company 1, the Defendant expressly granted control over the shares in UAE 

Company 1 and UAE Company 2 to Iran Company 1.  More specifically, the Power of Attorney: 

(i) authorizes Iran Company 1 to transfer all of the Defendant’s shares in UAE Company 1 and 

UAE Company 2 to itself or any other natural or legal person of its choosing; (ii) grants Iran 

Company 1 full authority with respect to such shares; and (iii) authorizes Iran Company 1 to 

seize and liquidate the Defendant’s assets inside or outside Iran in order to pay for any damages 

that Iran Company 1 may suffer as a result of his breach of the Power of Attorney. 

In a related written Certificate of the same date, the Defendant acknowledges and agrees 

that (i) he is a shareholder of UAE Company 1 and UAE Company 2, (ii) all of the funds used 

for purchase of these shares and investment in the UAE Companies belong to Iran Company 1, 

(iii) he is acting on behalf of Iran Company 1 as a shareholder or officer of the UAE Companies, 

and (iv) all benefits, losses and profits that may accrue to him as a shareholder in the UAE 

Companies belong to Iran Company 1.  The Defendant also agrees: (i) to transfer any documents 

and funds relating to his share ownership in the UAE Companies to Iran Company 1 or its 

designee upon Iran Company 1’s request; (ii) that he will not be entitled to any payments for the 
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CERTIFICATE OF SERVICE 
 

I hereby certify that on the 22nd day of November 2022, I electronically filed the 
foregoing Defendant’s Response supplementing its Memorandum in Support of Sentencing with 
the Clerk of Court using the CM/ECF System, causing it to be served upon all counsel of record.  

     
  

             
         /s/     

Babak Hoghooghi-Esfanhani 
Counsel for Defendant Kashani 
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EXHIBIT 1 
Copies of Power of Attorney, Certificates, and 

Corresponding Translations into English
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