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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

CASE NO. 16-20349-CR-SCOLA
UNITED STATES OF AMERICA
V.
JAMES GONZALO MEDINA,

Defendant.

GOVERNMENT’S UNOPPOSED RULE 16 MOTION FOR PROTECTIVE
ORDER LIMITING DISCLOSURE OF DISCOVERY INFORMATION

Pursuant to Fed. R. Crim. P. 16(d)(1), the United States of America hereby files this
unopposed motion for a protective order. The government seeks appropriate protections against
unfettered dissemination of certain discovery materials and the sensitive information they
contain. This is a criminal matter in which the grand jury has returned an indictment charging
the defendant with Attempting to Use a Weapon of Mass Destruction in violation of 18 U.S.C. §
2332a(a)(2). Given that this case involves a matter of national security, part of the discovery to
be provided includes declassified but still sensitive materials. This discovery includes audio and
video recordings and documents of various types that could reveal personal details about the
defendant and third parties as well as evidence collection sources and methods.

Although the government anticipates that declassified and sensitive discovery materials
may eventually be used as trial evidence by either the government or the defense, dissemination
of this material without appropriate judicial supervision and limitations in the context of specific

evidentiary rulings could be detrimental to the litigants and innocent third parties. The
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government seeks protections that will not impede the defendants’ ability to prepare a defense,
but that will protect against improper use or dissemination of sensitive information.
Accordingly, the government submits that the equities favor this Court placing reasonable
limitations on the use of sensitive information in discovery materials.

The government anticipates the following procedures and seeks the following protections
as to declassified information and materials, deemed “sensitive discovery materials” for purposes
of this motion:

1. The government shall segregate the discovery materials it produces under the
Standing Discovery Order to the defendant and his counsel of record into two categories: (1)
general discovery materials, and (2) sensitive discovery materials. The government shall clearly
identify the sensitive discovery materials. The category of sensitive discovery materials includes
all declassified information and materials. All general discovery materials shall be handled
pursuant to the Federal Rules of Criminal Procedure, the applicable Rules of Professional
Responsibility, and the Southern District of Florida Local Rules.

2. Information about the actual or cover personal identifiers of Under Cover
Employees (“UCESs”) or Sources (“CHSs”) shall be handled as follows:

A. The defendant and counsel (including any member of the defense team or person
subject to this Order) will not publicly disclose the actual or cover names, or any other
identifying information, of any UCE or CHS in any pretrial filing or at any pretrial hearing in
open court;

B. The defendant and counsel will not show or provide any declassified information

about a UCE or CHS except to (i) members of the defense team (co-counsel, paralegals,
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investigators, translators, litigation support personnel, the defendant, and secretarial staff); and
(ii) experts retained to assist in the preparation of the defense.

3. Counsel of record for the defendant shall restrict access to the sensitive discovery
materials, and shall disclose the sensitive discovery materials only to their client, office staff,
investigators, and anticipated fact or expert witnesses to the extent that defense counsel believes
it is necessary to assist in the defense of his client in this matter.

4. Counsel of record for the defendant shall advise any person to whom the sensitive
discovery materials are disclosed that further disclosure or dissemination is prohibited without
defense counsel’s express consent.

5. Counsel of record for the defendant shall obtain a Memorandum of Understanding
from each person to whom the sensitive discovery materials are disclosed (with the exception of
other defense counsel who consult with counsel of record), in which the recipient: (1)
acknowledges the restrictions set forth in this protective order, and (2) agrees that he/she will not
disclose or disseminate the information without the express consent of defense counsel. Defense
counsel shall keep a copy of each Memorandum to identify the individuals who received the
sensitive discovery materials and the date on which such information was first disclosed.

6. Upon the conclusion of appellate collateral review in the above-captioned case,
any copies of the sensitive discovery materials disclosed pursuant to the terms of this order shall
be returned to defense counsel and shall either be destroyed at the conclusion of any mandated
records retention period or returned to the United States Attorney’s Office. If counsel chooses to
destroy the materials, counsel shall provide written confirmation that the materials have been

destroyed.
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7. Any person who received a copy of any document subject to this protective order
from defense counsel is prohibited from using such document in any way except to assist counsel
for defendant in the investigation or preparation of this case, and from reproducing or
disseminating any such document in any way to any other person or entity except as provided for
in the order.

8. All materials are to be used by the parties solely for the purpose of allowing the
parties to prepare their case and none of the discovery materials nor any copies, notes,
transcripts, documents or other information derived or prepared from the discovery material shall
be disseminated to, or discussed with, the media in any form. Nothing in this Motion and
Proposed Order shall prohibit the media from obtaining copies of any items that become public
exhibits at any conference, hearing, trial or other proceeding; where the defendant and/or defense
counsel wishes to attach any portion of the discovery material to public filings made with the
Court, defense counsel must first file any sensitive discovery material under seal. Thereafter, the
government shall be given the opportunity to file any necessary objections and permitted to
present any briefing and argument to the Court on the propriety of such disclosure.

9. Any and all discovery material produced to the defendant by the government
which consists of audio/video recordings shall be maintained at the offices of defense counsel,
and removed from such offices only by individuals to whom disclosure is authorized in
paragraph 2 for purposes of transporting such audio/video recordings to court or to legal visits

with the defendant.

For all of the foregoing reasons, the government respectfully requests that this Court

enter a Rule 16(d)(1) protective order limiting the disclosure of sensitive discovery materials.
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The government has contacted defense counsel about this motion and has been informed that

there is no opposition. A proposed order granting this motion is attached hereto as Exhibit A.

Respectfully submitted,

WIFREDO A. FERRER
UNITED STATES ATTORNEY

By: _/s/ Marc S. Anton
MARC S. ANTON
Assistant United States Attorney
Florida Bar No. 0148369
99 N.E. 4™ Street, Suite 815
Miami, Florida 33132
Tel: (305) 961-9287
Fax:(305) 536-4675
Marc.Anton@usdoj.gov

CERTIFICATE OF SERVICE

I hereby certify that on June 14, 2016, | electronically filed the foregoing document with
the Clerk of the Court using CM/ECF.
s/ Marc S. Anton

Marc S. Anton
Assistant United States Attorney




