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EASTERN DISTRICT OF VIRGINIA 

UNITEDS']'ATES OF AMERICA 

Alcxulldriu Divishlll 

.) UNDER SEAL 
1 

v. J CRIMINAL NO.: I; 11 ~'\Lj -I l{}
) 

JUBAIR AIIMAD, ) 
) 

PCfl!IHJunt. ) 
) 

AFFfDAvrr IN StJl>PORT OF CRIMINAL COMPLAINT, 
ARREST '''ARRANT, ;\1\']) SF,AI{cI:]\1iARRANT 

I. J)lIUdsh'~l S. Andish, iJcing.dulysworn, ueposcundslatc: 

1. INTHOJ)UCTlON 

1. I tlnUI Spcciul !\gentofthc Federal Burctlu or Investigution. 11\,,,'c scrvcd tiS n SrecinI 

Agent since 2008, and I lim uUITomIy t1ssigncd tOll countcrtcrmrisnl "(Iliad ut the Washington Field 

Olliec. Through my trainingund experience, 1 lim rilllli1ial'\~'ith the ledcrul criminlll IllYCI1SCS 

involving imcrnntillnal tcl'lwism. 

2. This ul1iduvit is submittcd in support ofn criminal cllmpluim chnrging .ItJHf\lI{/\HM/\J) 

(horcnCtcl' ",Il! I~i\ I R") with prnl'id ing mruurilll~uPflort to'u designntcd foreign terrorist organizatillll 

("Lnshk1Ir'c'Tuyyibll"), ill violution oj' I S U .S.C.§ 23398, und Ilmkingl11t11cri,iI lillsc :<tatc/IlCnl!<, in 

violntion (If I H U.S.C. § 100 I (n)(2), ill nnilltiol' involving inlcrnaliomlilurtwi:;tll ns dujin~d ill IN 

U,S.C. § 2331. This IIf1iduvh is also submitted in SUppOrlni' II wurrunllO senrch JUBf\IR's 

in Princo WilIil1tn 

Cllunty within the EllStcm Districlo[ Virginia, us described in Allncilmcnt A . 

. Il:EDAC1ED 
- ,.-4 
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J. This "mdllvit is brised on Illy pcrslli1Ul knowledge. infol1mnil1n ctlflvcycd tt) me by uther 

11Iw cnJorccrnc.nt omccrs, 111)' review OfCOllll11Unicutions obtained through CUUI'I-llUllll1l'izcd 

eleclronic surl'cillnncc, and my c;wminytion or documents nad records ohtained durilig the Cllurse 

nf this investigalion. 

n. GENERALBACKGROVND 

Dcsignntiofl or Lllshknr-c-Tllvvibn as l'oreir!l1 Ten-orist Ormmizution 

'I. In or uiloui.l990. H:lIizlvlollmnn1cti Sneed unci others lounded nn orgtUliznlioll in Pllki~tnn 

cnlled I..nshkar-e-'l'uY.I'iba (;'Ann)' or the Pure") thai serve's [IS the militury ann ufthe politicul 

mOl'emenl MlIrkllzlIl-Dmvn wul-Irslmd. Tile mission ol'Lnshl,nr-c-Tnyyibu(hcrclll'tcr "LeT") is to 

cDmlLlul ,U1dprolllUlC viuluntjihnciuguills1 Uuiso thUYCDlIsidcrlo bdhcunumics ol'lslum. The Ibells 

of LeT tCl1'llriSl opemlil1llShas been attllcks onlhc neighboring counll'y ofln\lill, in pnriIclllm'lhc 

dispuled Kushillir region bctll'ccnl'ltkistlll1 lll1lll1l0iu. 

5, On or nhout iJuccmbcr24, 2.00 I, the U.S. iJcpnrtmcnllll'Stutc designoted LeT nSlllilreign 

terrorist orgllni7.lItioll nrwr tictl!nnining lhnl l.eT Imti cort1mitted, Dr posed 1\ ~ignifi(!al1t risk or 

committing. ntts of'ten-ol'isl11 that lhrc<llcnlhc secllrity of U.S. nationals or the l1!1tion:!1 security, 

foreign policy, or economy oflha United States. 

6. Anc!' the U.S. StntcDcpnrtmcnt dcsigrmtcd LeT n foreign Icrroris!llrganizuli(ll1. LeT 

chungcd itsnulllc to .Iulllt1ut-ud-IJ:tll'tl (.IV IJ). On or llbout April 17 ,2006, tlw State Department re

designated LeT us:t It'reign tel'rori5t nrgnnizmion, whidl included the alins .JUl11l1nt-u<l-J)uIVu (JU D). 

LeT t hun clmngud its name 10 Fnlah-i-Insuniat Foundution (1'11'). Onw abllLll NOl'UII1b01' 24 .11l1 0. 

the U.S. j)cpurtnwl1t oj' SUn" rc-,Icsignutud I.e'!' us u i'urcign len-Orist urgllllizHliun. "'hich incillded 

the lllius Ftllnh-i-lnSllllint Foundlltion (rll'). 

2 
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Profile of JUBAIR AHMI\i) 

7. i\ rcvieworill1ll1igrntion ~CCOrd5 indicates thut .lUBAIR \l'llS born on_ In 

Siulkol, l'uldslulI, tlnd resided in Pakistan until the ugc or nincle,,,,. Acc(lrdingIP(ldl1li~sjon:i 

JUBAJH mudc during n number or communications ulItllyzed by Ihe 1'131. .IUI3AIf( rccci veri 

intitlCli'i l1ulinll Ill1tltruining Ii'olll LtlT wili Ie he Ii vcdinl'aki~lall. 

S. Thusc cumnlwlicutions demonstrate thut, us a tecnugcr. inor about 20[)4, .lUIVdR 

attended un LeT training cClurscknownns Dom suml where hI.! received. inslmctionin religiolls 

dL1gmll and pl'Clsclytizing. Next, he attcnded LeT's biL~ictmining camp known liS Dorn A"um., 

where hcrccCivcd additibnal religious indoctrination,physjcal conciitionill£,nnd wcupons 

inStruction. For cxmuplc,whcn describing his Imilling lit DomA'un1I1, .ltJl3!\ffi.slated in OIl(! anhe 

CClIIlIllllllictl\iollS that rcc:rui ls "!.istcn to lecture:;; ol'lbrYllur prayers, c~crclsc. study guns, Iircthcnl" 

und udded "where I got Imining frnlllthcy do the c(1ll111mndo tmining there now." Subscqllclllltl 

altending Dortl A 'UI11I1, JUBAIR reporled Ihr Ihe next slUgc or l.ur trnining -the cOI11J1lllncio.cnurse 

known liS Dorn Klmsn. ['Ie spent only !I week lit thut COurse, howel'er, heclIuse lIn instructor "I the 

tmining C(lmp t(lld .IUI3AIR thut he \ViiS too young. (hut he needed to cOlllinuc his.stuciics, and then 

he could return to clHllpletc Dora Khnsn. 

9. On or about OClober 19,2006, the U.S'-Department orSlute issued JUBAJR IIvisn b:t.~cd 

nn [he Iilet that .IUI3AIR's.lilthcr was rdated ttl !1 U.S. citizen. 011 or about FchrutU1' 19, :W1l7, 

JUHAJRcntcred.tllC United Stnt~swith hisillliter.l11other.llnci !\\,clyoungerbrothcrs. Hiscllrrcnt 

il11migl1llion stntus is l.uwnd I'cr1l1an~nl Rcsidtmt. .IUBAfRhus resided with his liunily.in an 

;lIlIlrtl11tJnl ill Wuodbridge, Virginia. '1110 mldrcss fir the apurlll1cmis 
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ITI. FACTS TlIAT KSTABI..ISH ['ROBABLli:CAUSE 

!O.ln2()U9, nllcr receiving informntion thutJUUAIR muy bCUS~Dciatccl \\'ith LeT, the FBI 

commenced tll1.int~rnutiol1al terrorism in\'cstigmion or JUBAlR. This inwstigution rcveuled thm. 

JUflAlRprovidcd nmtcrial support to LeT by producing nnd p(l$ting lUI Lo'r propaganda video 

gllJrirying villlcntjihllLI. Basud on my (ruining nnd expel'ience, I know thnttcrr(lri5tllrglll1iznti~.H15 

such liS LcT,.llIld IllO\'CIllClllS nflilit\lcd with them. usc the Internet lind other media as pan orwdl 

(lrcllcstnllcd pt:opugunLhl.cumplliglls. Thc5~ cnmpuignssccklDtCcruil indh'iduols tn particil,atc in 

violent jihnd 1ll1d til pl'omote the spront! ,,!'terror, 

['ostin!! the LeT Video 

I I. Googlc records cOlinnntlmt ut 3:59 p.m. on September 25. 2111 0, nn LeT l'rupngamlu 

video was uploudcd to tho You'['ubc :ICCOllrn 

thelP mJdrcss ll.~sociutcLllI'itll1UBAIR's reside.nce 

Googlc records 111rthor intiic,llc llull 

uc,:csscq that YouTubc :Iccount 

lltlhe c"uct same time, which is consistent wilh.thc act oj' llplouding the video. 

12. During tllc.coursc urm), investigation,! accessed the IdllmnL'.l. on )'"uTlIbc 

und viewed the vi den crentcd nnd posteLl by JUBAlR. This vidco.is npprmdmntdy livullllnutcsiclllg 

und is u cl1l11pilution 111' pictures unci video clips spliced tngctllUr, wIth n prllyer dietnted by the ImideI' 

oJ'LeT, (-luflz Saeed. audibly heard in the buckgmund. I\lthough the prayer is not in I~nglish. the 

wnrd, "Imuahideen"ond "jihad" clln be heard throughout. The vidcoincludcs imuges ofLcTlcndcl' 

Hnliz Sliced, so-called jilmcii martyrs, IIlld nrmorcd tfllck.~ exploding nller huving been hit by 

(mprllvisL'U Explosive [)cvices(lEDs). J\t difTerclltpoinlS in the videu, :t number of' terrorist lugo, 

cun he scen. une of which is commonly uscd by LeT (which nlsLl !:hows the nome "Lashkol'-cc 

Tuyyibn" under the logo). Another logu is known to be uscc\by al-Qacdn in Iraq (AQl). Bused "n 

" 
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my trainingnnd "xpcricnce, it is cvidcnt that the video JUBATR produced is designed us propagundn 

to devciop support fur LeT nnd to rccruitjih,ldists to LeT. 

I), On September 25,20 I 0, JUJ3AIR IIsed the email UC1:nunt 

send a link to the vidCl1 to !lnother subject lit 11 ht1tJllailllCCOltnt. SuiJscriiJcrinfllnnnti<)nrrqt11 

Micrnsl1il conlirms Ihlll email UCCOUIl in the nalltc Julmir 1\11111<1(1 and 

the hntl11ail email aCCllIlI1t is in the true name ofthe other subject 

14. The next dny, J U 131\ I R cOIllJlllllliclI1ed wilh Unit subject and lold her Ihm Hul1~ SnceJi'~ 

son Talhll Sneed spoke to hinnmdth(ttJUBAIR worked on a video nil day. This cnmn1unicntit>11 is 

signiliclllll beL'uusa il directly names LeT leader Iluliz Sueed 1Il1lllhenid~ntilks Tullm Sliced os his 

5011. 

Preparalion orthe LeT Video 

15. On September 25, 20m. JUI3AIR cl)fnmunientcu wilh a person whum he addressed us 

Tallm. Tallmuskcd J1JBAIR 10 include pictures orIlnliz whcnllaliz wushcing arrcstcd.llnd placed 

uuder hOllse arrest. As the COI1l'cl1iutioll cOl1linucd,Tulhu described types l1fpitbtos lu beuscci inIhc 

video. II is rcns(luublc to conclude 111111 Ihe·stulcmcnls rcg:u'ding.I·I,tJiz being pluccclundcr arrcslure 

a rclcrencc 10 Ule widely publici<,cd dctcn.tiol1s of LeT leader Hujj", Sneed. by Pukistani authorities. 

'1110 LeT video uj1loaded by J1J.I3ArR cunlllins photos onluliz Succ\1 surrmtnded by ullilbrl11cd 

o lTieers, whiclr del110nslrnlcs thm J lJl3i\1R iollowed Tuli1u's itlstructions·tll liSC sueh photosi 1l1hc 

video. 

1.6. In unuthcr cOlllmullicatioll on September 25, 20 10, .1 U.FlAI R coml11unicated with Tn Ihn. 

Tullta siliel there WtIS a prayer by t-J:lliz nnYouTubc IIlld they needed In IlI'cuk the \'ukc(1frhat uud i(1 

W lllnkc il bcHer. He described pnrlicular photl1s ingrent detail.thnl JU I3I\IR slwuld includc.in the 
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video. As described above, the LeT video.uplmldcd hy .l1J11A1R pl'csents 11 series orinlngC's whik 

II prayer by Hafiz Saeed is played in the buci(ground. This.l11ulChGS the cnl1CC)it .,,1' the vidCl! 

described h:' TuUm. 

17, During the same eOllll11l1nicaticltl between JUI3AIR und T"lhu. JUBArR [L,ket! if he 

should post the IVllIlllbni (111C undaddcd Ihnt they wulll l\1 show their puwer. B"sed.l1l1 111)' knowledge 

or LeT terrorist opcrutions, I believe this is u rcrcrcnceto LeT's Ilbililyto projecl their power tiS 

c1c!nonstl'tll~u hy the !Ittack in IVlumbni., Indiu, un November 26, 2008, which resulted in the death 

Ill' Clvel' 160 people. '1',,11111 tnld .IU13AIR not to lise lInything refcrcncingMumbtli bill suid JUllAIR 

could reference I'alcstincunu operations o['nuUuhidccn in Knshmir. Talhnsllid JUBAIR could use 

severnl scenes like these nnd~uggcstcd thnt JUI3i\IR search ror LeT on YouTubc where he could 

lind those scenes in jihadi songs. The discussion or LeT, 11'lllinbui. l11ujllhidecn opcmthms in 

Kashmir, lind jihndi SLIngs !'el1ect.~ thul the purpose of (he \;idco is to promote LeT ILq tI (ciTorist 

orgunization. 

I H. In carly OclClbcr 201 ll. <tlh:rsccing Ihe. lirsl video, TuUm Saeed cllntilclcdJlJlJAJR and 

.. sked him lei remove Ihe words "L:lshlmr-e-Tuibn" wherever they IVcre wdncn. Tullm nlsll :mkcd 

.IUBAlRnot HI show 1m) many I!11uges or Kushmir, but instrucwd him 10 udd ilTlngcs or the 

111l1juhcdcen where the word "Jihad." is spoken in the pmyer. Talhn then played ihe video sc\'eml 

times, giving JUBAIR.cdilinginstrqc.tions nlier cnch ficssinn, JUBAIR rcvificdulld IIplu(\cicd this 

second vcrsitJ!1 nrthc video on Dc(nbel' HI, 2010. 

19 .. The revised version ofthe video Ihu!.lU13i\JR produced ifi nlson compilation of pic lures 

,md viLlell clip$ spliced tngdhcr lI'ilh II p\'l\)'.;r dicttltcd b.l' H:1n"Succd uudiblylMlrd in the 

background. As the video progresses, Ihere is a pieture or u dcudMicldlc El;stcrn man lying on the 
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sidowtlJk with bloud llmkr hischin. loll owed bya piclur~ ora dend Middle "!lsl~rn mun Wilh.H bullel 

hole in hisncck, Four miliHiry sL1ldicr~nrc sucn surrounding what uppcnrs 10· be three dead orlnjurcd 

indlviduuls, Also shown is u dctnincc althe Abu Ghruib military detention racillty In 11'0'1, wearing 

n hood lind militnrypuncho, stLUlding nn u box, The video also conwinsl\ picture oru nUked Middle 

Enstcrnprisnncr in a defensive p(lsilion inli'I)1I1 nrAmcricnn soldiers, IJncorwhol11 i~ n:struining 

anl\l1l1ck dog, The vidcl) depicts 11 number nf'lvliddlc Euslem men perfnnning militnrYllcLi l'ilies.<1nd 

currying und tiring ussuult rines und rocket pl'opelled gremldcS,M lVitlt.lh~ originnll'crsioll oflhc 

propugundn \:id~", this I'itleowus intended to promote LeT and acts ofint"maliulI1ll tcrmrisll1, 

20. In cnrly2()I L ulicl' I'cccivingtlcolirtun.Jcr.autlmrizing a physicllI scareh tlfJlIflAiR's 

residence,FBlagcnts. recol'Cred lind examined digitul media alltl !Ioelio lilcs ihui appear 10 be ihc 

sume one); used in (he first video uplcmded to the YouTlIbe account. The Jiles loculed on JUBAl R's 

rnceJi:1 were crellted, modi lied, tlntl accessed on Septemher 25,20 I 0, the sume dale the tirst video 

\\'OS lIpllludcd, The Jiles were located illnn c)(temnl cOll1puter hurd·drive illll folcler lilled: Allnh' !-Iu .. . 

Akbm'\l.eclurcs\ YouTub" Upload\Hntiz Sneed Qunnot. Under this rolder were n.scrics or images 

ruuging from pbotos II r Ull fiz Saeed to photos of lerl'orist illul't),rll.that were the CXlICI sainc il11llges 

that uppcnr on the YO\I'I'ubc vid"u pnsted on September 25,2010, When I'm ugcnts imervkwed 

JUI3AIR on.Augusi23und 24, 201.1, he ellni1rlllcd thot hclmd used the c:-:tcrnnl.drivc \() kecphis 

religious rclbrcncts, 

21. On August 23,20 II, during un inierview ofJUBNR Cll n loctltionin Loudoun COllnly, 

Virginia. FBlngcnts showed himthc video entitled "QUlloot E Na%ilu by HnJiz Mulmnlll1iJU Saeed, 

Vel)' Emotional. "that had been posted under the user YCll(l'ubc <l11 (lclL,bcr 

Ie;, 20 I D, .IU13AIR llliscly denied uny involvement with the YOliTubc.l'idco,"sttltcd this WlI!; the iirSl 

7 
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timo he hml s~cn the video, lind cxpillined tl1m him ,IS a Ii'ioml on You','ubc, 

Ou !\lIgusI29, 2tll.l, FBlllgcnls 11llCIllplCd III access tl1i~l'ide()(1I1 YnuTubc,lIud the video l1[llol1gcr 

existed. It is rC!L~llnllble to cOLlciude IIUlI lUBAIR; aftcl' having hc.cn confl'Olllcd by .Ihc FBI aboul 

the YouTtibc l'iduD, dclcted the "idell !e1U1Lllld all Yl1uTubc. 

IV. Sl!:ARCl! Olt ,JUIlAJn's RESlDENCE 

22. Bused on Illy training 11ll') experience lind thut ufl11), colleagues, ! knowthnt indil'idllUl5 

cngu~ed in activities in SUppll!'t of terrorist orgunizulions usually hhvc hlld prior contacts \\ithothcr 

individuuls nllilintcd withslIch orgunizutiolls,ollcil resulting in the generation ol'inJhrmntioll'lllld 

oth~r evidence thnl l-clate (olheit' plnns, including trul'eldocI1l11en!~, contllel inJ'onnlltitm. 

concsptllldctlce; Jinancialrccartis, undgroup ull:ililltions,ll~ described in more detui! ill AUllchmelll 

B, which is illeorporatcd herein. 

24. lnluw 2.0 I () lind early 20 II, 1'81 IlgcnL~ wilhwhonl I haw worked Or1this. in\ic5tigmitin 

entered llie subject PI'~I11i;;cs us purl Uf'1I COltl'HIUlhorizcd physic:llscmch.ond wi'iHclilhat it WB!; 

occtlpkd by.l UI3ArR, The)' rCpllrtcllthllt, while the)' were. there. the)' suw 1lt1l1lcrnus pieces or 
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cOlnputcrcCjuipmCI1I,includhlg\Joth 11 uCfiktllpundlaptop compUleri tliumb drives, und eX!Crllul hard 

drives. Also observed were notcbooks,j(lltl'lluls, lind Islamic-related literature. 

V. FORENSIC ANALYSIS OFCONWUTER AND STORAGE DEVICES 

25. Asdcscribcu nbuvc (lndil1 AUuchmcl\l B, Ihis nppliemi()11 secks pcnnmsiol1tn search 

ontl seize ""ritlll' records Ihut mighl he fuund ol1l1n), compulers or computer devices in.whntcvcr 

!'orm U1CY nrc [imlld. Sumctl!'thcsu cleclnll1ic rcconl, mijJhtl!lkc Ihe limn ofnles. docllments. unci 

NhLlr dUlnlhat is uscr-gcncl'Illcd. Sume o/'Ihesc dcctronic records might tuke nlbrl1l thot becollles 

meaningful only UpOII forensic am!Jy~is. 

26. As rurtiter described in Attacllment 13; this uppli<;:tltioll seckspcnllission lnlocnlc nm 

only compuler fiIcs tim! lI!ighl serve ns dircclcvidcnccof the crime described 011 lhe warmllt, bUl 

"Isp for evielellce thtll cstubl ishcs how tiny compulers were: usc.d, the purpose or suclu!fiC, wb!.> used 

it. und when. 

27. Although some orlhc records cuiled for by Ihis wumml might be Ibulld ill (he Hirtn of 

IIscr-gcnl:l'lIlcd dotlimcllls(sllCh 11S word processor, rkturc,und mlwic lilcs), compuwr slnnlgc 

IncdineHII conlnin olher forms or clcctrollicel'idcncc us well . 

. n. Fmcllsic evid~ncc OrhOWClllllputcrs were lIsed. the purpose orthcirllsc, who 

IlsccI tllCI11'. und when, is, as dcsl,rlbcc1 further in Alillehment 13, culled 1'01' bythiswul1'Unl. DIll!! all 

Jhe slorage Illcdiulll.1l0l clII'I'l!lllly tlsHocilllud WillulIIY Filc.uun prDvtdcc"idcIlC.C ofu me tlim WilS 

(lnce on the $lIJrugc medium btll. hus since been deleted or edited, or of u dc1cledporlion oLn IiIe 

{~1Ic11 as npnragrtlph Ihm has been deleted frolll (l word processing file). VirtunlmclI10ry paging 

systems cIlnlehve Irilcci; a J'i nlormnliononthc storugc mccliLlIl1lhnl slll'w wht\tltlsks nud l,rocesses 

wcre Tcccnily uctive. Web brllll'SerS; e-mail prClgrmns, Ilnd chat prl1grntlls Slure cnnJigurulion 

9 
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inlormntioll 011 the storagcJ11cdiulll thut cnn l'evealinli:lI1lliltionslIcilas online llickmune5, lind 

]lass words. Operating s),stems CUll I'ceord udditiDnal illformatitlM,5Uch us the, alltlcllnWnlor 

peripherals, lheottachlllcrttof USB flnsh storage devices or other cxtcnllli Mtol'agt: mcdin, lind .the 

times the computer WtlS ill usc, c.:oinputcr lile systems cunl'ccoru illforlllaiiflllllbollt the dmes I1lcs 

were created IIlld the sequence ill which the)' "'ere ercllteci. 

b. r-"r~nsic evidence on 0 computer 01' stomgc nwuium can nlso indictltc wht> 

hus IIsed 01' controlled the cOl11putel' or stomge medium. This "USCI' ulll'il1l1tion" evidence is 

m11llogUlIs In the SCHrch for "indicin arocclIpnncY"lI'hile C);('clilingllscnrch wnrmlllll! u residence. 

Fnr exumple, regislry ini'orI11Ulivll, conligumli11l1 files, user pm liles, c-muil, C-l11tlil.uMrcss blmks, 

"chut," ini;tt1ntmcssnging logs,pllotogrnl,hs,tlnd "orrcspondcnee(nnd thcdntutlssocimcdwhh the 

foregoing, slich liS file creution tlnd Insl occess.ed dutes) mny pc ~l'i~lenccClr who usc,1 or cOIHrollccl 

the computer or SlOntgc medium ntll. relevllnt time. 

c. A person with appropriate iillnilinrity with how u compmerworks elm,uOcr 

cNlIl11ining this forensic evidence in its proper conlext, tim\\' conclusilll1S U\JOlit hOIl'C()l11pUICrs \Vcre 

uscd, the purp(J$C orthcir usc, who IIsed them, umlwhen. 

d. The proecs:; oridenti[ying the exuct liles, blocks, registry entries,loys, or 

other fomls ofJon:nsic evidence Oil u storugc mcuiull1 thnt are I1cc~ss~ry to,drllW nil liccunttc 

conclusion is n dynllmic process. WhHcit is possible lU sJ!ceilY ill udvnl1ce with Jlilrticulurity II 

dcscripliol1of IhcrccMds [() be sought, evidence oJ this type oflcnis I1nt 1I1WtI)iS dUlIHhmclIl1. he 

merely reviewed by a review Icam and passed 1l1(lIIg to invcstiglltOl's. WhCllher dntll siored 1.\11 n 

computer is evicience mtl~' clcp,'I1(\on othcrillfotl1Jlltiu(J sl(Jl'cd.DIl thccllmpllLUr und thcnpplicutI(in 

10 



Case 1:11-mj-00742-IDD Document 6 Filed 09/01/11 Page 11 of13 PagelD# 31 

Df kn()l\'l~dgc about hnw a Cl1111pmer bdltlvc~. Thcreflm~. cmllcxlunl infol1natioll necessury to 

llmlc"stilnd the c\'idcnec described in AUachlllunl B u!so.tid!s within the scope oJ'thc \\iurrtl1tl. 

c. Furlher, in finding evitlence ol'ho\\' n U\JJllputCI' Wl\S used,the plll'pose of its 

usc, who used it,und when, sometimes il.is necessary 10 cstnblisll lhal n pm'lieu!:lf lhirig is 110\ 

present on a slorage medium. FOI'.cxunip!c. I klll1W J'l'ol11lraining tlnd cspcricnccJhnl il is PLlS5iblc 

thlllma!.idous Slli'lWnre can be insLUllcd on u eUl11plllcr,l1i'len wilhpul the computer USCI':s knmvlcdgt\ 

thai can "How the C(JlIlpl'ler 10 Imusud by (lIhcrs, sometimes wilhollt)hc knowledge ol'lhe CClIllpU!C1' 

owner. Also, the prcsence Ol' l1bS~I1CI! ur cOlllllcr-forelL~icpmg.111I1lS (and uSsociuled dntllltlmlllJ'l! 

designed \oclilllimMclulu muy bCl'cit!vun! to cSll1blishing the user'~ intent.. Tn investigate thccrimcs 

dcsclibctl in lhis wtll'l1lnl, itmiglHbencccssnry to invcstignlc whqllwl' anyslIch muliciolls saflw:lI·c. 

is presenl, undo irs\), whether lh" pl'c.~i.!nCl! oJ'lhUlll1uJiciolls S(ln\\~ll'cl1lighl cxplain the presence 1)1' 

olher things found 1111 Ihe SlIlrIlgc medium. I mention llmpossible c~istcncc oj'muJiciolissof't\\,tlrC 

US II lhclll'cticu.i possihility, ani)'; I will notknmv, unlil n forensic tlnulysis is conducted, whether 

nmliciollS sol'twMc is prescnl in thiscnse. 

28.Scarching slorage media (PI' the evidence describcdintht: Altuchmcnlmuy require a 

mnge of dntannulysis kchniqucs. It is possible tlmt the storuge media locnleu on lhe prc11lis~s will 

Ct1l1111in liles nnu inlixl11llliol1 lhlll IlI'C nol cullud fur by the WHrram. In rare euses. when 

cirClIl11sUmCC'S permit, il is p(l5sihlc to conducl cnrefully tllrgclcd searches tllll! cuu lucnle cvjtlc!1cc 

withoul requiring u rime-conslIming mnllLJul ,carch thl'ough unrelnted lllntcrinis Ihlltl11l1V he 
. '. - " . 

eOllllningletiwilh criminal evidence. For e~n111plc. it Is possihlll; Ihough ,nrc, Ii:>r n storage medium 

to be ol'gllnized inll way where the Illclltion of ull things culled for by the wlirrunt arc immediately 

nppnrent. In mosl Cllses, I]()weve,,, such teChniques mny lInl yicld the evidence dcscrib.cd ill the 

II 
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wnrrant.. For c)(mnplc,intorll1atirm regarding user attributillllllr lmcrnel u~e islocaled in varinus 

opcrilting system log liles thut are not cusiIy locnied or reviewed, As explained nbove, hecuusc.lhc 

warrunt eulls Jilr rcouru. ol'h0wu Cflloputcrhns been used, whlll it has .beell LISCO for, und who 11115 

used it, it is e.~cc~dingly likely thut it \\.'illbe nec(!SSllry tClthnrollghly st:nr~hstorugc media to obmin 

cvidence, including l\Vitlence thut is nOI neall)' organized into lil~s or dOCUIllCll~l, Just u'll.scqrch 

of U pIemises rO[ physical ol.,jccts reqldrcs scuJ'chiJ!g the cl1Iireprcllliscsf'ar t11Oscol~jcets thnt. mc 

descrihed b)' a WllmlOl, U searcho,'thisprell1iscs lilpllC things ~k'scribcd in this wnmll1twilllikely 

require ll.senrch llmollgthc dlltn storell in stortlgc mCcliul\Jr the things (inelmling electronic <InIal 

cnJl~d for.by this wurrunt. AcIdith)nully, it ispllssiblc thnl files IUlvc heen deleted or edited, bullhnl 

rcmllanl;; () I' oldc[vcr;;ions llrcin unallocated Spl1CC or slack spa!:c, This,loo, mnkes i I exceedingly 

likely (hat in this cnsc it will bl: llCeeSSlIl'), to usc II1me thorough techniques, 

29, The items suized as purt of this llpplicution will hlwc forcnsiclllly sl)und imuges (digltlll 

Cllpics) produced anhe seized items, which will in turn be searched in licllor the original seized 

items ns pllrt or:r digitlll mcdill/computer lorensic eXllmilltltion, The $carch or digiml cupies of lhe 

it~l11'; seized is done ttl ensure lilld preserl'e lhe lorcnsit integrity (I I' the seized items rllr utlditiorlul 

lIndAlr future c)(HminuUnn(s) in nccllrdtmcc withcriminnlprocedure ,md rules ofevidcllcc, Th~sc 

cx!uninutinu(s) (Jr.·seized items will be conducted by pers()uncl [L~sigl1cd 10 lhe CClmplilcr AntilYsis 

Response Tcmn (CART), who arc curlilied by thcFBlto clllltiuctslich types nrc)(uminlllions, These 

12 
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pcrsol111d will uSc' com pUler f(1I'cnsic 1mI'd wm'l' and/or so till'nl'" which hos bCQnupprovcdJol' l1sdn 

conducting stich cXtllllinllliulls, 

VI. CONCLUSION 

Brlscd on til" toreguing, lhcfllis probnble utlllSe to believe lhul, 11'0111 on 01' about Scptember 

25.20 I n,IO nn (11' uhQul f\ugusI23, 20 II, JUBAU{ AHMAD hus unlawJ'ully enguged in lhe offense 

oJ'prnl'iaing nJaterial support nml resources to IlClcsignutcd lill'cigll tcn'oris[ or<,?unil;ltioll, in viOlatioll 

of' III U;S.C. § 2339H. and n'Onl Oil nrnIJUltIJ\ugUSI2;l, 2()ll.hc unluwl'ully II1mle rnntcrilllJltlsc 

stalcmentH. in violatioll (II'I HU.S.C. § I 00 I (u)(2.l. inll mutter involl'ing internalinnni tcrrtlrisI11l1S 

donned iIl18U.S.C. § 2331. There. ifi 0150 prDhnblccot1s~ to beli~\'.c thut within JlJI3AIR's residence 

111 . dc~cribcd in Alttlchl11cnt A. therci!; evidence 

orsaid nf/onsc. us more purtieularl), described ill Allncluncl1l 13. 

. t ," 

Sworn til nnd subscrihed herore me this I :iT duy 
oJ'Scp!cmiJcr 20 II. in tile CilY 01' Alexandria. VA. 

lsI 
IVlIll.D. Davis 

United StlltesMllgistrnte Judge 
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Attachment A 

DESCRfl'TION OF PROPERTY TO BE SEARCHED 
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Atlllchmcnt B 

DESCRIPTION OF ITEMS TOBE SEIZED 

E"iticncc, fruits,:indillR[tUl11ontulitics ofl'l(llations offcdc'I1)llaw.l1ullwiy,violtl(ionsoC IS 
U.S.c.§§ 233913 and .](j() I .• including: 

A. Contents or lIn)' compUlors, computer .Sldr,jgc devices. lind Clcclroljic medill 
("ELECTRONIC DEVICES") thul were or 111[1\' 11!1l'c bccnusct.!. as a 111enns lCIcommit the on"l1:;o 
of proviclingl1luterillisupptWltt1lCrrllrlsi orgu;lizlIti01ls.in I'iblutiOil aLI R U;S.C.§ 2339i3.!lnd 
muking mnlcriqllhlscstlllcmcn\S, in vi(llutionof 1 R U.S,C, § 1 ~Ol. 

13. Ap),l1l1d all spi'twnrc Ih11I111I1)'bo utillzcdtn creale, rcceivc.distribwc, siore. UI'1111\(IHY 
the evidence sought and all software lhat 1111lY boused to conl111Ullicmcor store Ctlmltlllllicati[>Ils 
dcscribed in the ufl1dul'it; 

C. Files lllld data in Ihe ELECTRONIC DIiVICl,S lhut shml' JlJBAI R AI·IIvIAP's P()ss~s"iull 
undconlrol at the time oCthe ullegodo,clcilscs; 

D. Any tlnd nil logs. registry, entries, configuralion liles, suvcd usumumcs and pass\\'(lrds, 
documents, bmwsinghi~lory. \1serpr()liI~s. cllluils, cmnil contacts, "chal," instantmcssttging logs, 
photographs,und C()n'cspondcncc associated with lhe ELECTRONIC DEVICES; 

E. Address unci/or, telephonc bool,s lind pupel'S rellccling nlllllCS, uddrcsscs.andtol' telephone 
numbers. 

F. Receipls, hunk statcments.monoy dmrts, and any other items c\'[dcncing the obtaining. 
transler, lIndloJ' expenditure or money, l11onctm'Y instrumenlS. Ultd CAsh .in furthcl1Inc(' of mUIC.:I'i,d 
support Q r tcrwrislll, 

G. I'hOlogrnphs, in prirliculnrpi1oiogrnphs llfpoHsible cnnspirntoJ's, nssctsnnd/m'potcl1tial 
temlrist lnrgct$, and nil slill C1IDlcrn IlnlL"idco qUl1crn d~"iccs, to include .1\11 Hssuuiatcd mcdin 
slorugedcvices, flash cards, rnCllll1ry sticks, nndlor photo CI) or DVDs. 

H. CclluluJ' tc1cphoncinli,ill1Hllion rcvcllIillg the c;.:tent, naturc and conlcnt 'of 
COlllliltlilicmiPlls 1II1ll11lg potcnlitll cOnSpil'OloJ'S, including conll11unlcutioliS in rurthel1Jhtcnf uny 
conspirncy to violute 1 S U.S.C. 2339H; uny storcdcllutact infnmluliLln· such as. names, .tclcpllOnc 
numbers. Ilhysicaluddrcsscs. elcCIl'oniclllctil uddresses;. <i-nuill, Short iVlessagcScrvicc (8M:;;) 
lllCSSllgCS cOl1llnonly known us "text messages;" anci stored digital media stich as photographs. 
videos !mel. docllmcllLo;. 

I. Documcnts d~Jlic(ing dC!tail~ or pnst or future tmvel or .IUI3I\ IR AI 11vIAI) . 

.1. Hooks, munuuls, unkles,instruotions, vidcntnpes, tludiolt1pes,letters.llr othCJ' i1wtcrinls 
relating to nny kind ofmililliry-stylc irqlning,jihnd, l'iolol1C.O lIgninst the United 8It\IOS, support rnr 
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L~shkl\r-e-TayyibH (LeT), and/or nny other wrorist group, or the. dcvdupll1cni. Lise. ctlpubilili"s. or 
any other Il,pect of any weaJlons. 

K. Any documentation indicuting support or inlention or I11lu·tyrdol1l openniolls liS rel'lled 
10 JUBI\JR M·II-'IAD,. ond/oJ'.othcl· cOllspiJ'ntors, whether in wduell, \iiuconr audio formut. 
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