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vulnerable to tampering or destruction (which may be caused by malicious code

or normal activities of an operating system), the controlled environment of a

laboratory 1s essential to its complete and accurate analysis.
37 Accordingly, in conducting the search, your affiant request that authonty to create a
duplicate of the entire hard drive and to examine all information contamed on the hard drive 1n
an effort to locate the matenals described in Attachment “B” hereto.

Conclusion

38.  Ibelieve that BUJOL has violated and continues to violate Title 18, United States Code,
Section 2339B.(Attempting to Provide Material Support to a Foreign Terronist Organizations) by
preparing for and attempting to travel to Yemen to jom AQAP with the intent deliver himself
(i.e., “personnel” as set forth 1n Section 2339B) to fight in violent “jihad,” and by agreeing to
carry various items of material support 1n his foot locker to deliver to AQAP, and by providing to
the CHS various U.S. military manuals with the intent that they be transmitted to AQAP for use
aganst U.S. military forces. Based on BUJOL’s email exchanges with AL-AULAQI (an
individual known to be associated with AQAP), his receipt and apparent embrace of the “42
Ways of Supporting Jihad” document, his research of U.S. Army Field Manuals, his
accumulation of items (including a passport photograph) to be used 1n future travel to Yemen,
and his ongoing communications with the CHS (a person he believes to be a member of AQAP)
where BUJOL continues to express his desire to travel overseas to receive guidance and

military-type tramning from AQAP 1n order to éngage 1n violent jihad, I believe BUJOL has

attempted to provide, and will continue to attempt to provide, material support to AQAP
39 Regarding the places and premises to be searched, I know that many of BUJOL’s efforts

to attempt to provide material support to AQAP occurred over the internet and on the Target
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Computer (including the sending of numerous U.S. military manuals to the CHS) which
BUJOL frequently keeps 1nside the Target Premises. Further, BUJOL told the CHS he had
left a recorded message explaming why he 1s going to fight m the “‘jihad” hidden on the
computer for JOHNSON to find. BUJOL said he would leave a wntten note for her to find with
directions 1n 1t to the message on the computer. Additionally, I know that BUJOL saved “42
Ways of Supporting Jihad” and other literature and 1tems related to hus plan to assist terronsts on
portable computer storage devices. The items on the portable computer storage device included
items emailed to BUJOL by AL-AULAQI conpstituting spiritual and other gmidance for hum and
whmh' Yrvquld also serve as a measure of his bona fides for any terronst orgamization he might
cncount.er‘npon a successful trip to Yemen or elsewhere m the middle east. Therefore, I have
probable cause to think that, in addition to the Target Computer, there are other digital media
storage devices, including but not limited to, CDs, DVDs, thumb-drives, detachable hard-drives,
floppy disks, scan disks, and other items referred to 1n Attachment “B” to the Search Warrant,
mside the Target Premises and that there 1s probable cause to believe that all such items will
contain evidence of BUJOL’s violation of 18 U.S.C. § 2339B.

40.  Likewise, I have probable cause that there are printed materials in the Target Premases,
including but not limited to, emails, literature related to “jihad,” written instructions to BUJOL’s
family members and friends related to BUJOL’s anticipated sudden departure, written manuals
and other matenals related U.S. military operations or combat in general, schedules and/or notes

related to BUJOL’s contacts with the CHS, documents reflecting the communications plan

and/or code BUJOL used in contacting the CHS, and other items referred to in Attachment “B”
to the Search Warrant. These items constitute evidence, fruits, and instrumentalities of violations

of Title 18, United States Code, Section 2339B (Attempt to Provide Material Support to
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Designated Terrorist Organizations). By this affidavit and application, I request that the Court
1ssue a search watrant, authorizing agents to search the item and/or place described 1n
Attachment “A,” and to seize the documents and records, described 1n Attachment “B,”
following the search procedure described in Attachment B, which 1s fully mcorporated herein.

Need for Authority to Conduct Nighttime Search of Target Premises

41.  Due to exigent circumstances that may arise in conducting this search, I further request
authonty to conduct the proposed search of the Target Premuses anytime, either during daytime
or mghttime hours. Presently, agents anticipate arresting BUJOL following his attempt to board
a freight ship docked in the Houston area. Thus boarding 1s planned to occur during the early
morning hours, possibly at 3.30 am. In order for the boarding to occur at that time, BUJOL will
be directed by the CHS to depart the Target Premises to meet the CHS at a pre-arranged
location nearby at approximately 1:45 or 2:00am. I believe that mghttime authority to search the
Target Premises 1s necessary to prevent JOHNSON from potentially destroying evidence at the
Target Premises. In this regard, I am aware, as discussed above, that BUJOL told the CHS that
he has left both a note and a recording for JOHNSON to mform her of his anticipated trip
overseas. I believe that JOHNSON can reasonably be expected to wake up during or after
BUJOL’s departure from the Target Premuses, but prior to daytime hours, and find the note
and/or recording that BUJOL has left for her. I further believe that the note and recording will
constitute incriminating evxd?ncc of BUJOL’s attempt to travel overseas and provide material

support to AQAP I further believe there 1s a significant danger that JOHNSON mught destroy

the note and/or the recording (which 1s believed to have been uploaded onto the internet by

BUJOL from the Target Computer) if the agents are limited to a daytime search of the Target
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Premuses. Accordingly, your affiant requests authority to conduct the search during any hours of
the day, including nighttime hours.

Request for Sealing
42.  Since this investigation 1s on-going, disclosure of the search warrant, thus affidavit, and/or
this application and the attachments thereto will jeopardize the progress of the mvestigation.
Accordingly, I request that the Court 1ssue an order that the search warrant, this affidavit in
support of application for search warrant, the application for search warrant, and all attachments

thereto be filed under seal until further order of this Court.

Task Force Officer ;can D. MeCarroll

JTTF - Federal Bureau of Investigation

SUBCRIBED and SWORN to before me on this _2 £ gﬁy of May, 2010. I find probable cause.
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ATTACHMENT A

The Target Premises known as {iJi#Pine Island Road, Apartment @), Hempstead,
Texas, 1s 1dentified as follows:

@ Pinc Island Road, Apartment @ Hempstead, Texas, 1s located 1n the Pine
Meadows Apartments complex in Hempstead, Texas. The residence 1s located in a one story
multi-family dwelling with a brown composition roof, tan and brown brick exterior, tan wood
siding, and brown trim. A whate sign with black lettering 1s attached to the North East corner of
the building that bears “BLDG — N 53 - 56.” The building in which the residence 1s located
contains four apartments with the front door of each apartment facing 1n an Easterly direction.
The front door of the residence to be searched 1s brown in color with silver colored placards
displaying the numbers, which are black 1n color, of “@)” The placards are situated on the
outside and near the center of the front door. The front door of the residence will be the second
door from the left and the third door from the nght of Building N.

e



Case 4: :}:9-mj-0§436 Document 1 Filed in TXSD on 05/28/10 Page 25 of 27

ATTAC NTB

Items to Be Seized

To execute this warrant, the Court authorizes the following procedures and seizures:

As used 1n this Attachment, the terms, “documents” and “records,” include items 1n both

digital/electronic and paper/hard copy formats.

Computer(s), computer hardware, printers, scanners, software, related documentation,

passwords, data security devices (as described below), and data which are

mstrumentalities of and will contain evidence related to thus crime. The following
definitfions apply to the terms as set out 1n this affidavit and attachment:

a.

Computer hardware consists of all equipment which can receive, capture, collect,
analyze, create, display, convert, store, conceal, or transmit electronic, magnetic,
or similar computer mmpulses or data. Hardware includes any data-processing
devices (including but not limited to central processing umts and internal and
peripheral storage devices such as fixed disks, external hard drives, thumb drives,
floppy disk dnives and diskettes, and other memory storage devices); peripheral
imnput/output devices (including but not limited to keyboards, printer, video
display monitors, and related communications devices such as cables and
connections); as well as any devices, mechamsms, or parts that can be used to
restrict access to computer hardware (including but not limited to physical keys
and locks).

Computer software 1s digital information which can be interpreted by a computer
and any of its related components to direct the way they work. Software 1s stored
in electronic, magnetic, or other digital form. It commonly includes programs to
run operating systems, applications, and utilities.

Computer-related documentation consists of written, recorded, printed, or
electromcally stored material which explains or illustrates how to configure or use
computer hardware, software, or other related 1tems.

Computer passwords and other data security devices are designed to restrict
access to or hide computer software, documentation, or data. Data security
devices may consist of hardware, software, or other programming code. A
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password (a string of alpha-numenc characters) usually operates a sort of digital
key to “unlock” particular data secunty devices. Data secunty hardware may
include encryption devices, chips, and circuit boards. Data secunty software of
digital code may include programming code that creates “test” keys or “hot” keys,
which perform certamn pre-set security functions when touched. Data security
software or code may also encrypt, compress, hude, or “booby-trap” protected data
:to make it inaccessible or unusable, as well as reverse the progress to restore it.
Any and all notes, documents, records, lists of e-mail account passwords, books, or
correspondence coded or otherwise pertamming to an Attempt to Provide Materal Support
to a Foreign Terronst Organization as defined n Title 18, United States Code, Section
2339B.
Any and all dianes, journals, address books, names, and lists of names.and addresses of
mdiv:éuals who may have contacted or have been contacted by the person using the
computer, by use of the computer and/or for the purpose of commumcating with
mdividuals 1n support of acts as defined 1n Title 18, United States Code, Section 2339B.
Any and all communication devices to include fax machines, cellular phones, calling
cards or SIM cards which could be used to conduct commumications to support any
Provide Material Support to Foreign Terrorist Orgamzation, as defined under Title 18,
United States Code, Section 2339B.
Any and all correspondence 1identifying persons transmitting, through nterstate
commerce mcluding by United States Mail or by computer, any visual depictions of
individuals involved m or mn support of acts, as defined in Title 18, United States Code,
Section 2339B.
Any and all records, documents, imnvoices and matenals that concern any accounts with
any Internet Service Provider.
Any of the items described 1n paragraphs 1 through 6 above which are stored in the form
of magnetic or electronic coding on computer media or on media capable of being read
by a computer with the-aid of computer-related equipment, including floppy diskettes,
fixed hard disks, or removable hard disk cartridges, software or memory 1n any form.
The search procedure of the electronic data contained in computer operating software or

memory devices may include the following techmiques:



10.

11.
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a. surveymng various file “directories” and the individual files they contan
(analogous to looking at the outside of a file cabinet for the markings 1t contamns
and opening a drawer believed to contain pertinent files);

b. “opening” or cursorily reading the first few “pages” of such files in order to

determine their precise contents;
g “scanning” storage areas to discover and possibly recover recently deleted files;
d. “scanning” storage areas for deliberately hidden files; or
e. performing key word searches through all electronic storage areas to determine

whether occurrences of language contained 1n such storage areas exist that are
ntimately related to the subject matter of the investigation.
Any and all papers, recerpts, mvoices and lists that concern the procurement of any item
that mayhéve been mnvolved 1n or 1n support of acts in violation of Title 18, United States
Code, Section 2339B.
Any and all papers, manuals, maps, clothing articles, bags, identification cards and
badges concerning any service branch of the United States Military or any local, state,
federal, or tribal law enforcement entity
Any and all flags, drawings, sketches, signs, sculptures, statues and paraphernalia
displaying or depicting any act, name, moniker, or other propaganda associated with any
Foreign Terronst Organization 1dentified by the United States government.
Any and all firearms; to include functional, non-functional or curio firearms and
ammumitions of any type and caliber. Any and all commercial or homemade
concealment devices.
Any and all records, notes, bank records, financial statements, loan documents, receipts,
SSN cards, calendars, journals, maps, instructions, and other papers or documents related
to BUJOL, as well as those same 1tems containing any aliases known or used by BUJOL,
that are reasonably related to BUJOL’s finances and/or efforts to provide matenal support
to a foreign terrorist organization.
Any and all documents, papers, pictures, and other indicia used to create false documents

or 1dentification documents 1n any name.



