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commumcating with the eMS. 1 believe that BUJOL applies these same "secrecy" measures to 

the files or mformation he accesses or stores on the Target Computer. 

36. Further, searches and seizures of evIdence from eomputers commonly reqmre agents to 

download or copy mfonnation from the computers and theIr components, or seIZe most or all 

computer Items (computer hardware, computer software, and computer related documentation) to 

be processed later by a qualified computer expert In a laboratory or other con1rolled 

enVIronment. Tlus 18 almost always 1rue because of the followmg: 

A. Computer storage deVIces (hard disks. diskettes. tapes, laser disks, 

magneto' Qptical.s, and others) can store the. eqUIvalent of tho_as" pages of 

mformation. SpecJiiCally when the user wants to conceal cnmmal ev.J.dence, he or 

\ she often stores It In random order and WIth deceptive file names. Thls reqwres 

searchIng authonties to examme all the stored data to determm.e whether It 1S 

mcludedin the warrant ThIs sorting process can take days or weeks, depending 

on the volume of data stored. It would be generally Impossible to accomplish thIs 

kmd of data search on site. 

B. SearchIng computer systems for cnmmal evIdence 18 a hlghly techmcal 

process requm:n.g expert skill and' a properly con1rolled enVIronment. The vast 

array of computer hmdware and software availablereqUlres even computer 

experts to specIalize In some systems and applications, so it IS difficult to know 

before a search whIch expert should analyze the system and its data. The search 

of a computer system 18 an exacting sclentific procedure whlch 1S deSigned to 

protect the mtegrity of the evidence and to recover hldden, erased, compressed, 

password protected, or encrypted files. Since computer eVIdence IS extremely 
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vulnerable to tampenng or destruction (whIch may be caused by malicIous code 

or normal activities of an operating system). the controlled enVlI'Onment of a 

laboratory IS es~tial to its complete and accurate analYSIS. 

37 Accox:dingly, m conducting the search, your affiant request that authonty to create a 

duplicate of the ·entire hard dnve and toexamme all Information contaIned on the hard dnve In 

an effort to locate the matenals described m Attachment ''B'' hereto. 

ConclUSIOn 

38. I believe that BUJOL has Violated and continues to Violate Title 18, United States Code, 

Section 2339B:(Attempting.to PrOVide Matenal Support to a ForeIgn Terronst Orgaruzations) by 

prepanng for and attempting to travel to Yemen to Jom AQAP WIth the.mtent deliver hunself 

(i.e., "personnel" as set forth In Section 2339B) to fight m Violent '~ihad," and by agreemg to 

carry vanous Items ofmatenal suppolt m hIs foot locker to deliver to AQAP, and by prOVIding to 

the CHS vanous U.S. military manuals WIth the mtent that they be transIDltted to AQAP for use 

agamst U.S. military forces. Based on BUJOL's email exchanges WIth AL-AULAQI (an 

mdiVIdual known to be assocIated Wlth AQAP), hIs receIpt and apparent embrace of the "42 

Ways o/Supporting Jihatf' document, hIs research oru.s. Army Field Manuals, rus 

accumulation of Items (including a passport photograph) to be used In future travel to Yemen, 

and hIs ongomg commumcatioDS Wlth the CHS (a person he believes to bea member of AQAP) 

where BUJOLcontinues to express rus deSIre to travel overseas to receive guidance and 

military-type trammg from AQAP In order to engage m Violent jihad, I believe BUJOL has 

attempted to prOVide, and will continue to attempt to prOVide, matenal support to AQAP 

39 Regarding the places and premiSes to be searched, I know that many of BUJOL's efforts 

to attempt to proVide matenal support to AQAP occurred over the mternet and on the Target 

19 



;'.'i."': "; 

Case/4':.1Q;.mj~Q486: El)ocument1 F-'tleef inTXSEl)an 05/28/10 Page 21 .0127 

Computer (includin.g,/tlie'sending ornumerous U.S. military manuals to the CHS) wblch 

BUJOL frequently keepsmsid.e the Target Premises. Further, BUJOL told the CHS he had 

left a recorded messageexplammg why he IS gomg to fight m the ·'jihad" bldden on the 

computer for JOHNSON to find. BUJOL srud he would leave a wntten note for her to find WIth 

directIons ill It to the message on the computer. Additionally, I know that BUJOL saved "42 

Ways of Supporting Jihat!' and other literature and Items related to his plan to asSIst terronsts on 

portable computer storage deVices. The Items on the portable computer storage deVice illcluded 

1tems emailed to BUJOL·byAL-AULAQI constituting splritual and other gwdance for him and 

wblch would also serve as a measure of hls bona fides for any terronst orgaruzation he mIght 
... :~r,: '.\ 

encounter upon a successful tnp to Yemen or elsewhere ill the mIddle east. Therefore, I have 

probable cause to thmk. tha4 ill addition to the Target Computer, there are other digital media 

storage deVices, including but not limIted to, CDs, DVDs, thumb-dnves, detachable hard-dnves, 

floppy disks, scan disks, and other Items referred to ill Attachment "S" to the Search Warrant, 

InSIde the Target PremIses and that there IS probable cause to believe that ·all such items will 

contaIn eVidence ofBUJOL's Violation of 18 U.S.C. § 2339B. 

40. LikeWIse, I have probable cause that there are prmted matenals ill the Target PremISes, 

illcluding but not linuted to, emails, literature related to '~ihad," written mstructions to BUJOL's 

family members and fnends related to BUJOL's anticipated sudden departure, wntten manuals 

and other matenals related U.S. military operations or combat ill general, schedules andlor notes 

related to BUJOL's contacts with the eHS, documents reflecting the commumcations plan 

andlor code BUJOL used ill contacting the CHS, andofuer Items referred to ill Attachment uB" 

to the Search Warrant These ltems constitute eVldence, frwts, and mstrumentalities of VIolatlons 

of Title 18, United States Code, Section 2339B (Attempt to Provlde Matenal Support to 
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DesIgnated Terrorist Organizatlons). By tlus affidaVit and application. I request that the Court 

iSsue a search warrant, au.thorizmgagents to search the Item and/or place described m 

Attachment "A," .and to seIZe the documents and records, described m Attachment "B," 

followmgthe search procedure described m Attachment B, whIch IS fully mcorporated herem. 

Need for Auth.ority to Conduct Nigh.ttime Search of Target Premises 

41. Due to eXlgent CIrcumstances that may mse m conducting thlS search, I further request 

authonty to conduct the proposed search of the Target PremIses anytime. either dunng daytime 

or mghttime hours. Presently, agents -anticlpate arrestmg BUJOL followmg his attempt to board 

a freIght srup docked m the Houston area. Thls boarding IS planned to occur dunng the early 

mormng hours. possibly at 3.30 am. In order for the boarding to occur at that time, BUJOL will 

be directed by the CHS to depart the Target Premises to meet the CHS at a pre-arranged 

location nearby at approxtmately 1 :45 or 2:00am. I believe that mghttime authority to search the 

Target Premises IS necessary to prevent JOHNSON from potentially destroymg eVIdence at the 

Target PremISes. In tlus regard, I am aware, as discussed-above, that BUJOL told the CHS that 

he has left both a,note and a recording for JOHNSON to Inform her ofms anticIpated tnp 

overseas. I believe that JOHNSON can reasonably be expected to wake up durmg or after 

BUJOL's departure from the Target PremISeS, but pnor to daytime hours, and find the note 

and/or recording that BUJOLhas left for her. I further believe that-the note and recording will 

constitute mCnmInating eVldence ofBUJOL's attempt to travel overseas and proVlde matenal 
• 

support to AQAP I further believe there IS aSlgnificant danger that JOHNSON mIght destroy 

the note and/or the recording (wmch 18 believed to have been uploaded onto the mtemet by 

BUJOL from the TargetComputer) if the agents are limited to a daytime search of the Target 
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PremISes. ACCQrdingly, ypuraffiant requests authority t(lconduct the searchdunngany hours of 

the day. mcluding,nignttime hours. 

Request for Sealing 

42. Since thtsmvestigation IS on-gomg, disclosure of the search warrant, this affidaVlt, and/or 

thts application and the attachments thereto will Jeopardize the progress ofthemvestigation. 

Accordingly, I request that the Court lSSue an order that the search warrant, this affidaVlt m 

support of application for search warrant, the application for search warrant, and all attachments 

thereto ·be filed under seal until further order of this Court. 

Task FO~..:n~. McCarroll 
J'ITF - Federal Bureau of Investigation 

SUBCRIBEDand SWORN to before me on this -Ut:y of May, 20 10. I find probable cause. 
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AT'fACBMENIA 

The TargefPremises known as_Pine IslandRoaA Apartment •• HempsteaA 
Texas, 18 Identified as fonows: 

_Bine· Island Road, Apartment. Hempstead, Texas, IS located m the Pine 
Meadows Apartments complex m Hempstead, Texas. The resIdence IS located m a one story 
muln-family dwelling with a brown composition roof, tan and brown bnck extenor, tan wood 
sIding, and brown tnm. A wlute Sign With black lettenng IS attached to the North East comer of 
the building that bears "BLDG - N 53 - 56." The building m which the resldence·Is located 
contaIns four apartments With the front door of each apartment facmg m an Easterly direction. 
The front door of the residence to·be searched IS brown mcolor With silver colored placards 
displayIng the numbers. whIch are black m color, of "." The placards are SItuated on the 
outsIde and near the center of the front door. The front door of the reSidence win be the second 
door from the left and the thIrd door from the nght of Building N. 



ATIACijMENT B 

Itemsto Be Setzed 

To execute thls warrant, the Courtauthonzesthe folloWIng procedures and selZUI'es: 

As used .In tlns Attachment, the terms, "documents" and "records," Include ltems m both 

digital/electronic and paperlhard copy formats. 

1. Computer(s), computer hardware, pnnters, scanners, software, related documentatlOn, 

passwords, data security deVIces (as described below), and data winch are 

mstrumentalities of and will contaIn eVidence related to thls cnme. The followmg 

definitions apply to the terms as set out m thlsaffidavlt and attachment: 

a. Computer hardware cOnststs of all equipment whlch ,can receIve, capture, collect, 

analyze, create,display, convert, store, conceal, or transmit electromc, magnetic, 

or ,smillar computer Impulses or data. Hardware mcludes any data-processmg 

devlces (including but not linuted to central proceSSIng umts and mternal and 

penpheral storage deVices such as fixed disks, external hard dnves, thumb dnves, 

floppy disk dnves and diskettes, and other memory storage deVices); penpheral 

mputloutputdeVIces (including but not limIted to keyboards, pnnter,VIdeo 

display momtors, and related commumcations. deVices such as cables and 

connections); as well as any deVices, mechanisms, or parts that can be used to 

restnct access to computer hardware (including but not limtted to phYSical keys 

and locks). 

b. Computer software IS digital Information whlch can be mterpreted by a computer 

and any of its related components to direct the way they work. Software IS stored 

in electrOniC, magnetic, or other digital fonn. It commonly mcludes programs to 

run operating systems, applications, and utilities. 

c. Computer-related documentation COnsiSts of wntten, recorded, pnnted, or 

electromcally stored matenal winch explams or illustrates how to configure or use 

computer hardware, software, or other related Items. 

d. Computer passwords and other data security deVIces are deSIgned to restnct 

access to ,or Inde computer software, documentation, or data. Data secunty 

deVices may COnsist of hardware, software, or other programmmgcode. A 
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password (a string of alpha-numenc characters} usually operates a sort of digItal 

key to "unlock" particular data secunty deVlces. Data secunty hardware may 

1Ilclude encryption deVIces, crups, and crrcUlt boards. Data seeunty software of 

digital code may 1Ilclude programnung code that creates ''test'' keys or "hot" keys, 

whIch perform certaUl pre"!set . secunty functions when touched. Data secunty 

software or code may also encrypt, compress, rude, or "booby-trap" protected data 

-to make it inaccessible or unusable, as well as reverse the progress to restore It. 

2. Any and all notes, documents, records, lists of e-mail account passwords, books, or 

correspondence coded or otherwlse pertamJ.ng to an Attempt to Provide Matenal ·Support 

to a Foreign Terronst Orgaruzation as defined m Title 18, Umted States Code, Section 

2339B. 

3. Any and all dianes, JOurnals, address books; names, and lists of nam~and addresses of 

mdiVlduals who may have contacted or have been contacted by the person usmg the 

computer, by use of the computer and/or for the purpose of commumcating WIth 

mdiVldualsm support of acts as defined m Title 18, Umted States Code, Section 2339B. 

4. Any and all commumcation deVlces to mclude fax machmes, cellular phones, calling 

cards or SIM cards whIch could be used to conduct commumcatlons to support any 

ProVlde Matenal Support to ForeIgn Terronst Orgamzation, as defmed under Title 18, 

United States Code, Section 2339B. 

5. Any and all correspondence Identifymg persons transmItting, through mterstate 

commerce 1Ilcluding by Umted States Mail or by computer,any VISual depIctiOns of 

mdivlduals 1Ilvolved m or m support of acts, as defined m Title 18, Uruted States Code, 

Section 2339B. 

6. Any and all records, documents, mvOlces and matenals that concern any accounts With 

any Internet Servlce PrOVIder. 

7 Any of the Items described m paragraphs 1 through 6 above wruch are stored ill the form 

of magnetic or electromc coding on computer media or on media capable of bemg read 

by a computer With the, aid of computer-related eqUlpment, mcluding floppy diskettes, 

fixed hard disks, or removable hard disk cartndges, software or memory m any form. 

The search procedure of the electrOnIC data contamed in computer operating software or 

memory deVIces may mclude the followmg techruques: 
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a S'lmI'eymg vanous ftle "direetones" and the Indivldualftles they contaIn 

(analogous to looiang atthe outside of a file cabmet for the markmgs It contaIns 

. and·opemng a drawer believed to contaIn pertInent ftles); 

b. "'Opemng" or cursorily reading the first few "pages" of such ftles m order to 

determine theIr preCIse contents; 

c. "scanmng" storage areas to discover and possibly recover recently deleted files; 

d."scanmng" storage areas for deliberately ludden files; or 

e. perfonmng key word searches through all electroruc storage areas to determme 

whether occurrences of language contamed In such storage areas eXIst that are 

mtimately related to the .subJect matter of the Investigation. 

8. Any and all papers, receipts, InVOIceS and lists that concern the procurement of any Item 

that mayJ;~ve been Involved In or In support of acts In Vlolation of Title 18, Uruted States 

Code, Section 2339B. 

9 Any and all papers, manuals, maps, clothmgarticles, bags, Identification cards and 

badges concemmg any semce branch of the Uruted States-Military or any local, state, 

federal, or tribal law enforcement entity 

10. Any and all flags, drawmgs, sketches, SIgns, sculptures, statues and paraphernalia 

displaymg or depu~ting any act, name, moniker, or other propaganda asSOCIated with any 

ForeIgn Terronst Orgamzation Identified by the United States government. 

11. Any and all firearms; to Include functional, non-functional or cuno firearms and 

ammurutions of any type and caliber. Any and all commerclal or homemade 

concealment deVlces. 

12. Any and all records, notes, bank records, finanCIal statements, loan documents, receIpts, 

SSN cards, calendars, JOurnals, maps, mstructions, and other papers or documents related 

to BUJOL, as well as those same Items contammg any aliases known or used by BUJOL, 

tbatare reasonably related to BUJOL's finances and/or efforts to prOVide matenal support 

to a forelgn terrorISt orgaruzation. 

13. Any and all documents, papers, pIctures, and other mdicla used to create false documents 

or Identification documents m any name. 
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