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anc ie Organization’s members are hidden From —ha Ssecuricy
Ts0nnel.

Mazingd of Tommunmization Among Members of she Organ:i AaTion:
1. Communication about undercover activity should be dene

using a good cover; it should also be quick, expliciz, and
percinent. That is, just for talking only.

2. Pricor to contacting his members, the commander of che cell”
should agree with each of them separately (the cell membe-s
snould never meet all in one place and should not know ope
anokther) on a manner and means of communication with each
otner. Likewise, the chief of the Organization should [usze
A similar technigue] with the branch commanders.

3. A higher-ranking commander determines the type and method
oI communicaticn with lower-ranking leaders.

Firzt Msans: The Taelephone:

Because of significant technological advances, security meacyres
for menizoring the telephone and broadcasting eguipment have
increased. Monicoring may be done by installing a secondary
line or wireless broadcasting device on a telephone that relays
the calls to a remote location ... That is why the Organizatien
cakes security measures among its members who use this means of
communication (the telephone).

1. Communication should be carried out from public places.
One should select telephones that are less suspicious Lo
thne security apparatus and are more difficult to monitor.
It ig preferable to use telephones in booths and on main
soreets.

. Cell er zluster mechods should ke adopted by the Organization,
- should be composed of many cells whose members do not know one
another, so that if a cell member is caught the other cells would
not be affected, and work would proceed normally. -

2



[ ]

Lat

L

UK/BM~-21 TRANSLATION

Zonversacicen shiouwld bhe ¢oded or in general tcerms S5O as no-
o alert zhe person menitoring [the telephone].

Ferlodically examining the telephone wire and the receiver,

Telephone numbers should be memorized and not recorded. =3
the brother has to write them, he should do so using a code
50 they do not appear as telephone numbers (figures from a

gshopping lise, eteg.)

The zelephone caller and person called should mention some
Wwords Or sentences prioer to bringing up the intended
subject. The brother who iz calling may misdial one of the
digits and actually call someohe 2lse., The person called
may <laim chat the call is for him, and the calling brother
may start telling him work-related issues and reveal many
chings because of a minor error.

In telephone conversations about undercover work., the voice
should be changed and distorted.

When feasible, it 13 preferakle to change telephone lines
to allow direct access to local and international calls.
That and proper cover facilitate communication=z and provide
saruriry protection not available when the central
telephone staticon in the presence of many employess Is
used.

Wnen a telephone [line)] is identified [by the securitcy
apparatus], the command and all parties who were using it
should be norified as soon as possible in order te take
Bappropriate measures.

When the command is certain that a particular telephone
[iine)] is being monitored, it can exXplolt it py providing
information that misleads the enemy and benefics cthe work
plan.
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a - -

-7. II the Organization manages to obrain famming devices,
ghould use them immediartely.

Fi:

Second Means: Maoazi=g in-person:

of che Organization. During che meeting the foellowing are
accomplished:

L. Informacion exchangs, 2. Giving orders and instructions, 3.
Financing, 4. Member follow-up

- Tu £ TH=Dargon Meeting:

Before the meercing, 8. The meerzing [itself], ©. After the
mesting
A, Before the Meating:

The following measures should be taken:

3 Jd

l. Designating the meeting location, 2. Finding a proper
cover for the meeting, 3. Specifying the meeting date and
time, 4. Defining special signals between those who meet.
1. Idencifying the meeting location: If the mesting
logation 13 stationary, the following matters should be
ohserved:

I--

The location should be far from police
stations and security centers.

i1. Ease of tcransportation to the location.

iii. Selecting the leorcation prior to che meecing and
learning all its details.

iv. If the meeting location is an apartmentc, it should noc
be the first one, but one somewhere in the middle.

7. The availability of many roads leading to the meetin
lacation. That would provide easy escape in case coe
location ware raided by securicy personnel.
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1. The locacion should not be under suspicion (bv the
securicy [apparatus])

vii. The apartment where the meeting takes place shouls be
on cne ground floor, to facilitate escapa.

viii . The ability to detect any surveillance from thac
locacion.

Ix. When public transportaticon is used, one should alighks
ar some distance from the meeting leocation and
continug on foot. In the case ¢of a private wvehicle,
one should park it far away or in a secure place so as
to be able to maneuver it guickly at any cime.

Zf the meeting location is not statignary. the following
marcers should be chserved:

i. The meating location should be at the
intersection of a large number of main and
side streecs to facilitate entry, exit, and
ascape.

ii. The meeting locacion (such as a coffee shop) should
not have members that might be dealing with the
SeTUricy apparacus.

Lii, The meeting should not ke held in a crowded place
because that would allow the security personnel to
hide and monicor those who meet.

iv. It is imperative to agree on an alternatiwve location
for the meeting in case meeting in the first is
unfeasible. That holds whether the meeting place is
Stationary or not.

Those who meet in-person should do the following:

i. Verifying the security situation of the location
before the meeting.
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Zi. Ensuring that there are no securicy personnel behind
them or at tne meecing place.
1ii. Net heading o the locazion directly.

iv. <Cleching and appearance should be appropriate for zhe
meering location.

V. veriﬁying that private documents carried by the
brother hawve appropriate cover.

vi. Prior te the meening, designing a security plan thatz
specifies what the security personnel would be told in
case the location were raided by them, and what (the
brothers] would resort to in dealing with the securicy
personnel (Zleeing, driving back, ...}

canding a proper cover for the meeting: [The cover]

i . siiould blend well with the nacure of the locacion.

LV

12, In zase they raid the place, the security personnel
should belisve the cover.

iii. should neot arcuse the curiosity of those present.

i1v. should match the perseon’'s appearance and his financial
and educational background.

7. should have documents that support itc.

vi. provide reasons for che two parties’ meeting (feor
example, one of the two partie= should have proof that
he iz an architect. The other should have documents
as proof chat he is a land owner. The architect has
produced a construction plan for the land)

Specifving the Meeting Date and Time:

L. Specifyving the hour of the meeting as well as the
date.
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speciiving the tiTE oI Zoth parcies’ arrxival and -=
time of the Zirst pariy’'s departure.

F1-
[ X

p=2
'_I

112, Speciiying how long the meering wil asz.

|

iv. Speciiyving an alrternative date and time.

v, Not allowing a long period of time between making zhe
meeCing arrangements and the meesting itself.

4. Designating special signals between those who meet

If the twe individuals meeting kmow one another’'s shape and
appearands, it i1s sufficient t£o use a single safety sign.
In that case,] the sitting and arriving individuals inform
2ach other that there is no enemy surveillance. The sign
may be keys, beads, a newspaper, or a scarf. The two
parcies would agree on moving it in a special way so as not
to attract the attention of those present.

anothey

a. The initial sign for becoming acquainted may be tharc
both of them wear a certain type of clothing or carzsy
a certain item. These signs should be appropriate for
the place, easily idencified, and meet the purpose.
The irnitial sign for becoming acgquainted does noc
[fully] identify one perscn by another. It does that
ac a rate of 30%.

b. Safety Signal: It is given by the individual sitting
in the meetcing location to inform the second
individual that the place is safe. The second percon
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would reply through signals to inform the fi=st
that he is not being monitorsd. The signals are
ag:e;d upon orevigsusly and should not cause
suspicion. '

o & second signal for getcing acquainted is one ip which
cthe arriving person uses while sitting down. That
signal may be a certain clause, a word, a sentence. or
a gesture agreed upon previously, and should not cause
susplcion for chose who hear it or see if,

ihe Stage of the Meeting [ikselfl: The following measures

snould be taken:

k

Lin

Caucion during the meeting.

Not acting unnacurally during the meeting in order not
Lo ralse suspicion.

Not calking with either loud or very low wvoices
{ [should be] moderace).

Not writing anything that has to do with the meeting.

Agreeing on a security plan in case the enemy raids
the location.

Afrar the Mesrina: The following measures should be taken:

Not departing togetcher, but each one separately.

Not heading directly to the main road but through
secondary ones.

Not leaving anything i1in che meecting place that might
indicate the identicty or nature of those who met.

Meeting in-person has disadvancages, such as:

3

Allowing the enemy =o capture those who are meeting.

Allowing them [the enemy] to take pictures of those
who are meeting, record thelr conversation, and gather
avidence against chem.
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3. Pevealing the apoearance ¢of the commander co the orher
perscn. However, tnat may be avolded oy taking che
previcusly mentioned measures such as disguisin
h;mself well and changing his appearance (glasses,
Wig., e1s.)

This 15 an intermediary Detween the sender and the receiver.
The messenger should possess all characteristics mentioned in
che first chapter regarding the Military Organizacion's member.

These are the security measures that a messenger should take:

1. Enowledge cof the person to whom he will deliver the
Mmessage.

b3

Agreement on special signals, exact date, and specific-

time.

3. Selecting a public street or place tchar does not raise
suspicion.

4. Going through a secondary road char deoes not have

check poLnts.

3. Using public transportation (frain, bus, ...} and
digembarking before the main station. Likewise,
aembarking should not bhe done ar che main station
either, were there are a lot of security personnhel and
Infarmancs.

&. Corplece Enowledge of che location to which he Is
goling.

1]

T

oiteen Magns: Letters:

Thig means {letters) may be used as a method of communication
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Devween members and the Organization provided that the follewing
SSCUrICy measurss are taken:

=

4 21

-]

—

—u Is “orbidden to write any secret informaricn in the
Lecter. If one must do so, the writing should be done
in general rerms.

The letter should not be mailed from a post office
clogse o the sender’s residence, but from a distant
one.

The letter should not be sent directly toc the
receiver’s address but to an inconspicucus location
where there are many workers from your country.
Afrerwards, the letter will be forwarded roc the
intendad receiver. (This iz regarding the overseas-
bound leccer).

The =ender’'s name and address on the envelcpe should
ke fictitious. In case the letters and their contents
are discovered, the securicy apparatus would not be
aple to detcermine nis [(the sender's] name and addresc.

The envelope should not be transparent so as to reveal
the letter inside.

The enclosed pages should not be many, S0 as not to
raize suspicion.

The receiver’s address should be writcen clearly so
that the letter would not be recurned.

Payving the post office box fees should not be
forgotten.

Considering its modest capabilities and the pursuit by the
security apparatus of its members and forces, the Islamic
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cMIlizary Orgarization cannot chtain theses devices. In cace =—he
Orgarizarion is able to obiain them, firm security measures
snouw.d be taken o secure communication bBetween =he pearbers
the countiry and che command outside. These measures are:

-
e

. “he GQuration of transmission should not exceed Zive
FinuCes 11 Qorder to prevent the enemy from pinpointing
the device location.

2. The device should be placed in a location with high
wireless fregquency., such as close to a TV station,
embassies, and consulates in order to prevent the
enemy from identifving its location.

3. The brother, using the wireless device to contact his
command outside the country, should disguise his
voloe,

The time of communication should be carefully

L2

specified. .

5. The freguency should be changed from time to cime.

B . The device should be frequently moved from one
location to another.

7. Do not reveal vour location to the entity for which
Vil report.

B. The conversation should be in general terms =0 as not
to raise suspicion.

Trar =

The members of the Qrganizacion may move from one locatisn Lo
another using one of the following means:

a. Public cransportation, B. Private transportation
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23 Meagures chat Should ze Observed in Public

-

100

tti

[ i

Lk

[ F)]

LY

-

One saould select public transportation that is naot
subject o Irequent checking along che way, such as
crowded trains or public buses.

Boarding should be done ar a secondary station, as
main stations undergo more careful surveillance.
Likewise, embarkment should not be done atc main
scations.

The cover should match the general appearance (touriss
bus, first-class train, second-class train., acc) .

The existence of documents supporting the cover.

Placing important luggage amcng the passengers’
luggage without identifying the one who placed it.
If 1¢ 1= discovered, its owner would not be arrested.
In trains, it [the luggage] should be placed in a
different car than that of its owner.

The brother traveling on a "special mission" should
not get involwved in religious issues (advocating good
and denocuncing evil) or day-to-day matters (seat
reservacion, ...). -

The brother traveling on a mission should not arrive
in the [destinatien] country at night because then
travelers are few, and there are [search] parties and
check points along the way.

When cabs are used, conversation of any kind should
not be started with the driver because many cab
drivers work for the security apparatus.

The brother should exercise extreme caution and apply
all security measures to the members.
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Securlsy Measores —hat Should be Obsarved in Drivare
T ransTorC-ation:

Drivaze transportation includes: cars, motoroycles

-

*
2.

Lrh

o

angd motorcycles used in owvert accivicy:
One should possess the proper permit and not viglace
traffig rules in order to avoid trouble with the
police.

The location of the wehicle should be secure so that
he securlty apparatus would not confiscate it.

e wvehicle make and model should he appropziate foo
he pzZotner's cover.

The wvehicle should not be used in special military
operations unless the Qrganization has no other
cholice,

and motorcycles used in covert activity:

Arrention should be giwven to permits and [obkeying] zhe
tralfiic rules 1n order to avoid trouble and reveal

their artual missicn.

L =

The vehicle should not be left in suspicious places
{desercs, mountains, etc.). IL it must be, then the
work should be performed at suitable bimes when no one
would keep close watch or follow it

The wehicle should ke purchased using forged documents
50 —hat getting to 1its owners would Dhe preavented once
it is digscovered.

For the sake of continuity, have only cne brother in
charge of selling.

While parking somewnere, one should be in a position
ro move guickly and flee in case of danger.

The car or motoroycle color should be changed before
ke operation and returned to the original aiter the
opeEratlion.
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The license plate numper and county name should be
falsified., Further, the digics should be numersus in
order to preévent anyone frem spotting and memarizing

1w
b -

The operation wehicle should not be raken o large
gasoline stations so that it would not be detected by
the segsurizy apparatus.
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SZXTH LESSON

TRAINING
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- The following security precautions should be raken duricc
The training i

ke Dlace:

The place should have the following specificaticns:

1, Distance from the populated areas with rthe

availability of living necessities.

2. Availability of medical services during the craining.

-4t

3. The place should be suitable for the type of craining
iphysical ficness, shooting, tcastics).

4. Ng one except the trainers and trainees should know
abour the place.

. The place should have many roads and entrances.

&. The place should be wisited at suitable times.

7. Hid%ng any training traces immediately after the
craini ng.

2. Guarding the place during the training.

= Appropriateness of the existing facilities for the

numper of training members.

10, Exclusion of anyone who is not connected with the
training.

L1. Taking all security measures regarding the
astaplishmant.

12. Distance of the place from peolice stations, public
gstablishments, and the eyes of informants.

13, The place should not be situared io such a way that
the training and tcrainees can be seen from ancther
locacion. :
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The Traingag:

LK

Oy

Sefore proceeding to the craining place, all securizvy
measyures connectced with an undergover inadividual
snouic be taken. Meanwhile, during training at zhe
nlace, personnel safety should be ensured,

Selecting the trainees carefully.

The crainees should not know one ancther.

The small size of groups that should be togecher
during the training (7 - 10 indiwviduals).

The trainees should not know the training place.

Zstablishing a training plan for each trainee.

1

All measures taken with regard teo the commanders apply alse o
chae trainers. Also, the following should be applied:

¥}

i

Fewness of the trainers in the training place. Only
those conducting the rtraining should be there, in
order not to subject the training team to the risk ol
saecurlty exXposure.

Mot revealing the identity of the trainer Lo trainees.
¥eeping a small ratic of trainees to trainer.

The training team members should not know cne another.
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SEVENTH LESSOMN

WEAPONS:

MEASURES RELATED TO

BUYING AND TRANSPORTING THEM
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Prior to dealing wizh weapons, whether buving, LIansporting, or
storing chem, 1t is essential to establish & careful, systemacic
end Iirm sefuricy plan that plan deals with all stages. Tt iz
mecessary Lo divide that cask into scages: Firstc Stage: Prior =o
furcnase; Second Stage: Purchasing; Thirzd Stage: Transpors:
Fouron Stage: Starage.,

1. ?r?ﬂr co Puzchase Stage: It is necessary to take the
following measures:

a. In-depth knowledge of the place where weapons will be
purchased, together with i1ts entrances and exits.

o, Verifving there are no informants or security
personnel at the place where purchasing will take
place.

c. The place should be far from police stacions and

government establishments.

d. Not proceeding to the purchasing place directly by the
main road, but on secondary strests.

il

Periorming the exercises to detect the surveillance,

I 1

One’'s appearance and clothing should be appropriate
for the place where purchasing will take place.

The purchasing place should not be situated in such a
way that the seller and buyer can be seen from another
location. To the conktrary, the purchasing place
shoueld be such that the seller and buyer can ses the
sUrrounding area.

i}

k. Detaermining a suirable cowver for being in that place.

The place should not be crowded because thar would
facilitate the police hiding among pecple, monitcoring
the arms receiving, and consequently arresting the
brother purchasing.
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In case one of che parties ZIs unabhle to arrive, -
2Ssantlal o prearrange an alternacive place and tirme
with —he seller,

=ing a_time suitable for the purchasze go =SHat it
noT raise suspicion.

Prior to purchasing, the seller should be cested to
ensure tiat he 1s not an agent of the securircy
apparatus,

Preparing a place for storage prior to purchasing.

The Murchase Stage:

Ty
ey

verlifying that the weapons are in working condition.

Not paying the seller the price for the weapons before
viewing, inspecting, and testing them. '

Mot telling the seller about the mission for which the
wWeapons are being purchased.

Extreme caution should be used during the purchasing
operation in the event of any unnatural behavicr by
the seller or those around vou.

Mot lLengthening the time spent wicth the seller. It is

importantc to depart immediately after purchasing the
WeAPOIS .

Transport Stage:

Avald main roads where check polnts are common.
Choose a suitable time for transportcing che weapons.

Observers should proceed on the road ahead of the
transportation vehicle for early warning in case of an
amaroandsi, .

ot proceeding directly to the storage place uncil
frzar verifving chere is no surveillance.
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Curing the Cransport Stage. weapDons should be Ri
in a way that they are inconspicusus and Siffieu
Find,

|l # 1]

M gh
q1]
1 1

L]

The route for cransporting the weapons should be
determined wvery carefully.

we;ifying the legalli:ty of the vehicle, performing izs
maintenance, checking its gascline and warer levels
SCg.

Driving the car normally in order to prevent
accidents.

The Storage Stage:

i

In order to avold repeated transporting, suitable
scorage places should be selected. In case the
materials are bombs or detonators, they should be
procected from extreme heat and humidicy.

Explosive materials and detonators should be saparaszed
and stored apart from each other.

Caurion should be exercised when putting deconacors i
the arsenal.

Lubricating the weapons and placing them in woodan or
plasctic ¢rates. The ammunition should be treated
likewise.

selecting an arsenal, consider the following:

L.

[T

The arsenal should neot be in well-protected areas, or
close to parks or public places.

The arsenal should not e In a "noe-man’s-land.”

The arsenal should not be in an apartment previously
uzed for suspicious activitcies and often {reguented by

security personnel.

The arsenal should not be a room that 1s constantly
used and cannot be given up by family members who <o
not xnow the nature of the father or hushand’'s work.



Lii

iy

UR/BM-50 TRANSLATION

The aparcment selected as ar arsenz’ should be owmed
by the Qrganization or rented on 4 long-term hasis,

The nrother responsible for storage should nmot wvizis
=2 arsenal {requently, nor toy with the weapons,

The arsenal keeper should record in a book al:

Weapons, explosive materials, and ammunisienr. That

‘Beok should be coded and well seacured.

Only the arsenal keeper and the commander should koow
the location of the arsenal.

It i5 necessary Lo prepare alterpative arsenals and
not leave any leads in the original arsenals to the
alternative ones.
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EIGHT LESS50N

MEMBER SAFETY
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This = a set of measures taken by members who perform
undersover misslons in crder To prevent che enemies Srom
getting to them.

1

It 1s necessary for any party that adopts Jihad work and
has many members to subdivide its members into thres
groups, each of which has its own security measures. The
chrea groups are:

1. The overt member, 2. The covert member, 3. The
commander

Measures that Should be Taken by the Qvert Member:

1. He should not be curious and inquisitive about matters
that do not concern him. ’

2. Ye should not bhe chartcy and talkative about everyching
he knows or hears.

3. He should not carzy on him the names and addresses of
those members ne knows. If he has to, he should kesp
rhem safe.

4. During times of securicy concerns and arrest campaligns
and especially if his appearance 15 Islamic, he should
reduce his visits o the areas of trouble and remain
at home instead.

3. When conversing on the telephone, he should not talk
abour any information that might be of use rto che
STy .

8. When sending letzers, he should not mention any

information that might be of use to the enemy. When
receiving lecrers, he should burn them immediately
afrer reading them and pour water on them Lo prevent
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the eremy Irom reading chem., Further, Ae should
destrey any traces of fire so che enemy would noc
find out that someching was burned.

degzures tnat Should be Taken by she Undercover Member:

In accditicn to the above measures, the mamber should

1.

Pk

on

LS|

i

111

Mot rewveal Nis true name to the QOrganization's members
who are working wicth him, nor to the [Islamic] Da‘wa
[Cailj.

Have a general appearance that does not indicate
Islamic orientation (beard, toothpick. book, [long]
shirt, small XKoran).

Ba careful not to mention the brothers’ common
expressions or show their behaviors (special praving
appearance, "may Allah reward you®*, "peace be on you"
wihile arriving and departing, ete.)

Avold wisiting famous Islamic places {(moscues,
libraries, Iglamic Zairs, etc.)

Carry falsifiied personal documents and know all the
information they contain.

Have protection preceding his wisit to any place while
moving about (apartment, province, means of
cransportation. etc.l.

Have complete and accurace knowledge of the security
status relaced to those around him in his place of
work and residence, =0 that no danger or harm would
catch him unaware. :

Maintain his family and neighborhood relationships and
should not show any changes cowards them so that they
woirld net attempt to bring him back [from the
Organization] for securlcy reasons.

Not resort to utilizing letters and messengers except
in an emergeEncy.
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Not speak loudly.

Not ge:t involved in advocating good and denouncing
2vi. 1 Order not CoO atiract attenfgion to nimsels.

Sreak the daily routine, especially when performing an
undercover mission. For example, changing the )
departure and return routes, arrival and departure
times, and the store where he buys his goods.

Not causing any trouble in the neighborhood where ha
lives or at the place of work.

Converse on cthe telephone using special code so that
he does not actract attention.

Not contacting the overt members excepht when
necessary. Such contacts should be brief.

Not fall intoc the enemy’s excitement trap, either
through praiging or eriticizing his Organization.

Performing the exercises to detect surveillance
whnenaver a task 135 to be performed.

Not park in no-parking zones and not take photographs
where it 1s forbidden.

Closing all that should be closed befors departing the
place, whether at home or his place of undercover
work,

Not undergo a sudden change in his daily routine or
any relationships that precede hiz Jihad involvement.
For example, there should not be an cbvious change in
hiis habits of conversing, movement, presence, or
disappearance. Likewise, he should not be hnasty to
gever his previcus relationships.

Not meet in places where there are informers. such as
coffee shops, and net live in areas close to the
residences of imporrcant perscnalicies, government
establishments, and police stations.
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2. HNot write down on any media, specially on paper, zhas
could show the traces and words of zhe pen by ribbing
the paper withh lead powder.

Ee T

£l
L M-

The commander, whether in overt or covert work, has special
importance foar rthe following reasons:

1. The large amount of informarion that he Dossassas,

2. The difficulry of the command in replacing che
commander .

3. Therefore, all previously mentioned security

precautions. regarding members should be heightened for
cthe commander. Many resources should be reserved for
protecting the commanders.

Imporcant MNota:

- Married brothers should observe the following:
1, Not talking with their wives about Jihad work.
2. The members with security risks should not travel with

thelr wives, A wife with an Islamic appearance {veil]
attracts attention.



UEK/BM-55 TRAMSLATION

NINTH LESSON

SECURITY PLAN
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pelfining Securicv Dlan:

Thnis 1s a ser of goordinated, cohesive, and integrated measures
that are related to a certain activisy and designed to confuse
and surprise the.enemy, and if yncovered, to minimize the work
loss as Tuch as possiple.

Importance of the Securicy Dlam:

The work will be successful if Allah grants that. The mare sol:id
is the security plan, rche more successful [the work] and the
fewer the losses. The less solid the security plan, the less

-

successfiul [the work] and che greater the lossas.

Sgecifications of the Securiry Policy: A pnumber of conditions
should be satisfied to help the security plan to succeed. These

ara: [It should be]

a. regalistic and based on fact so it would be credible to the
enemy hefqore and after the work.

5. coordinated, integrated, cohesive, and accurate, without
any gaps, to provide the enemy [the impressicon <of] a
continuous and linked chain of events.

r

simple so0 that the members can assimilate it,

creative.

L2

flexible.

T

. seCcretive.

The Method of Imolementing the Security Plan: There should be a
securicy plan for esach activity that is subject to being
uncovered by the snemy. For example, the brother who i1s chargea
with a certain mission might be arrested. t i=, therefore,
aszzential rthat a security plan be designed for him through which
he will be able to deny any accusation. Likewise, for the group
ass:igned a collective mission, there should be a security plan
to which all members are committed. Each member would then f£ind
out, Learn, and be trained in his rele co ensure his
assimzlation of it.
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::_thi lesson, we shall cover many examples of securicy plans
re.dted O CEXrTain matters: i

E. Security plan for an individual missiocn. 2. Security plan
ol 4 group (important meeting). 3. Security plan for a group
misslon (assassination operation).

lan for an tridual md

1. Example of a securir
{training in Afghanistan):

Srior to Departure: Traveling through an airpert, the brother
might be subjected 2o incerrogation. Ikt is essential rhar he
oe taught the answers to cthe following anticipated cuestions:

What are the reasons for your travel?

How did you get the money for travel?

How long 1s the travel period?

Who will meet you in the arriwal country?

What will vyou be doing in the arrival country?

(5 I o T I T

There are different degrees of interrogation)

Jurong Travel (transit councryl): The brother should be taught
tne answers to the following cuestions:

Why are you goling to Pakistan?

Do you belong to an religious organizacions?
How did vou get the travel money?

Whe got you the visa to Pakistan?

What will you be doing in Pakistanv?

Wicth whom will you be staving in Pakistan?

ST R I T B

arrival Couyntry (Pakistan): The brother should be taught the

answers to the Zollowing qQuestions:

. Why did vou come to Pakistan?
How long will you be spending in Pakistan?
With whom will you be staying?

e
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-IZansit Councxw (Returnl: The brother should be taugh= -he
anawers to the following guestion

Whnat were you doing in Pakistan?

Are vou a Jihad fighrer?

Jo you belong to religious organizations in your counrcyy?
Why did you come Co our count in parzicular? )
Whom will you be sraying with now?

How long will you spend here?

" fal LCF 71 AU Ee

Eoerurnt Country [(Returnin

A. What were you Jdoing in the transit country?

5. Addresses and telephone numbersz of those who hosted vou
during your stgay? '

. Whom did vyou wvisit in your group, and for how long?

Whoan Trayel i i LSCovered:

A What were yvou doing in Pakistan or Afghanistan?

= In which camp were vou trained?

c. Who trained you? On what weapons were you trained?

0. Who assigned yvou to go to Afghanistan?

=. Whom will you contact in your country?

F. What are the tasks and missions that yvou intend [o executze

in your country?

E. Whno else trained with yvou in Afghanistan?

H How many of your countrymen are in that camp and in
Afghanistan?

T. What are their names? .

J . Who are the group commanders there [in Pakistan]? Where do
they live and what do they do?

%, Wwhat things do the commanders talk about?

An Example of a Security Plan for a Croup Mission (Important
Meering). The meeting is of two types:

% meeting held by those responsible for owverrt work. That
[meeting] is held in many places [(mosgue, apartment, ...)
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3, A meering held by those responsible for covers work., Sor
tnat [meeting], great effor:t on our pars should be
exercised o ensure ibs safecy. We zhall discuss =ka-
meeting and what makes it secure Srom enemies spies.

The securlzy plen for that meeting is divided into sevaral

A. Before the meeting, B. The meeting location, €. During che
meeting, D. After the conclusion of meeting, E. In case securicy
personnel storm the meeting place and capture cne of the
membars.

A 2efore the meeting: Here the meeting for covert work is
divided inco:

Meercing tion: A meeting where more than
three members gather to'discuss a plan or prepars for an
actiwvicy.

Mobile Meering {Encounter): A meeting among a small number
of members, not more than three, to inform [one another] of
a4 certain issua.

Security Measures Necessary Prior to the Stationary

Meerine:

. Establishing a plan suitable for the members if any of
them is arrested. It consiscs of:

Who 1s the owner of the apartmenc?
What was discussed in che meecing®
Who was with yvou?

What was agreed upon?

2. Specifying the timing of the meeting in such a way as
net .o raise suspicion of che members '™ movements.

3. Not allowing a long pericd of cime between specifying
the meeting time and che meercing icself.

3. Securing the meeting locaticn and the routes leading
to it by the following:

a. Ensuring the security status via telephone.
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D. Assianing members to monitor the place
pefore and during the meeting.

o. Flanting a memder close to the nearest enemy
secfurlty point {(police station, securitcy
administration! to communicate the firsc
signt of security movemenr.

d. Posting an armed guard to stop any attack
and £o give those meetcing a chance to
ezCcape .

L

Specifying what would happen in the event the
policge storm the place.

&)Y

Thoze members going to the meeting should
consider the following:

a. Ensuring that the enemy is noc behind them
wnile on rthe way to the meeting place.

D. Mot heading directly to the meeting place
but through secondary places.

. Not going to the meeting place as a group
bur individually, with time gaps between
them.

d. Thae ¢lothing and appearance should be
suitable for the meeting place.

&, If the brother uses public transportation,
ne should alight before or aiter the meecing
location. In case he has a priwvate car, he
should park it in a secure place not near
the location that allows him to maneuver
quickly at any moment.

£. Verifvyving the proper cover for the Jdocuments
ne has with him.

g. If a member is armed, he should make sure
that the weapon is in good working
condition.

N 1xiry Measures Pri ile Meetd : When a
brother goes to a certain meeting (mobile meeting), he should
=ayiew these things: '
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&, Is he sure that the enemy is no:t bening kim nor
4L the meeting place?

. Who will meet him?

C. -5 there anything that might raise suspicion?

d. 15 this the Iirst appointment or the second
lalcernative, changed)?

a, Does he know the meeting place in detail?

f. Are his appearance and clothing suitable for the
location wiere he will stand [meet]?

o. Ig his weapon in good working condition?®

o

What is the alternative for each accion?

+J-

Not going directly to the person whom he would
like to meet. Werifying the person’'s appearance
and features.

The Sracionayy Meating [ocation: It is necessary that ic
have special characteristics to coniront any danger o ¢
mesCing membDers:

he

1. Location-wise, it should be in the middle of a group
of houses, not at the beginning.

2. Having many routes leading to that location. That
would assist entering and exiting in many ways.
Consequently, i1t makes surrcunding the place difficult
and facilicates escaping from danger.

3. The location should not be close to suspicious
locations ([where] individuals or astablishments work
with the security [apparatus]).

4. It ig preferahle that the aparrment be cn the ground
floor and have a telephone.

The Mobile Msesing Location [(Encounter):

1. The meeting location should be at the intersection of
many roads where it is easy to come, go, and flee.
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3. The meecing should be held far fzom places where i= ic

believed some of whose elements deal with the securisy
apparatus (coffee shops).

The place should not be crowded hecause thar allows
security personnel oo go undecected.

[ =

L

I; 15 necessary to have alternazive locarions an
times. That would make it difficulr for sesyris
personnel to monitor the place.

The following should he observed:

1. Establishing a security plan that consists of the

Following:

a. Froper cover for the members® presence (students,
for example, it is necessary to have books,
notebooks, ...}

b. Verifying that personal documents match the
agreed-upon Cover.

c. Not having written direction to the meeting
place. If that is necessary., it should be coded.

d. Mot having or leaving food or anything else that
would reveal the presence of many people.

e, Surrounding the place with barb wire. That

depends on the importance of the meeting and if
there are items that cannot be carried during
escape.

Afrer the Conclusion of the Meeting:

L. Departing singly or in pairs, depending on the number
of members present.

2. Not heading directly onto main roads but to secondary
ONeESs.

3. Mot speaking about what was discussed in the meeting,

during or after departure.

4. Removing all observers after the members depart.
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Not leaving anything that would lead [to the facr
that] there was anyvone there except —he gwner.

Ln

E. Zaldipgg and capturing one of the membarsg,

H Eataélishing a plan to repel the aztack, which
consists of the fellowing:

a. Whe will engage the enemy with bullets?

b. Whe will flee with the important
documents and who will burn the

resc?

c. Not heading directly to other
organization locaticns.

d. Specifying the escape roads and
STreers.

2. If the place is surrounded by barb
wire, make sure all members have
leftc.

In case an individual is caught, the fellowing should be
done:

Executing what was agreed upon with the brother in the
security plan.

If the brother has important work position (commander, one

who knows tche arsenal locations, ...}, whatever is
necessarcy should be done before the enemy discovers
anything.

Instruct all members not to go to the mesting locacion.

Inform all members of the telephone number of thac
apartmentc in order to mislead the snemy.



UR/BM-65 TRAMSLATION

an Example of a Securicy Plan for a Group Mission (assassin Ting
(L ITDOTNTANL personl’: Assassination 1= an operation of mili-ar
means end basic security. Therefors, it is essan-izl Thas zhe

carmancers Who establish plans related to assassinacion give
ATTENTION LS Two l1ssSues:

First Issue: The importance of establishing a careful,
systematic, and solid securicy plan to hide the operacion from
e enemy until the time of its execurtion, which would minimize
the logses in case the executing party is discovered.

Second Issue: The importance of establishing a tactical plan
Zor the assassination cperation that consists of the operacional
faczors themselves (members, weapons, hiding places ...} and
facrtors of the operation (time, place). In this example, we
shall explain in detail the part related to the securitcy plan.
The par: relazed te cperaticnal tactics will be explained in the
lesson on speclial operational tactics.

Security Plan for the Assassination Operation: The security plan
must take inte account the following matters:

A, The Commander: The security apparatus should not know
nis whereabouts and movements. All securicy measures
and arrangements related to members of the Milirary
Organization (soldiers, commanders) apply to him.

3. The Members:

1. They are elaments who are selected from wvarious
provinces and are suitable for the cperation.

2. During the seleccion process, members should not
know one another. They should not kaow the
original planners of the operation. In case they
do, the commander should be notified. He then
should modify the plan.

* It is possible to also say “kidnaping an imporctanc
person." All security measures and arrangements i ASSASS1NACIOD
and Kidnaging are the same. -
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They should be distribused as small groups (3
mempers) I1n apariments that are not known exceps
to cheir propriecors. They should alse be given
field names.

Lad

4. During the selection process, consider wherher
thelr absence from their familie= and iocbs would
c}ga:ly Attract attention. We also apply to chem
all security measures relaced to the
Droanization's individuals (scldiers).

Method of Operating:

-

1. The matters of arming and financing should not be
known by anvone except the commander.

The apartments should not be rented under real names.
They [the apartments] should underge all security
measures related to the Military Organization’'s camps.

Fud

3. Prior bto executing an operation, falsified documents
should be prepared for the participating indiwviduals.

4. The documents related to the operation should be
hiddenn in a secure place and burned immediacely atfrter
the operation, and traces of the fire should be
removed.

n

The means of communication between the operation
commander and the participating brothers should be
established.

T

Prior co the operacion, apartments should be prepared
to hide the brotchers participating in ic. These
apartments should not be known except to the commander
and his soldiers.

Reliable transportation means must be made available.
It is5 eszential that prior to the operation, these
means are checked and properly maintained.

Interrogation and Investigation: Prior to executing an
operation, the commander should instruct his soldiers aon
what to say 1f they are captured. He should explain that
more than once, in order to ensure that they have
az=zimilated ic. They should, in turn, explain it back to
che commander. The commander should also sitc wich each of
chem individually [and go over] the agreed-upon macters
that would be brought up during the interrogation:
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1. The one who conceived, planned, and execuced this cperanion
was a brocher who has a record of thosSe macrers with ERe
aramy .

2. During the Interrogation, each brother would mention a

story that sults his personal status and the province of
nis residence. The story should be agreed upon with the
commander .

3. Each brother who is subjected to interrogation and corsure,
should state all that he agreed upon with the commander and
not deviate from 1it. Coordination should be maintained
with all brothers connected to the operatcion.

Note: The fictitious brother who the brochers say conceived,
planned, trained, and executed the operation, should be sent
away on a journey [outside the country].
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TENTH LESSON

SPECIAL TACTICAL QPERATIONS
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rariopns':

These are OpSratlions using military means and basic securicy.
Special operacions are some of the tasks of groups specialized
=l inte__lgence and securigy.

£ Memhers =h

e

racterisrticsg

Ooeracions:

eciali im the Special

1. Individual's physical and combat fitness {jumping,
climbing, running., etc.}.

Good training on the weapon of assassination, assaul:,
kidnaping, and bombing (special operaticns).

Possessing cleverness, canniness, and deception.
Possessing intelligence, precision, and alertness.
Trangquility and calm personality (that allows coping with
psychological traumas such as those of the operation of
blocdshed, mass murder). Likewise, [the ability to
withstand] reverse psychological traumas, such as killin
cne or all members of his group. [He should be ablej to
proceed with the work.

Special ability to keep secrets and not reveal them to
AnYone .

[Good] security sense during the interrogation.

Great ability to make quick decisions after altering cthe
agreed-upon plan (proper actions in urgent situations).
Fatience, ability to withsrand, and religiousness.
Courage and boldness.

. Unknown to the security apparatus.

F.}

LFN o= Lk

o

LR

e

| i

Weapons of Speci i

Cold sreel weapons (rope, knife, rod, ...).

<. Folsons
3, Pistols and rifles
4. Explosives

Wle note that special operations include assassinations, bombing
and demolition, assaulc, kidnaping hostages and confiscacing
documents, freeseing prisoners.

*Review in detail the notebook: Lessons in Special
Operacionsg. -
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Inmortance of Special Onerationg:

-1
- -

2.

Lok

L

o

I{.

Boosring Islamic morale and lowering chaz of the enemy,

L

reparing and training new members for future tasks.

EY

&~ Igrn of necessary punishment.

Mocking the regime's admirarion among the population.

Removing the personalities that stand in the way of the
[I=siamic] Darwa [Callj}.

Bgitating ithe population] regarding publicized macrcers.

Rejecting compliance with and submission to the regime’s
practlces,

Giving legitimacy to the Jama'a (Islamic Group].
Spreading fear and terror through che regime’'s ranks.

Bringing. new members to the Organization's ranks.

Digagvanrages of Special Operations:

"
.

L

Sestraining the [Islamic] Da‘wa [Call]l and preachers.
Revealing the structure of the Military QOrganization.
Financiaily draining the Military Organizatiomn.

Uge of [operations] as propaganda against the Islamie
gema’a [Group].

Spreading fear and terror among the population.

The raegime’'s safeguards and precautions against any othar
operatbion.

Special operations cannot cause the fall of the regime in
Cowear,

Tnerease in failed joperation] attempts <cause an insrease
21 She regime’'s oredibility,

[Cperacions] cause the regime to assassinate the Jama'a
[Izlamic Group] leaders.
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Y. 3Beoosting enemy morale and lowering that of che
Jrganization’'s members in case of repeazed failure.

i1, M;ﬁ;ers of the Organization lose faith in -hemselves and
their leaders in case of repeatedly failed special
cperatlons. Tha inverse 13 also true.

Mecesgary Characteristics of Special Operations:

A successiul special operation requires the following:

1. A security plan for the operation (members, weapons,
aparcments, documents, etc.). This rejquirement has been
explained in detail in the security plan [lesson]. Hefer
To iL.

2. A cperaticnal tactical plan. This requirement will be

explained in this lesson in detail.

Tactical Plan:

4 gpecial operaticon mast have stages. These stages are
inegrated and inseparable, otherwise, the operation would fail.
These sSrages are:

1. Research (reconnaissancel stage.
2. Flanning stage.

3. Exacution stage.

b, Research [(reconnaissance) stage:

In =his srtage, precise information about the target is
collected, The target may be a person, a place, or ...

Tor example, when attempting to assassinate an important target
- & personality, it is necessary to gather all informacion
related to that target, such as:

His name, age, residence, social status

Hizs work _

Time of his departure to work

Time of his return from work

The routes he taxes

How he spends his free time

Hig friends and thelr addresses

The car he drives

TUT e (D fu 0 R
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. His wife's work and whether he vizgize Mer theve
3- His children and whether he goes 1o their scheoc!
B Does he have 2 girifriend? What is her address. ard
when does ne visic her?
. The physician who treats him

T The stores where he shops

™. flaces where he spends his vacatiocns and holidays

o, Hisz house entrances, exits, and the surrounding
sTreats

o. Ways of sneaking inrc his house

a. i3 he armed? How many guards does he have?

anever,_iﬁ the farget is an important place, such as a military
pase,a ministryl(building]. it is necessary to know the following:

How wide are the streets and in which direction do they ru=n
leading to the place? '

41|
L]
=
]

¥
]

I..I.

2. Transportation means to the place

3. The area, physical layout, and setting of the place

4, Traffic signals and pedestrian areas

5. Securlicy personnel centers and nearby government agencies

g, Nearbyw embassies and consulates

7. The economic characteristics of the area where the place is
located '

8. Traffiic congestion times

9. Amount and locacion of lighting

11

—d

Characterigrtics of the area of the place (residence,
leveled, industrial, rural, lots of trees, ...}

I

om _the Triside:
Number of people wheo are inside
Number and location of guard posts
Number and names of the leaders
umber of floors and rooms
Talephone lines and che locarion of the switchbeard
Individuals’ times of entrances and exits
Tnside parking
Eleciric bhax

2lannina Stade:
ter receiving informatcion about the target, the operacicnal
an is created. The commander who makes the operation’s
actical plan should consider the following:
The type of required weapons -
Number of regquired members and their traianing
an alternative toe the original plan
Type of operacion from a tactical perspective. It is a
zilent or loud elimination operation? .
5. Time specified for the executioen of the operation

-1 Fh = =

T N I LI SR = I s T AR PO SRR
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The targec of the operaticn. Is it one adividual or manw?
Team meeting place prior execution of the operatiorn i
Team meeting place after execution of the ocperatzion
Eecuring withdrawal of zhe team after the execuricn and
ITOULES nf Jithﬁrawa;

Difficule that the team may encounter

L 0 -0 4T

bk
L]

Afterwards, the commander of the operation shares his plar with
cther group commanders. When the plan is discussed and
modified, a final one is determined. Then the group commanders
iastruckt their soldiers on their individual missions, and the

members repeat their orders in order to ensure that they have
assimilaced them.

3. irc Stage: Executign:

In erdev o discover any unexpected element detrimental to the
operation, 1t 15 necessary, prior to execution of the coperation,
to rehearse it in a place similar to that of the real operation.
The rehearsal may take place shortly before the execution. It
15 then that the ogperation is executed in the place and time
specified. After execution of the coperation, a complete
evaluation is made. AL the end, a full report is given to the
commanders of the Organization.

of Special Qperationsg:

1. EEFGTE the ﬂneratlun

E]

L. The ﬂperatlnn should be appropriate to che
participants’ phy=sical and mental abilicties and

capabllizies.

2. The participants should be selected from volunteers,
not drafrees.

3. Foles should be distributed according to the members’
physical and moral abilicies.

4, The execution equipment should be brought to the place

of the operation in a timely fashion and should be

placed in a convenient location.

Tha members should be well disguisad and placed in a

lacacion close to that of the cperaticn.

Shortly before the operatiocn, reconnaissance should be

repeated in order to confirm chat nothing new has

occurred,

7. The operation members should non all be told about the
operation until shorcly before executing it in order
to avoid leaking of its news.

in

m

8, Weapons should be rested prier te their use in the
ﬂperﬂtian

9. e place and time should not be unsultab g for the
«DPEI'EIE iomn.

0. When using a plstﬂl or rifle, a bullet should be
already placed in the firing chamber.
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s

ter the Operation:

The operation should be completely evaluated as far as
acvantages and disadvantages. Also, each member of -he
coeration should be evaluated according to his assigned

ey T
- e

Eacn member whe succeeded in his role should be rewarded,

and each member who was weak or slacken in his rele should

be dismissed.

Hiding or sending abroad those who execured the operation.

Hiding the weapons used in the operation in a locatisp

difficulc to find by the security apparatus.

Jurning any documents, maps, or drawings related to the

operation. Removal of all traces of burning them.

a. Defending members who participated in the operation in casze
they are caprured, and taking care of their families.

7. The party that performed the operation should not he
revealed,

g. No =signs that might lead to the execution party should be

lefz at the operacion’'s location.

Wi Lad [ oW

L
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ELEVENTH LESSON

ESPIONAGE

(1} INFORMATION-GATHEERING USING OPEN METHODS
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2efinicion of Fspionage’: It is the cover: search far ang
examination ol the enemy’s news and informarisn for the purpoce
o using chem when a plan is devised. In [the book citled]
"Hile Al-Aoutar wa Fath Al-Bari," [it iz ca:dg that] the gpy is
falled an eye because his work is through his ayes, or because
of his excessive and preoccupation with cbhservation, as i7 all
18 beling 1= an eye.

nage in t era of che pro

i i bless and keeo fim-
d is honored companions: Th prophet - Allah bless and keep
im - used informants in most of his acracks. As Abhou Soufian’'s

aravan, that was coming from Damascus, was approaching, che
rophet - Allah bless and keep him - wanted o know the
aravan's destination. While the propher was in Madina, he serms
Talka Ibn Obaidallah and Said Ibn Zeid to the Damascus route to
gather information about the caravan. On their way back to
Madina, and at the conclusion of the Badr battle, chey mat the
prophec - Allah bless and keep him - in Terban, as he was
descending from Badr to take Madina . [Though] they did noe
marticipate in the battle, they nevercheless got their share of
the [spoils]. )

G L e el

In nig actacks, the propher - Allah bless and keep him - would
find out the enemy’'s intention. In the Hodaibiva [hattle] dave.
though he did not want war, he exercised caution by sending a
special 40-man reconnaissance group, headed by A'kkasha Ibn
Moh=zen Al-Azda. One of that group forerunners found a man who
led them to the enemy’s livestock. They captured 200 camels
—rom that livestock and brought them to Madina.

The prophet - Allah bless and keep him - had local informants in
Mecca whe teold him everything, big and small, that might harm
the Muslims’ welfare. Among those [enemies] were his uncle al-
Abbas Ibn Abd Al-Mutlib, and Bashir Ibn Scoufian aAl-Arki. Al-
fnulafa Arrashidun [Mcochammed's successors)] advised their
commanders about the importance of using scouts and informants
to learn the enemy’s secrets. Abou Bakrs Al-Siddik - may Allah
be pleased with him - said to his commander Amro Ibn Al-A‘ss -
may Allah be pleased with him -, -“Send your informants cto bring
you Abou Obelida’s news. If he is wvictorious over his enemy,
shen you fight those that are in Palestine. If he needs
soldiers, then dispatch one battalion after another for him.-

Omar Ibn Al-¥hattab - may Allah be pleased with him - a&gis;d
nis Sommander Saad Ibn Abou Wakkas - may Allah be pleased wich

nim - saying, "I you step foot on your enemies’ land, gec spies
for zhem. Chaose those whom vou count on for cheir cructhfulness

For details, refer to The Spying Journal: Religious Duby
nd H s51t -




and advice, whether Arabs or inzabitants of that land. Liarg:
8CCounts would hot benefit you, even if sere of them were -r

Trus;
The deceiver ig a spy against you and Aot for you." Khaled Tho
Al-Walid - may Allah be pleased with Zim - used o take
informants and splies with Rim in each of his wars against the
Thrisclan Orchodox. He chose them carefully and treated rthem
wWeo g,

Brems oy

S Moslem / ies: Spying on the

enemy 15 permitied and ic may even be a duty in the case of war
Decween Moslems and ochers. Winning rhe hattle is dependent an
knowing cthe enemy’'s secrets, movements, and plans. The prophet
- Allah bless and keep him - used that method. He would send
spies and informants., Perhaps, he - Allah bless and keep him -
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ven went himselif as in the major Badr attack. Al-®hunlafa
rrashidun [Mohammed's successors] also ordered it (spvingl.
ince Islam i1s superior to all human condiciens-and earthly
religions, it permiss spying for itself but nor for orchers,
Majestic Allah says, "Mot eqgual are the companions of the fire
and the companicng of the garden, " and the propher says, "Islanm
15 supreme and there iz nothing above it.* Islam, cherefore,
Cights sc the word of allak can become supreme. Others fighr
for worldly gaing and lowly and inferioer goals.

L 34 ik

An Tmportant Question: How can a Muslim spy live among enemigs
if he maintains hic Islamic characteristics? How can he perform
nis duties to Allah and neor want to appear Muslim?

Concerning the isgue of clothing and appearance (appesarance of
true religion}, Ibn Taimia - may Allah have mercy on him - =aid,
"If a Muslim is in a combar or godless area, he is not obligated
to have a different appearance from [those around him]. The
[Muslim] man may prefer or even be obligated to lock like chem,
provided his acticon brings a religious benefit of preaching teo
them, learning their saorets and informing Muslims, prewventing
their harm, or scme other beneficial goal.*t

Resembling the pelytheist in religious appearance is a kind of
"nececgity permitcs the forbidden" even though they [forbidden
acts) are basicdally prohibited. As for the visible duties, like
fasring and praying, ne can fast by using any Jjustificarion not
o eat with them [polytheist]. As for prayer, the bhook [(Al-
¥Manhai Al-Harakl Lissira Al-Nabawiva) quotes Al-Bakhari that "he

vhe Moslem] may combine zhe noon and afternoon [pravers],
sunset and svening [prayers]. That is based on the fack that
she prophet - Allah bhless and keep him - combined {prayvers] in
Madina without fear or hesitation."
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.- Though scholars have disagreed about che interprerarion of

Tha:z
Tradizion, iz is possible - though Allah knows pest - -ha= =he
Mos_em spy combines [prayers!. It is noted, howeves, =hat ir ig
Corbidden to do the unlawful, such as drinking wine oz
fornicacting. There is neothing that permits =hosa®,
Guidelines for Bearine and Killing Hostages: Religious scholars

have permicred beating. They use a tradition explained in Imam
Mosallem's manuscript, who gquotes Thabit Ibn &ns thar 2llah's
prophet - Allah bless and keep him - scught counsel when he was
informed about Abou Scufian’s arrival. Abou Bakr and Cmar
spoke, yet he [the prophet] did not listcen. Saad Ibn Thada
said, "Do you want us, O Allah's prophet, who controls my life?
If you order us to subdue the camel we would do it, or beat and
follow them to Al-Ghimad lakes (S-day trip beyond Mecca), we
would do 1t, too." The prophet - Allanh bless and keep him -
called on the people, who then descended on Badr. They were me:r
by Kurelsh camels carrying water. Aamong their rakers was a
young black [glave] man belenging te the Al-Hajjaj clan. They
took him [as hoscage]. The companions of the prophet - Allah
bBless and keep him - started asking him about Abou Sofian and
nis companions. He first gsaid, "I know neothing about abou
Soufian but I know about Abou Jahl, Atba, Sheiba, and Omava Ibn
¥nalaf." But when they beat him he said, "0 ves, I will tell
you. This is the news of Abou Soufian ..." Meanwhile, the
nrophet - Allah bless and

* Al-Morabiroun Magazine, Issue No. 4
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feep Nim -, who was praying, scarzes =o depart saving, "Strike
mim 1€ he tells you the trugh and release nim if he lies.® Thes
e said, "That is the deatch of somecne [zhe nostage] ." He said
that in the presence of his companions and while moving his hand
ool IhS ground.

In this tradition, we find permission to 1::errngahe the noszage
for the purpose oI obtaining information. It is permicred to
strike the nonbeliever who has no sovenant uncil he reveals the
news, information, and segrets of his people.

The religigus schelars have also permitted the killing of a
nostage if he Insists on withholding information from Moclems.
They permitced his killing so that he would not inform his
neople of what he learned about the Muslim condicion, numbaer,
and secrets. In the Honein actack, after one of the spies
learned about the Muslims kindness and weakness rhen fled, the
prophet - Allah bless and keep him - permitted [shedding] his
biond and said, "Find and kill him." Salma Thn Al-Akwaa
followed, caught, and killed him.

The scholars have alse permitted the exchange of hostages for
money, sServices, and expertise, as well as secrets of the
snemy’'s army, plans, and numbers. After the Badr attack, the
propher = aAllah bless and keep him - showed favor to some
hostages, like the poet Abou Izza, by exchanging most of tham
for money. The rest were released for providing services and
axpertise to the Muslims'

mportance of Information:

1. Sased on the enemy’'s up-to-date information, his
capabilities, and plans, the Organization’s command can
design good-guality and secure plans.

abdullah Al al-Salama: Military Espionage in Islam, pp.
-258. ~ -

[
Ln
Lad
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(L

Information about the enemy’'s inteéntion provides eacly

warning signs for the command, which in turm makes
FRIOPrlate preparation and thwarts the enemy’s
Spportuni oy :

Led

:nfa;@_:ic; @enefi:s the Organization’'s command by
providing informaticon about the enemy’'s strengths and

waaknesses.

4. Infermacion benefits the Qrganization's command by
providing iaformation about movements of the enemy and his
members.

Information regquirements include: Newness, Trustworthiness,
Forthcoming, security, and confirmation.

General Mahmoud Sheet Khattab said, "The nation thar wants to
achlieve vicLory over iis enemy must know that enemy wery well,
It alsc must know the site of the battle in detail. Those who
fight an enemy that chey do not know, do not win because a
successful miliczary plan must be built on c¢lear and trustworthy
~nformation. The commander who fights an enemy and does not
know his strength (number and materiel) is blind and destined to
fail and Iall."

Information - ! Any organization that desires to raise zhe
flag of Islam high and proud, must gather as much information as
possible about the enemy. Information has two sources:

1. Fablic Source: Using this public source openly and witchour
resorting £o illegal means, it is possible to gather at
l=aast 850% of information about the enemy. The percencages
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varies depending on the govermment’'s policy onn freedom af
;hg press and publication. ‘It is possible to gacther
information chrough newspapers, magazines, books,
periodicals, ©Ificial publications, and enemy broadcas:cs.
ATIenIion should also be given to the opinion, comments,
and joxes of common pecpla.

Truman, a past American President, said, "We attribute our
great advance to Qur press, because it gives America‘s
enemies che capability of learning what we have nort
oIficially publicized about our plans and even our
ezrablishmentg "

In 1%54, 2llan Dulles [PH], Director of American
Inzelligence [CIA], =aid, "I am ready to pay any amounst of
money to obtain information about the Sovier Unien., aven as
little as what the Soviet Union cbtains by simply reading
American newspapers.”

The one gathering public information should be a regular
person (frained college graduate) who examines primary
sources of information publiszhed by the enemy (newspapers,
magazines, radio, TV, etc.). He should search for
information directly related to the topic in question.

The one gathering information with this public method is
not exposed o any danger whatsoever., Any brother can
gather information from those aforsmentioned sources. Wa
cannot label that brother a "Moslem Spy" because he does
not make any effort teo obtain unpublished and covert
informacion.
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Secret Sources: I 1=z possible, chyvough

_ Si heze zecref and
dangercus mecnods, T0 obtain the 20% of in

farmacion that isg

-
-
-
-
2

sonsidered secrez. The most important of these sourcec
ars
AL naividuals who are recrulted as either volunteers or

becayuse of ocher motives

=. Recording and monitorin
C. Photograpny
. Interrogacion
E. Documents: By burglary or recruirment of persconnel
F. Drugging
. Surveillance, spyving, and observation
i thering Using Public Means:
Newspapers, Magarines, and Offici Publicarion

In order to gather enemy information, the Military
Oraoanization can use means such as magazines, publicatians,
pericdicals, and official printed matter. Through thess
means, it is possible ©o learn about major govearnment
events and about the news, meetings, and travel of
Presidents, ministers, and commanders. Information may be:

1. Names and photographs of important government
personalities, police commanders, and security
leaders,

2. Published meetings. Through these, one can learn
about major decisions and topics being discussed.

3. Future meeting plans.

4. Present and future enemy capabilities through current

photographs of projects and strategic sites or through
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meecings with top officials.

S3eneficial news about the enemy'=s diplemacy and i:s
present and fucure plans.

Tourism news and the arrival tcimes of foseign rouriss
oroups.

Adverc—izements about apartments for rent, vacans
posizions, or anyching else that is useful.

2. Advertisements about new and used car lots. These mav
be used in assassinacion, kidnaping, and overthrowing
the government.

g. Learning the enemy positicn on current Islamic 1iSsues
(veil, beard, dedicacion, Jihad, ...}.

3. Badic and Telewvigion: The Military organizatisn =an use

these important public sources to gather infermation all

day and nighct. The importance of these means is explained
below.

=

2.

Visual and audible news help the Organization to
determine its present and future plans.

Incerviews may help to identify the government policy
and its general directives.

Spoccing the appearance of those who occcupy high
pesitions.

Learning the prevailing information diplomacy and its
FRSitlon on contemporary 1Ssues.

Learning about che interior of important government
places and establishments during their cpening
ceremonies or cthrough advertisements.

n addition to the aforementioned, [attention should be given]
Lo newspapers, magazines, and the public’'s comments and jokes.



UE/BM-34 TRANSLATION

TWELFTH LESSON

ESPTONAGE

(2) INFORMATION-GATHERING USING COVERT METHODS
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—nformation needed throvagh Sovert means: Information needed =&
Le gathered through covert means is of only two oVDes:

Tirsz: Inmlommatlon about government personnel, officers,
~mportant personalities, and all matters related to choge
(resildence, work place, times of leaving and returniag, wives
and children, places visited)

Second: Information about strategic buildings, important
establishments, and military bases. Examples are imporzanc
miniscries such as those of Defense and Internal Securizy,

irports, seaports, land border points, embassies, and radic and
TV stacions.

General security measures that shoyld be taken by the person
b = =t ion: During the process of gathering

informacion, whether about governing perscnalities or

aestablishments, the person doing the gathering must take the

following securicy measures:

1. Performing the exercises to detect surveillance while
axaetuting the mission. These exerdises are not well
defined, bur are dependent on the time, place, and the
apility Lo be creative. These exercises ilnclude the
following:

a. Walking down a dead-end street and chserving who 15
walking behind you. Beware of traps.

D. Casually dropping something out of your pocket and
observing whe will pick it up.

ol Halking fast then stopping suddenly at a corner and
observing who will be affected.

&, Stopping in front of store windows and cb=serving who
is watching you.

e, Geccing on a bus and then getting off after it departs

and cbserving who will be affected.
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) Agreeing with one oI your Drotilers to _ook for whoever

When receiving the gathered nformatiocon, let the informancs
cravel as far as possible from their place of residence and
vours, =2t each of them get there using secondary -oads,
preferably at night.

Gazher what information you can wichout emphasizing any
particular parc. Do not zush or show urgency because your
axcicemens may uncover you and cthe degree of importance of
the information.

avold anyzhing chat reveals your identity guickly. Do not

coempt Co be bLoo creative or inventive. Remember what
Taliran [PH] said to his political emissaries, "Do not bDe
apwious."

Move slowly and travel a great distance. The one who 135
successful in gathering information is the one who 1S not
known 0r conspicucus.

Jo not accept events at their face value. Do not overlook
a gquick friendship or an apparent dispute. Evaluate the
importance of events and do not judge them by their
aAppearance.

Do not speak vaguely or act mysteriously except when_
wanting to get & "blabber mouth" to talk about what he
KIOwWS .

Carry persconal credentials and know all their contents.
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rior to coellesting the irnformartion, make sure =hat all
eCcess81ties related Co che mission, especially money, are
eady.

1 rgi

F

L]

STudy tinie area where information-gathering takes place
carefully: Open and closed streets, residents’ customs,
ways of dressing, and accent.

It is not permitted Lo carry any weapons during the
informaricon-gathering process.

| ]

niing a cover prior to gathering cthe information,

i1
1
4
ik

ry [QOrganizaticn] which are covered in prior lessons.

Using Covert Meane: The

Military Organization may obtain secret information using: A.

Surveillance, intelligence, and observation; B. Thefr; .
Interrogation; D. Excitement; E. Drugging; F. Recruitment.

&

teermi 11 mse T 114 T bzervation: Civilian and

military targets (personaliries). The monitoring may be done on
oot 0¥ DY Car.

b Bt - I NS ¥ '

L. The brother or brothers performing the survelillance
ocperaticn on foot study the available informacion

about the target (height, weight, way of walking,
looking at a recent photograph)

2. ¥nowing the target's habits, places he visics, and
Commuications
3. Studying carefully the area where observation will

rake place: names of through and dead-end streets,
residents” habits and way ©I dressing.
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Prior to the start of the surveillance mizssion, makin
sure that all needs related to =he mission, especilal Ly
Toney, are met. i
Agresing on now communications wifh the leaders wil!
taxe place in case the surveillance plan is unesveres
(telephone, a person used for that purpose} . The
telephone Lmber should not be written but memorized.
Agreeing on special signals to exchange orders and
instructions among the surveillance team members.
Knowing the measures to ke taken when the targer ig
lost, such as cnrtactlng the leaders or something else
agreed upon.

It is not permitted te carry any weapons during the
infermation-gacthering process.

It is preferable to have a camera with the
survelllance man in case the target is to personally
contact others.

llanre b o

Surveillance by car requires taking certain measures:

=
.

2.

LAk

Inspecting the car’'s fuel, water, and lights.

The car should be of a common type so it would not
attract people’s attention.

The car should be in gnnu cnrd‘t1nr and the driver
should be experienced.

The car plates should not contain real numbers. It is
imporcant to use a false license plate and small
numkbers in order to prevent anyone from spotting and
memorizing 1t.

The car's interior light should be disabled in order
to hide the identity of the surveillance ceam members
sitting inside.

The number and appearance of the car surveillance ceam
members should match those of the target's car.
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T e e g

azrmong Survelllanece oy Car:

2.

3.

The car being used for surveillance should keep up wizm che
target’s car during the surveillance operation, especially

in crowded areas and on side streets. The distance hecween
e two cars depends on the circumstances.

Is :; target gets out of his car and starts to walk, ons
?§ tne surveilllance team members should get cuc and observe
him.

Follow all zforementioned measures for surveillancs &n
oot .

Exercises Lo debtect surveillance by acar:

1

2.

3.

4.

3.

The survelllance car speeds up then stops suddenly while
observing which other car is affected (this is done where
there 1s not a lot of traffic).

The survelillance car enters a dead-end street.

The surveillance car goes in the opposite direction of

traffic.
The surveillance car stops and goes backwards.

{The surveillance car]| enters a parking lot and immediately
goes out.

(The zurwveillance car] takes a side road and stops.

el ' At {Information
apout the enemy places)

The Organization’'s command needs detailed information abouc
the enemy's wvital establishments, whether <¢ivilian or
military, in order to make safe plans, reach firm
decisions, and avoid surprises. Thus, the individual who
gathers information about a desired location sheould, in
addition to drawing a diagram, descrikbe ir and all ics
details,
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i

The Trawing: The brother should draw a diagram of the area, the
street, and thne location which 1s cthe target of the information-
gatnering. He should describe its shape and characteristics.
The drawing should be realistic so chat someone who never saw
the locacion could wvisualize ite. It is preferable to also purt
an the drawing thne directions of craffic, police srations, and
security Centers.

The Description: It 15 necessary to gather as much information
about the location as possible. For instance:

. Traffic direcrtrions and now wide the streets are

2. Transportation leading to the location

3. The area, appearance, and seccing of the place

4. Traffic signals and pedestrian areas

3. Security personnel centers and government agencies

& . Embassies and consulates

7. The economic characteristics of the area and traffic
COngescion times

qd. Public parks

9. amount and locacion of lighting

% iz preferable o photograph the area as a whole first, then
the street of the [desired] location. If possible, pancoramic
picrures should be caken. That is, the collection of wviews
snould be continuous in a such way that all pictures are caken
from one location and that the ending of one picture is Lhe
beginning of the next. The photeographer should be experienced
with and proficient in film processing and developing. It is
risky to use an outside f£ilm processing service. When oshserving
a milirary inscallation or camp, we discourage taking pictures
where it i3 Zorbidden. The brother/photographer should use a
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Modern camera that can phozograph at night or <rom a2 disrance,
ang only the lens of the camera should be visible., Whenm
gathering informaction about a military camp, the brother should
#raw a diagram of the camp’'s overall area, the camp iisell, andg
1ts interiar, 1f poEsible.

The o miztion of che base gr camp must contain the followineg:

Location

Exterior shape

Transportacion o it

Sparce [area]

Weapons used

Unic using che camp

Fortifications and tunnels

Guard posts

9 Aamount and periods of lighting

10. MNumber of soldiers and cfficers. Officers’ ranks
11, Ammunition depot locations

12, VYehicles and automobiles

13. Leave policy

14, Commander‘’s name, rank, arrival and departure times
15. Degres and speed of mobilization

16, Brigades and names of companies

17. Sleeping and waking times

13, Telephone lines and means of communication

0G0 =] LN d bed Bk

The brother gathering the information may start a friendship
with one of the seoldiers or cfficers of that base. Informacion
may be collected gradually and easily from soldiers when giving
cthem »ides Irom tche camp to the bus or train stations, ebo,

2. gacheriaa Information Through Interrogaticon: Security

personnel in our countries arrest brocthers and okbtain the

neaded information through interrogation and torture.
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The Millcary Qrganizazion must de likewise. On one hand,
the Organization ¢an obtain important information abougt
anemy establishmentcs and personnel. On the orther hand.
that i1s a form of necessary punishment .
Tnfoen EEGE iz collected in this methoed by kidnaping an
enemy lndividual, incerrogating him, and torturing nim.
This source of information iz not permanent. Alss, cautinn
should be exercised about being deceived by misinformartiss
from enemy individuals. Thus, the brother who interrsogates
the hostage should possess the following characteristics:
1. Should have knowledge and expertise abour pecple’s
behavicr and morals.

2. Should have a strong personality.

3. Should possess a sixch sense based on practice and
experience.

4. Should be extremely patcient.

3. Should be able to act, pretend, and mask himself.

8. Should be intelligent, observant, analytical, and
deductive.

7. Should be able to establish an investigative plan.

Gathering Information Throuoh Recruyjtment: Recruiting

agents is the most dangerous task that an enlisted brother
can perform. Becaus=e of this dangercus task, the brother
may ke killed or imprisoned. Thus, the recruitment tcask
mu=t be performed by special types of members.

There are a number of motives that might entice an
uncammicted person to take part in intelligence work.
These motives are:
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Coercion and entanglement

Greed and love for money

Displaying courage and love of adven-ure
Love of amusement and deviance

¥Menzal and pelitical ocrienration

Tear o being harmed

LER IR T S O N Y

The Organization may use motives No. 2, 3. &, and & in
recruiTment.

Candidates for Recruitmenrt Are:

1. Smugglers

2. Thoge seeking political asylum

3. Adventurers

4. Workers at coffee shops, restaurants, and hocels

5. People in need

A . Employess at borders, airports, and seaports

Tyoes of Acgents Preferred by The American Intelligence adgency

[CIal:

1 Foreign officials who are disenchanted witch their country's
policies and are looking towards the U.S5. for guidance and

irection.
2. The ideclogist (who is in his county but against his

Ll
a

government) is considered a valuable catch and a good
candidate for American Intelligence agency [CIa].

Dff:zeials who have a lavish lifestcyle and cannot keep up
using their regular wages, or those who have weaknesses for
womerl, other men, or alcoholic beverages. The agent who
can be bought using the aforementioned means is an sasy
rarget, but the agent who considers what he does a noble
cause 15 difficult to recruit by enemy incelligence.
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For Thao purpose, students and soldiers in Third World
countoies are considered wvaluable cargets. Soldiers are
the dominating and controlling elements of those councries.

Becruitment Stages: Suppoese the Islamic Organization, with ics
modest capapilities, wants to obtain information about an
important target {important personality, building, camn, agency,
miniscry). It has to do the following:

1. Findineg the agepnc: In this stage, the Organization picks
the suitcable person for supplving the informaticn. The
Organizazion learns about that person: His financial
condition, nis family status, his position regarding the
government, and his weaknesses and strengths.

2. Evaluarinag rthe fgent: In this stage, the agent i= placed
under continuous observation Lo learn the times oI his
departure to and return from work, the places he visits,
the individuals he meets, and his social interaction with
those that ne meets 1n coffee shops, clubks, etg.

3. Approaching che Agent: After gathering informacion about
him, a relationship with him is developed under a certain
cover, such as:

a. Family connection and tribal relations.

f= Developing a friendship with him in the club, coffee
shop, and workers union. The [recruiting] brother
develops the friendship as if it were unpretentious
and unplanned. The relationship should dewvelop
naturally and gradually in order not to attract the
cargerc's attention.

Impor = Note: In case the first brother fails to develcD
a friendship with the target, ancther brother takes over
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afzer learning from the firsc abour the targer's weakrnesses
imotives that can be exploited) such as his love for money,
spposition to the government, love Zor adventure, or
display Courage.

and a1t

Sosecicsins the Agent: After finding, svaluaring, and
approaching a target, comes the second stage of recruiting
nim., FRecruiting may be direct, thac is, telling the agen:
frankly about working for the Organizarion for a specific
and agreed-upon salary. A promise is secured in writing or
wvarbally.

Qr recruitment may be indirect, thar is, information may be
caken from the target without informing him that he i= an
agent. That may be accomplished by giving him gifrs
snaring his joys and sorrows, and atctempting o solve hi
problems.

Tag-ing tha | : In thig stage, the agent is assigned
cercain tasks in order to test his abilicy, loyalcy, and
dependabilicy. The agent does not know that the
Organization already has the sought information. If the
information supplied by the agent does not match the
Organization’'s existing information, then the agent may be
an unreliable source of information or may be trying zo
mislead the Organization. During the testcing stage, tne
agent shnould remain under careful observation to spot all
his movements.

Training the Agent: This stage applies cto the recruited
agent, that is, the agent who has been recruited directly
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ard is aware that he has been recruited by socmecne or scome
organization for money or other things. That agent may be
trained on the following:

& . ﬁagk Secrecy and meang of gathering and hidin

1 ToOrXTaT1Ion

The method of passing information on to cocfficials
Concealment and disguising

Interrogation and resisting the interragation
Explaining the assigned mission in urmost decail
Photography

M {n

There might not be any training at all. The agent may be
given freedom in his work., relying on his instincc,
talents, background, and the capabilities of his supericr
brother.

Treating the Agent: The brother who manages the agent
should possess the qualifications of a perfect spy., a
psychiatrist, and an interrogatocr. There are two points of
view on treating the agent:

Firor Poinr of View: Maintaining a strong personal
reiationsnip with the agent. This technique provides the
agent with the motivation that entices him to take chances
in order to please his friend with the information.
Eowevar, this technigque has disadvantages. The barriers
between the agent and nhis superiors are removed, and the
agentc may ask for many things that were not agreed upon.

Second Poinkt of View: The person managing the agent treats
nim roughly and pushes him to the limit=s for the purpese of
getcing as much information as possible. This technique
uses harshness, cruelty, and threats in order te keep the
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agent constantly active. I believe that the Islamic
Military organization can combine the two technicues. The
agent may be treated in a careful Iszlamic manner, while the
managing brother appeals to the agent's conscience and his
Islamic association with the work for majescic Rllah's
religion. He lures the agent with money and gifts, and uses
cruelcy and kindness when appropriate.

Terminating the Agent's Serwvices: That should occur when
any of the following take place: a. The recruitment mission
terminates, b. Incapacity to work because of sickness or
changes in the Jjob situation, <. Repeated errors in
securitcy measures, d. The agent requests the termination.

Means for Testing the Fegruit: 1. Regquesting specific

information thac the Qrganization knows well, 2. Monizoring him
while he performs his covert work, 3. Overpaying him in order to
know his trustworthiness, 4. Giving him a chance to tamper with
the work documents (unimportant documents).

Important Advice About Dealing with Agents:

4
-

Do not send sealed packages to the agent or receive them
from him. These could be booby traps.

Leaving something for the agent should be done as guickly
as possible., When transpeorting and giving an item to the
agent at the agreed-upon location, it should not attract
accention and lead to the agent's arrest.

The financial status of the agent should be controlled so
that the agent does nobt suddenly show greal wealth. A
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portion of the payment should be given to him, while the
otner should be depdsited in his bank account.

When wishing to recruit an agent, events sheuld sceur
naturally. You may agree with a friend that he invice rhe
person to be recruited for dinner, or semething similar.
While that intermediary person is talking with him, he .
nocices your arrival at your friend's, greets vyou, =tarce
Lo converse with you, and invites you to sit down with the
pPEerson you want to recruit.

When meeting with the agent, make sure neither you or the
mesting place are being monitored. Do not enter a place to
meet with an agent before he does. There could bhe a trap
Eor you.

If you wait for your agent at the agreed-upon location, you
could be a targer for him. Be especially careful if he
goas to the bathroom. Once, in Belgium, an Israeseli Mossad
officer met an Arab agent. A few minutes afcter they sat
dowrl, the Arab agent said that he had to go get something.
When he returned, the Israeli intelligence agent wag still
there. The Arabh agent then pulled cut a pistel and shot
the Mossad agent several times.

In order to communicate with the agent, it iz necessary to
specify locations such as parks, a university campus area,
etg.,

It 15 nacessary o continuously  communicate with the agent,
to learn about his problems and requests, help him as much
as possible, lift his morale, and renew his confidence.
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LESS0ON THIRTEEM

SECRET WRITING

CIPHERS AND CODES
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Secret Ink: It consiscs of chemical material that is used on a
special type of paper, and the writing can be made wisible by
various methods with numerous [chemical] solutiens. The histcory
of invigible writing is somewhar old; spies used warious types
of invisible ink during World War I, and after the war many
improvements were made after chemical compounds were discoverad.
{These compounds] can make most of these invisible inks becoms
visible. War is still being waged between the nations and
terrorist grganizations. The Islamic organizacions can reser: to
their modest capabilitries of writing letters with invisible ink
using materials available on the marker which leave no trace ar
all as long as it is well hidden in the writing. The paper that
igs uged must have the following [characteristics]:

1- The paper must be smooth.

2- The paper must be the type on which ink doesn't spread.

3- There must not be anything or any pictures on the paper
char attract attenticn.

Tvpes of Invisible Ink: There are two types of invisible ink,
organic and chemical compounds. Examples [of organic solutions]
include: milk, vinegar, apple juice, lemon, urine. They are
easily exposed by simply heating them, and they are used
frequently.

Chemical solutions, which are ecolorless when they are dey, also
appear as various colors
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i1f they are treated with another solution.

Mernod £ D et Ink and Wawvs 1- Ic is
possible co use any animal-based fluid and any fruit or lemon
juice to expose the message. It can also be placed above a lamm,
passed over a candle, or ircned with a hot iron, and vellow ar
Drown writing will appear.

Z- It is possible to use Aluminum Chloride (Neshader [PH] Salr)
to write letters with secret ink. To expose the writing use the
previous mechod.

3= 1t is possible to dissolve an aspirin tablet (except for
children’s aspirin) in alcohol to expose the writing. All we
have to do is get a piece of cotton, dip it in the alechol
solution, and wipe it on the megsage,

4- It is possible to use some colorless vitamins like Vitamin A
or Penicillin.

S5- Compounds like silver or lead should be avoided becausse they
affect the secret ink.

1.
1L

ongiderati 1 Using Secret Ink:

1- The writing should only be on smooth surfaces like glass or
formica.

2- Don't press with the pen or guill on the paper so that the
imprint of the writing doesn‘t show. The writing must be done
lightly on the paper.

3- Use a good cualisy paper.
d- Don't write any names in a message written with secret ink.
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5- A regular letrer is written with a balipoiat pen and not wizh
secret ink.

B- The quill or pen should be washed before and after use, and
nort used with any other ink.

How to Write on Paper with Seczet Ink: An innocent-looking
letcer (Iamily-personal-greeting) is written with a ballpoint
pen, but within the leccer, between the lines, write the message
with secrer ink.

Both ciphers and code are considered important means of

conveying information wicthout anyone other than the party to

which it is sent being able to determine its contents. Ciphers
iffer Zrom code.

Civhers: A letter, number, or symbol takes the place of another
letter, number, or symbol. The number (1), the letter (H). or
the symbol (2] could take the place of the number (3), tha
letter (D), the symbol (), or any other number, symbol, or
letter. Notice that in simple ciphers that the same number or
symbol always replaces the same letter, while in complicarced
ciphers, which are currentcly in use, the same symbol and number
replace a different letter each time. '

Cogde: It consists of symbols, words, or groups of letters chosen
to represent or express other words. One word could have several
meanings, or fould represent a complete sentence, or could be a

long paragraph according to the system used.

Scientiscs have proved that the ancient Egyptians, Jews, Greeks
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and Romans used ciphers and code. [They were also used] during
che Middle Ages, simple though they may have been, like simply
putting every leccer in the place of the lecter that followed it
in a specific arrangement of the alphabet. Specific letters only
might have been substituted. Secret writing developed and took
orn more complicated forms. America entcered World wWar II because
of a secrec message that fell intoe the hands of British
Intelligence in 1937, which was sent by the German Foreign
Minisrer (Zimmermann] to the German Ambassador to Mexico. The
British learned from the deciphered letter that the Germans were
planning to wage all-out submarine warfare using. The letter
contained a proposal that Mexico enter the war on the side of
the Germans, with the provision thar after the victory, Mexico
would acguire Texas, Arizona, and New Mexico. The British
Foreign Minister (Balfour) turned the letter over to the
hmerican Ambassador in London, wheo in turn passed it on to the
Whice House, which confirmed the authenticity of the letter [by
cnecking)] the [original] ciphered letter and correlating it wich
the code. Consequently, America entered the war against Germany.
Both Roosevelt and Churchill escaped death because of a German
translator’'s ignorance. He was daciphering an enciphered message
in Spanish. Both Roosevelt and Churchill had agreed to meet in
Casablanca in 1943. Spanish spies in Washington learned of the
news, and they sent this in an enciphered message to Hitler. The
German cranslactor received it for deciphering, and he read the
name as two words: (Casa), which means (house), and (Blanca),
wnich means (white). S50 he translated the message
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that Churchill and Roosevel:t were going to meer in the White
-House. German aircrafc were not able to penetrate American air
space, and both Churchill and Roosevelt escaped.

Ivpes of Ciphers and Codes: 1. Enciphering with eserdinates. 2.
Enciphering witch symbols and words., 3. Enciphering books,
newspapers, and magazines.

Secrat Writing must have [wo important elements without which it
is not a true cipher. They are:

The First Element: It must have a general system on which the
sender and receivers agree, and it is nermally a fixed [system] .
The Second Element: There must be a special key which changes
from cime Lo time. The cipher key may be composed of a number or
group of numbers. It could also be composed of a word, an
exXpressicn, o©r a sentence according to what was agreed upon
among the correspondents. This key is used te decode the cipher,
and is what dictates the steps required to encipher any secret
lecter. There are a few other elements which secret writing must
have, though less importantc chan the two previously mentioned
elaments.

The message must be ghort, sharply delineated, and
understandable. _

The key must be changed pericdically, so that the enemy does not
obtain it and [thereby be able to] read all the messages.

Tvpes of Ciphers and Codez and How to Use Them:

The Numeric Method: There are 28 letters in the Arabic language:
they are found in this wverse:
C{ABJD 2W; HUI KELMN S"FX QR:T COF VYG)]
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Each letter is replaced by a number, and it is noz necessarv for
the numbers Lo be sequential. That is, we can we separate one
nurner from the following one. Example: A=1, B=6, J=20 erc.

The important thing is that the other side (the receiver) be
aware oI that. It is also possible to change the verse with
anocther one.

((ABJD ?W; HUI KLMN S'FX QR:T COZ VY]]

=1 A=2 J=3 D=4 7=% W=10

;=15
H=20 I=25 I=30 E=40 L=50 M=£&0 N=T5
=20 =30 F=100 =200 Q=300 E=400 =50
0
T=£00 C=700 =800 _ E=500 V=1000 ¥=1500 TeZ00
0

Example: QAM ALAOW? BQTL REIS ALIM?WRI? [The brothers kilied the
President of the Republic.]

QAM Q=300 A=1 M=60

LT A S =1 L=50 A=l 0=800 wW=10 =5
BOTL B=2 . 0=500 T=600 L=50

REIS E=400 A=1 I=30 5=80

ALJMPWRI? A=1 L=50 J=3 M=60 =5 W=10
R=T00 I=30 *=5

230400205603501803014005060030025108001501601300
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Another Numeric Method: There is another method by which we can
encipher using digits as follows: We leave cut the numbers (8,
4, 0} fLrom the numbers used in the cipher.

AsL 2=Z T=3 =4 J=3 H=8& =7
D=11 E=12 R=13 :=14 5=15 :=1& ¥=17
V=41 U=iZ ¥Y=23 "=24 G=25 F=26 0=27
=31l L=32 M=33 N=34d 7=35 W=3§ I=37

Notice that this cipher could be used over the telephone or
radic, but it wouldn't be gocod for letters because they could be
discovered too easily.

Important Note: Some may ask, how can a brother (the receiwver)
know what the sender wants, when he sends a letter with nothing
but numbers placed next to each other. Like in the previous
example: QAM ALAQOW? BQTL REIS ALJM?WRI? [The bhrothers killed rhe
Fregident of the Republic.]

33040010560350L803014005060030025108001501601300

We say that it is possible, as we mentioned in the second method
to eliminate some numbers and use them as separators, between
NUmoers .

Example: We eliminare the numbers like (B, 9, 0} from chem, and
we choose the number 5, for example
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An example of the second method: QAM ALAOW? BOTL W:IR ALDAOLI?
[The brothers killed the Minister of the Interior.]

DAM 0=27 A=1 M=31

ALAQW? A=1 L=32 Q=7 W=l 7?=35

BOTL B=2 =27 C=3 [s8ie] L=32

W:IR W=3& ;=14 I=37 R=11

DAOLI? A=1 L=32 D=11 A=1 0O=7
L=32 I=37 7?=3%

3S3VIZTI11321133714363232723536732133127

When we purc the number ({{0)) to separate between the lecters, it
would be as follows:

370320701011032010130370140360320302702035036070320103301027
03%

To complicage the cipher somewhat, we would put the numberc (9,
8, 0) as separators in one method.

The method of symbols and numbers: We separate the letters of
the alphaber into a numbher of groups, and sach group is composed
of a number of digits.

Example: It 1s possible to make s5ix groups, and =so each group
will be composed of five numbers, except for the last group,
which would have only four [sic] numbers.
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Sixth Group | Fifzh Group | Fourth Thnird Group | Second First Groun
Group roup
T 2N ML D rg Yo Vx5 ; EZDO0E= JCTE A
2 115 4 3 21 54121 S5 a3 21 34 3 21 54 3 2 L

Then wWe give every group a symbol.

Zixzth Group | Fifzh Group | fourth Third Group | Second Firsh Group
Group Group
) I = A - i

Then after rthat, every group has a specific symbel, and every
letter in the group has a gpecific number, so the cipher will be
as follows:

5 3 v A O )
Iv|NMLEG [FerYUu |vX:sS; RZDOH |JCTBaA
321154321 =4 3 21 24321 34321 54 3 21

Example: Form the following sentence by means of this cipher:

ALZIWM ALSA"? ALSAEB"? XBAHA [(The atrtack will be ar seven in the
morning. |

AL7IWM 1303215284 7
ALSA"? 12033221 03v1es

332410203791 a

ALSRE"7? 1
EAHL 4220101010

The message would be formed as follows: 1 (03 3185 () 2s
ﬂ-!L%E:EalDBvIEIOL‘.:EﬁlC}EGBvla-ia
2y 1 (101 (.

In order not to mix up the letters when decoding the cipher, it
iz possible to choose a symbol other than
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-the symbols present. It is possible te choose the symbol (£
example] @ a circle with a dot in it, to separate one word
another,

oY
From

Ancother method for symbols and numbers: For rhis, we use seven
circles, and each cirecle contains four letters, as follows:

{&) =3 (4] =R {2) {1)
K |0 I x |- R |z H |J B
M |L F |G U o|v g |: D |C c |7
(71
2
I

Example: AQTL 7ZA ALUAGWT [Eill this dewvil.]
AQTL [See original for symbols. ]

7ZA [See= Grigiﬁal for symbols. ]

ALUAGWT [See original for symbols.]

In grder for one to know the context of the message, it would be
sent to (the receiver) aszs follows:

[See the original Arabic text for the symbols.]
It is possible to separate between each word and the one that

follows it by placing a specific symbol between each word (other
than a symbol already present.)
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3= The Letter Method: There are 23 letters in khe Arapbic
language. We eliminace (3) lesters from the (28) letters, and
by way of example] the letters we asliminate are (IC-G=2}, and so
?E_?ave a charc with (5} groups containing (23) lesrters as
TOLionws

B N Q A
N F X B
? Q v R T
W K U : J
I L ¥ [ H

Note: the Arrows found to the right of the chart indicate that

we must take the last heorizontal letter. [See original for
ACTows. |

Example: If we had a word composed of a number of letters like
{EAN), when enciphering, the first letter (K) would be (WL).
That is5, for this letter (K), when enciphering, there would be
{two letters), one horizontal letter and the other would be the
vertical. The horizencal would be the (W}, and the wertical
would De the (L), and the rest of the letters of the word [(FAN)
would be done the same way.

Tf the last lettcer of the schedule were needed, like {(H}), then
in this case, we would encipher the (H) as follows: (IA). If it
were the letter (N}, we would encipher it as follows: {BI} and
s0 forth.

Example: AQTL ?ZA ALUAGWT (Kill this dewil.]
AQTL A=MH Q=7?L T=7H L=I"

FTLA ?=TI Z=Not found on the chart so0 we [exchange] the leccer
{0} for it, and when
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the cicher is breoken, the true letter is underscood from the
meaning of the word, and so it would be thus: Z=NS A=M[H]

ALUMGWT A=MH L=I" U=WY A=MH G=I5 alsc not found in <he chart,
S0 we @eel with it as i it is an("}), and when the cipher is
broken, put it in its original form (G) G=ML W=JI T=7H.

The enciphered sentence would be as follows:

MH?L?HTI"TINSMHMHI "WYMHLII*H.

We must use one of the three letters thar were cancelled (C-G=-2)
to separate between each word from the [following] one.

Note: It would be incorrect to use this chart the same way as
the previous one, because it is [too easy] for an enemy to
figure our the context of the message and its cipher. Therefore,
we make a specific key for this chart, which no one knows except
for the [(sender} and the (receiver).

An Example of cthe Key: The sender and receiver may agree that
the key to the cipher (the table) [be] a word or a name: ADW
ALFRJ (for example), and s¢ the cipher table would bhe as
follows:

. 5 T R A
) : H J B
K v o M W
N U D X L
7 ¥ : I F

Hote: We took [something] away from the word [ABW ALFRJ] ABW
LFET. We removed the Alef [A] found in ALFRJ, [therefore] the
word was: ABW LFRJ, and after writing it in the cipher key (ABW
ALFRJF), we write the 25 letters of the alphabet that we know.
noticing that we have removed the letters which were written in
the key {(ABW ALFRJ) [sic] as in the previocus table.
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Example: AQTL ?ZA ALUAGWU [Kill this dewvil.]

Solutilon: AQTL A="F Q=B%? T=B? T="Z L=N7T

72A  TsF" ZsWe treat it as if ic is a D=N; A="F
ALUAGWT A="F L=NF A="F G=We Lreat 1t as 1f iz is a "=7a
W=KF T="2

Therefore the cipher comes oyt as follows:
"FB?" ;NFF"N;"F"FNFNY"F7AEF";

Then we need to insert one of the three letters {(C-G-Z) between
2ach enciphered word, so that the letters don't get mixed up
with each other. Conseduently, as an exampe we rhoose the letrter
(£}, and then the cipher (the enciphered letter would be as
follows:)

"EBPT NFZF"N; "FZ"FNF"FTAKF": &

There will not be any mistake when the (receiver) begins
decoding the cipher, because he knows that for each actual
letter, there are two enciphered letters. [He also knows] thac
between each word and the one which follows it there is one of
the three lecters (Z-C-G).

Important Note: 1l- It iz possible to write the segret word {(the
key to the table) either horizontally or vertically.
[2=-] It is possikble when enciphering using the previous table o
choose one of the following methods:

A-The tapble could use a descending-descending system [two
arrows down] .

8- The table could use an ascending-ascending system[two
arrows upl .
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Z: The cable could use a descending-ascending system and che
cpposite [an arrow gp and another arrow down].

Eowever, both sides must be aware of this (the sender-rhe
receiver) .

-If it happens that any numbers appear in the message while we
are using a letter cipher, then we begin, for example, by
writing the rnumbers (1-2-3..... ] with letters (WAHD-ACMIN-CLAC?Y)
[One-two-chree. ... ... ]

Note that we do not write ACNIN or CLAC? because we have
eliminaced the letter {( C ) from the table.

To complicate the cipher we scramble the lecters and [make] Them
uncomplicaced in the table.

To [also] complicate the cipher, we Ccan exchanges the letbter with
the one above itc, and while decoding it, the receiver takes the
letter that is below it. On the other hand, the letter below it
can be wricten and when decoding i1t, the letter above is taken.

The coordinates method: In order to devise a cipher with this

method, we make a table in which every letter in the alphabet

corresponds to a number in the vertical column and a letter in
the horizontal row, and in the table we write the (25) letters
as follows:

5 q 3 2 L

M - o B A
N F X D B |H
2 Q v F. T | M
W ¥ I ; J W
I L v 5 H |D

Note thart we have =liminated the three letters {(C-2-G).

Observation: This cipher (enciphered table) is very easy for
any average perscon to break or solwve; therefore it must be made
more complicated.
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- How to complicate it: 1- Scramble the (25) letters of the
alpnabet in the table without any sequence.

Z- Leave some squares in the table blank for subterfuge or faow
any contingency.

i- Instead oI writing the coordinates of the desired letter, we
write the coordinates for the letter above it, and when the
receiver breaks it, he takes the lower letter. It is also
possible to write the lower letter, and when breaking take the
latter ahowve.

Enciphering using coordinates is as follows:

96 70 34 32 20 9
N #
oy L o 2 W
T 0 M
T 8 A E H
Y " : X ?
F : = ]
il W o I

The key of the cipher is KEM ;?DI ([Karem Zouhdi] (May Ged
release him) . . -

Example: AST:?D AHD ALAOW? MW :D? ALT"ZIEBE [One of the martcyrs
died due to the severe torture.]

Solucion: AST:?D A=M12 =MD T=R7{ . =23
T=MY5 D=R%
AHD F- L H=D3Z D=R%
ALAOW? A=M1Z L=KE70 A=M32 O=K20
wW=D% ?=M%5
M M=D9g MN=D70

109
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D7 ' =732 D=RY MG E
ALT"EIR A=M3Z L=K70 T=R70 "
z=We substitute with a D=R% T

Observe that when we began enciphering the sanrence {AST:?D AED
ALAOW? THT ALT"ZIB) ([One of the brothers died under torture]. we
took the lezter from above (we didn't use the actual leczer),
and the brocher who receives it must take the lecter from
beneath while deciphering letter).

Likewise there 1s in the word (ALT"ZIB) the letter (2], and it
was one of the letters we dropped [(Z2-C-G). Therefore, we took in
its place a similar letcer, the (D), and the receiver would know
that from the meaning of the word.

There are also letters which did not have any [others)] abowve or
below, like the [(K-H=N=-7-W). Therefore, we apply the same steps
which were followed. We look for the lerter which iz abowve it,
so for example, with the letter (K}, the letter (U} is
considered higher than it. With the letter (W), the letcter 5 is
considered higher than it, and so forch.
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LES50N FOURTEEN

EIDNAPING AND ASSASSINATIONS

TSING

RIFLES AND PISTOLS
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Incroduction to Pistols:™

The pigtol was invented in the fifteenth century AD, ang it is
wow merely in the most recent of its phases of development.

At the beginning, pistols were made by hand in wvarious sizes.
They were fired using a gunpowder fuse which ignited the
gunpowder charge, thrusting the hullet forward through the
Darrel | . !

The pistel underwent long phases ¢f development until one called
"“the revolver" was produced. The credit for making it popular
goees to Eamuel Colt, but it would be a mistake to consider him
the invencor of this pistol, because he was not an expert in
waapons. Rather, he was very wealthy and he expended his wealth
Lo satisfy his desire to acquire weapons. He produced the first
revolwer in 18353. It was made by hand, and then by machines in
large cuantities. _

Innovations [continued] developing until the automatic pistol
designed by an Austrian appeared in 1883 AD. Thirteen years
later in 1896 another pistol came on the scene called the
"Mauzer," which is still in use to this day.

& larger number of pistols have appeared, and there are still
continuous developments and innovations. Pistol manufacturers
prefer the automatic pistel owver the revolver, which has largely
falien into disuse. = '

The Characteristics and Shortecomings of the Revolwer and
Automatic Pistol:

l- Charactevigri Bistol:

We would call a pistol an automatcic when there is more than one
mechanical movement taking place. When the pistel is fired, it
returns the moving components to the rear, expels the empty
cartridge, and loads a new round in its firing chamber. This
continues until the magazine is empty.

It ig likewise possible to call a pistol a semi-automatic,
according to the tyvpe of firing when it fires one round at a
time.

Its charagteristics are:

-

I- Thne magazine holds a number ©f rounds {(from 8-16).

[*] Review the memorandum, "All About Handguns®, in detail.
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2- The spare byllets for this pisceol are in the reserve
magazine.

i- It only cakes a short time to leocad it.

4- Iz can be concealed easily because of its =small size.

- Its projsectile has great acceleration, which makes it more
accuxarcea.,

2. Shortcomings of Ehe Auntomatic Pistol:

1- The necessity of using both hands when loading.

2- In case of an unexpected malfunction, like a round being
jammed, hoth hands must be used to correct it because of its
complicated mechanism.

3- It reguires a safety device to ensure that accidents are
avolded. .

4- It is not sultable for firing from the holster because of its
mechanical action, =since afrer it iz fired, the components chart
are pushed forward and expel the bullet through the barrel,
return te the rear, and as they return, the empty cartridge is
expelled, then the components move forward carrying a new round.
The holster 15 small and doesn‘t allow the components to return
te the rear, and could bklock the way of the empty cartridge,
whereby the action malfunctions. '

5- It can't use any bullets other than those specified for it,
because other bullets could have a large charge of gunpowder.
Therefore, upon firing, the greater thrust of gas would push the
components o the rear with greater force than they can bear,
and so perhaps after firing once or twice, the pistol could
break in two.

Characterisrics of the Revolwver:

1= The ghooter doesn’'t need a lot of motion te cock it, since it
is sufficient to press the hammer, and the chamber revolves to
lnad and cock the pistol.

2- A malfunection, like a jammed bullet, does not prewvent one
from continuing to fire.

= The revolver rarely malfunctions.

2- It doesn’'t need a special safety device, and ewven if it did
nave one, it wouldn't hinder the action of the hammer.

5- It 1s preferable for assassinations because the empty shells
are kept inside, making it difficulc
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for investigacors to determine the location from which the
istol was fired. It also makes it difficult to determine the



type of pistol used.

Shortcomings of the Revolver:

1- Most models are large and bulky, especially oclder ones.

2- It takes a relatiwvely long time to load ire.

3- It leaks and loses some gas between the chamber and barrel
whern i1t fires, which slows the bullet down and causes it o £all
short.

4- The wvelocity of the bullet from a revolver is =slower than
chat of an automacic.

5- The cylinder deoes not hold many rounds, since it can only
hold five or six bullets.

Holding th tar ith One Hand:

Many ask: Bhould the pistol be held with both hands or with one
hand? The answer is that the type of firing determines whether
o held the pistol with one hand or both.

Therefore, if you are in a defensive situation where an
adversary appears by surprise, pull your gun from the holster
and fire at him right away one-handed without aiming.
Conversely, if you are attacking or ambushing an adversary, vyou
should hold the pistol with both hands, because:

1- Holding the pistecl with both hands decreases the recoil.

2= Holding the pistel with both hands: The strong dominant hand
pushes the pistol forward and the other pulls to the rear witch
the same force, thus making a firm grip on it.

3- Using both hands prevents them from trembling or shaking and
thus the pistel also.

4- Hold the pistol with both hands to be steady and firm,
especially when firing sewveral shots, so you won't be forced to
adjust vour grip on the pistol.

How to Correctly Hold an Automatic Pistol
1- Your right thumb chat grips the pistoel should be
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above the locking device and not beneath it, and it should be ar
the left side of the pistol, so that it deesn’t push the locking
device inside the groove of cthe upper part and caugse the
mechanical movemsnt to malfunction.
2- The fleshy parc between the thumb and index finger of tche
right hand hﬂLd*ﬂg the pistol should be behind and beneath the
[mﬂv11gJ £arts, SO as not to disturb them with Your hand when
moving; the p 1stol should be centered vercically in the palm of
the hand.
3- The index finger should be around the rtriagger, and the rest
should be on the piscol grip.
4- The left thumb should be centersed on the right thumb, and
both of them should be ¢entered on the locking device, neither
[coo] tight or [too] loose but with a medium [grip]. The other
fingers of the left hand should be on the grip over the fingers
of cthe right hand and intertwined with them to control the grip
on the pistol.

5- Doen‘'t leave any space between your hand and the pistol, but
concrol your grip en it. It should not be part of vou, so don‘t
grip it too hard, because that will affect the nerves and
muscles which could cause the hand to waiver and make the chot
miss. _

e h ! oW :

[Picture of & pistol with the caption:]
The locking device, located on the lower part
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The mechanical action could malfunction while firing, as shown
in the drawing, because the thumb is oo close co the lower
locking device. Therefore, perhaps because of a [grip] that's
to¢ firm, the thumb presses the locking dewvice on the lower part
of the pisteol inside the groove of the upper part, causing the
mechanical action to malfunction while firing.
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Hold b ' ]l with Both Hand
1= The right thumb gripping the pistol should be slightly above
the magazine holder.
Z- Tha left thumb should be centered over the right thumb, and
we follow the remaining four steps in the first metheod.
3- We follow che previous steps in the first method.

= the £ ' drawin

[Drawing with caption saying:]

Eolding the piscel with both hands// Netice that the righr chumb
ig slightly abpove the magazine holder, and the left thumb is
over it. Holding the pisteol and firing it with the right hand.
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z Third Wav to Hold =k i with Both Hands:
Ve follow all the steps of the cecond methed, but the left index
finger is on the trigger guard.

Obzerve the following drawing

[Drawing with the caption:)

Gripping the automatic pistol with both hands

Hotice that the left index finger is resting on the trigger
guard

A Fon I of Holding an Au i¢ Pistol with Eoth H =
We follow all the steps of holding a pistol with the right hand
{any ¢ the previous methods), but the left hand is [placed]
under the butt of the gun for balance.

Cbserve the following drawing




UK/BM-124 TRANSLATION

. [Drawing with the following caption:]
MNotice how the lefr hand is placed under the butt
of the pistel for balance

A Method to Hold ap Automatic Pistol with One Hand

-

1- We follow the previously mentioned steps whereby the right
thumb is =slightly above the magazine holder, and if we were rco
use the second method, it would be a good grip.

2= The fleshy part of the hand between the thumb and the index

finger should be behind and below the [moving] parts to
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avoid discurbing them with your hand while MoOVING.
31- The index finger iz inside the trigger [guard] or over iz
with the rest on the pistol grip.

owin

[Drawing with the following caption:]

Gripping the automatic pistol with one hand

Notice the placement of the right thumb

(The right thumb is slightly above the magazine halder)



UK/BM-126 TRANSLATION

The Proper Wav o Hold 8 Revolwver

1-The right thumb and the other three fingers except for the
index finger should be holding the grip around the bottom (buce
of the pistel) firmly and evenly to ensure that the pistol
doesn’'t move while firing. The index finger should be on the
trigger or outside [the guard].

Z=- The second grip should be with the same methoed used to hald
the automatic pistol. However, there is a slight difference: the
right and left thumbs are firmly set one above the other.

Impox e

Some people place the left thumb over the right hand to push the
hammer co the rear with ie.

Thiszs method is only used with the revolver because it is
asgsembled with parts that move to the rear. It's impossible to
use this method with an automatic pistol berause it’'s too hard
on the shooter’s hand since the parts the automatic pistol move
acrocss the barrel to che rear after firing and discharging the
shell, and during [this action], they could cut off the
brother's finger or severaely injure it.

Observe the following drawings
of revolvers
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[Drawing of a revolver with the following caption:]

The second method must be the same as thar used to held an
automatic pistecl, but there is a slight difference; it is chac
the two chumbs are held firmly next to one another.

[Drawing of a revolver with the following caption:)

Nocice that the thumb and three other fingers hold the grip
around the butt firmly and evenly to avoid moving the pistol
when firing continuously.

The index finger must be con the trigger frem the first shot.
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[Drawing of a rewvolver with the following caption:|

Some put the left thumb ower the right hand to pull the hammer
to che rear.

This method should not be used with an automatic pisteol, burt iz
is fine for the revolver because it isn‘t assembled wich
(moving] par:s,

[Drawing of & revolver with the following caption:]
We are neot able to use this method with an automatic pistol
bacauce it ic dangerous for the thumb where the assembly of

[meving] parts are released. With this motion there is an
[cpposite reaction] and the thumb could be cut off.



UK/BM-129 TRANSLATION

Introduecrion o Rifleg:™

The rifle developed significantly during World War II. wher
combatants used bolt action rifles. A few yvears afrer the war,
the Soviets began producing a famous automaric rifle called the
HKalashnikov, which uses 7.62 mm rounds. Then the Americans
produced a rifle called the "Armalite®, which uses a 5.6 mm
round, while tne British produced the "Infield" rifle. Italy
produced the "Beretta®, and Germany produced the "Hechleyr and
Koch* rifle. Belgium produced the "SIG" rifle, and Spain
produced the "Cetme". All of these were 7.62 caliber rifles.
Developmencs and innovations continue to be made in the
producticon of lightweight small rifles.

The Kalashnikowv ig still the best and most famous rifle used ip
the field since World War II.. It was designed by Mikhail
Falashnikov, who was born in 1%20 in Siberia. He entered the
Soviet armed forces in 1939 and was sericusly wounded, for which
he received the Red Star Medal.

The design of the first Kalashnikev, the AK47, was influenced by
A German rifle which he [Kalashnikeow] came across while he was
in the hospital. He was also influenced by a Soviet automatic
weapon, the "BBS" machine gun.

Kalashnikov developed and improved upon his rifle and presented
it o the Inspection Commission of the Defense Ministry in
Moscow, which recommended wsing this 7.62 mm rifle.

In 1935 a modification was made to the design of the first
rifle, the "AFK47", and the automatic "AK10" rifle was produced
according to design modification. The production of the
Halashnikov spread to the arsenals of several former Warsaw Pace
councries. The number of pieces produced or used is estimaced at
Cen 7o twenbty million.

The Kalashnikov is scill competitive with the American M-16
which, was designed in 1964 and was brought inco serwvice in the
mid sixties.

124

[*]Review the Kalashnikov les=on in detail.
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rinciples and B F

Most aiming mistakes are due to physical stress or nerves, which
cause the hand to tremble and shake. Ic could be caused by
putTing excesslive pressure on the trigger and by pulling the
:rigger‘rather than sqgueezing it, causing the pistol's muzzle to
swerve Irom the Larget,

Therefore, the following considerations are necessary when
aiming and shooting:

L= Control yourself while squeezing the trigger =o as ro not
shake the pistol.

2= Sueeze the trigger without too much foree, and don't pull
Ehe trigger because this will cause the pistol's muzzle ko dip
SOWTe .

3- Don't let the sound of the round discharging or the explosion
affect you, and don't focus on anticipating the sound of the
explosion because this will cause unconscious trembling in vour
hand and che pistol.

d- The body should be normal, not tense, and the joints relaxed;
not too tight, and not too loose.

5- When firing. Let the crosspiece of your sight drop to the top
of the bead and the front =sight to the center of the target;
tharc 1s, there must bhe four [objects]: the right eve, the center
of the sight housing, the bead on the front sighk, and the
cencer of the targec must be lined up and fire the pistol at the
center of the target. This applies when you are close to the
cargec and gravity deoes not affecc che bullet. With rifles and
when not at short range, fire low [=ic] and at the center of the
cargerc.

o= Close the left eve while firing if vou are firing wich che
right hand, and wice wversa [with the left].

Y- Don't take too long while aiming so your nerves don't shake.

Impoorcant Notes -

1. If the round hits abkove the target, this means that you are
nolding the pistol grip too firmly.

2. If the round hits to the right of the target, this means that
vou are gripping the pisteol too tightly, which results in
oulling the pistol to the right because it is pressing against
the other grip from nervousness.
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i- If the round hits left of the target the opposite is true,



G- " . " below the target: it the resgsultc of
nervousness when trying to fire and aim [at the target].

The shooter must know the lethal parcs of che bhody or [where =o]
seriously wound, in order to fire at these spots on the person
e wants to assassinace. They are:

1- Tne circle comprising the tcwo eyes, nose, and mouth is a
lechal area, and the shooter should not aim above, to che lefs.
or to the right of this area lest the round glance aff.

Z2- The part of the neck where the veins and arteries come

together.
3- The heart, and this is the lethal part.
4- The stomach 5- The liwver 6= The kidnevs

7= The gpinal column
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Examples of Tyvoes of Ascagsinations:

Elemans erations: Cros Streser:

l- The target i1s on his way to work via public transporrarion.
2- The moment he crosses the street to get to the bus SLop Or CO
the main choroughfare, the assassins, "two people" riding a
motorcycle, cpen fire on the target and get away quickly in the
opposite direction of the traffic.

An Acrual Example of an Assassination when the Tayogef 1%
Crossing the Street

This operation took place on 3/22/1%48 AD in Egypt. Al-
Khazander, a puppet judge who viewed the English presence in
Egypt as legal., was the person assassinated. Al-Ehazander had
been issuing severe sentences against personnel in the covert
branch ©f the Muslim Brotherhood [Al-2Zkhwan Al-tuslimin] who
were involved in bombing operations. The "Al-Khazander
Assagsinacion” operation [occurred] during the Christmas
bBembings.

1- The choice fell to both Hassan Abdel Hafez and Mahmoud Saeid
to assassinate Al-Khazander. They were from the covert branch of
the Al-Akhwan Al-Muslimin, which at that time was headed by
&bdel Rahman Al-Sandi.

Z- Al-Khazander was surveved for a period davs, and it was
learned that he went to the court at Bab Al-¥Khalaqg in Cairo and
returned to Helwan via public transportation. They went ahead to
the railroad station in Helwan, [and took] the train from Hulwan
to Bab Al-Fhalag and then other public transportation.

3- They made the plan as follows:
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The aggassing, Akdul Hafez and Mahmoud Saeid, were waiting for
AlL-Fhazander when he was leaving his house, and Hassan
assassinated him with a2 pistol while Mahmoud was standing guard
and protecting him with a pistol and percussion bombs ac he go:t
away . They escaped to the home of Abdul Rahman Al-Sandi, the
chief of the organization.

After Al-¥hazander left his house, walking rescolutely, Hassan
Abdul Hafer approached him and fired several rounds which did
not hit Al-¥hazander. When Mahmoud Saeid saw that, he lefs his
place, approached Al-Ehazander, seized him, threw him to che
ground, and emptied several rounds into him. He and his
companion left (the wictim] and departed.

Hasgsan Abdul Hafezr and Mahmoud Saeid were caught because of
several mistakes,

The Errors which Hassan and Mahmoud Committed were as follows:

1- There was no car or motorcyvcle wicth which o flee after
executing the operacion.

2- They did not anticipate the possibility of a chase after the
operation. They didn‘t notice that the operation was carried out
near the Helwan Police Department.

3- They had no training with the pistel, as evidenced by
Hassan's inabllity o kKill Al-Bhazander in spite of his
proximity to him.

4- The agreement to meer after executing the operation at the
home of the chief of the Covert Branch of the Brotherhood was a
fatal error.

G- After police cars bhegan pursuing them, the brothers fled to
the mountain [called] "Al-Mugattam® Mountain, which was not
suitable for evading [pursuit].
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: Targer's Car
1= The target goes to work in his own automobile, which comes to
get him in the meorning and brings him back afrer work is over. A
driver operates the car and the target’szs bodyguard sits beside
the driver.
Z- The group of assassins, composed of three or four people,
wailt for the target’'s car. The waiting place should allow the
assassins’ car freedom of movement at any time.
3- The assassins' car departs upon sighting the targetc’s car and
proceeds slowly until it comes to a spot which would allow it to
block cthe way in front of the target’'s car. It then immediacely
stops, blocking the target's car.
4- At che instant the agsagszins’ car stops, the persomnnel in
charge of Xilling or kidnaping the target get out, kill the
bodyguard and the driver, and then exXecute their mission.
S= This operation requires the utmost speed within a short time
to avoid any one pursuing the assgassinsg' car or seeing any of
the brothers.

1ra i : -
1- It is best that one of the brothers participating in the
assassination or kidnaping fire at the automobile's tires =o
that it can not evade or run away.
2- Most of the brothers participating in the operation should be
very skilled driverz to avoid problems if the driver is wounded
or killed.

An Actual Example of an Assassinaticon by Blocking the Target'c
nagh:

Members of the Egyptian Revolution Organization* decided to
assassinate a high-ranking Israeli living in Cairo.

*The Egyvptian BEevolution Organization: in Qrganization, which
followed Nasser ([and which he] Jamal Abdel Nasser deified),
exgcuted its first assassination in 1984 and the last in 1987,
It undercook four assassinations of Jews or Mmericans in Cairo,
and Egyptian Security as well as Israell and American
intelligence were not able to....

[TMN: The rest of this page is out off.]
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Z- Surveillance of the targert was carried out for a period of
Time. The exits and entrances to the theater of operaticons were
studied. The time was set to execute the operation at eight am
8/20/85, when the Israeli target would leave for work at the
Israell embassy in Cairo. ,

3- A car was purchased for use in the operation. Someone’s
identification was purchased indirectly, the photo was removed,
and that of one of the organization’'s members was put [in ics
place . ]

4= The nrgan‘zatlaﬂ members partlclpatlﬂg in the cperation
{there were four of them) rode in a car belonging to one of
them. mHEE put their weapons in the car (they had hidden their
weapons in tennis racket covers.) Before arrlvlng ar the theater
of operaticns, they left that car and got into the operations
vehicle, which was ¢lose to the site of the operaticn.

o= Afrcer riding in the car, it became apparent the car was not
in good running order, and had leaked a lot of o0il. so thay
decided 2o delay the operation.

&- While chey were returning in the car in poor condition, they
saw a man Lrom the Israeli Mosad, and the operation leader
decided to kill him. The Israeli Mosad man was riding in a car
with two Israeli women with him.

7- The Assassins’ car drove behind the Israeli target’'s car,
which noticed the surwveillance in the rear view mirror, but the
driver of the assassins’ car was able to choke off the Mosad
man's car and he wasn't able to escape. They blocked his way and
forced him over by the curb.

8. One of the four personnel got out of the car and emptied the
magazine of his aAmerican rifle in the direction of the Mosad
man. The second one got ocut on the other side and emptied his
bullets, and the third did likewise. After executineg the
operation, they fled to the other car, and left the operarions
car on the stcrast.

F. AZzer a period of time, the police force came and found che
car with traces of blood.

[It was not] known that rthe crime was committed by the
organization until one of its members {the brother of the
organization’s leader) turned himself in to the American Embassy
and disclosed all the secrets of the operation which the Zgyptian
Bevolution Organization undertook.
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1- The assassins killed an Israeli person they found on che way
back.

£= The purchase of a car just for the operaticn and a counterfeic
identification.

3- Concealing the weapons in tennis racket covers.

z2- Choosing a good method to stop the Israeli Mosad man's car.

Negatcive [Aspegts]

1- Failure teo inspect the car prepared for the operation with
sufficient time bhefore the execution.

2- Undertaking the operacion even though the car was
malfunctioning, which could have broken down and failed to run
after executing the operation.

J- Failure to remove the traces of blood found on the car.

The Third Operation: The Enrrance to a Building:

1- The Assagsing’' car is parked in a location near to the
target’s building.

Z2- When the targec gets out of the car or exits from the
building, the assassins open fire upon him, the bodyguard, and
the driver who is opening the car dogr for him.

i- Run away immediately or ride the car or motorcycle which is
prepared for an immediate get away.

An Betual Example of an Assassination at the Entrance to &
Building [(Assassination Attemot on the Former Minister of the
Interior, Hassan Abu Bashal :

1- A group from the Islamic organization called "[Those who have]
escaped the Fire' compossed of
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three people wairted for che previous Minister of the Interior,
Ea§?an Abu Basha's car in a location near the entrance to the
uilding.

When Abu Basha arrived, and as soon as he got out of the car, twe
of the brothers opened fire on him over the cabin of rtheir
vehicle (pick-up).

3- Abu Basha threw himself between his car and another car parked
nearky as soon as they opened fire. As a result of this incident,
the minister was paralyzed in half [of his body].

4- The brothers fled after the incident tock place, and they tock
their car in the opposite direction of the flow of traffic.

-

I At ion

When the brothers went to the location near Abu Basha, they
hadn't gone o kill him but to do reconnaissance (gather
information on him}.

1= One of the brothers was bearded while doing the
reconnaissance.

2- The brothers were armed while gathering information about the
minister. ’
3- There was no established plan for the assassination.

The Fourth Operation: While Going To or From Work:

1- The target is going to work in his own car, and he has a
driver and a bodyguard.

2= The assassing lie in waic for the target in a certain place
while he is going to or from work.

i- When the assassins see the target’s car approaching, they takes
their places.

£- The car's tires, the bodyguard, driver, and target are hit.

An Actual Example of an Assassination While the Target is Going
Lo Work: (The Assassinacion of Rif'at Fl-Mahgoub))
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1- The brothers began surveillance of all the Interior Minister -
Abdul Halim Mousa's movements, from his departing his house until
entering the ministry. The surveillance lasced several weeks.

Z- Friday morning was set for the execution of the operation
where the minister heads to work.

J- Exactly at ten in the morning the brothers were fully
prepared. &n obkserver was going to give a signal to the brothers
when the minister’'s car departed from his house.

4- When the convoy reached the specified location of the
operation (the operations stage), bhullets were sprayed from all
directions on the private car in fronc of him and on the escort
vehicle.

5- The brothers apprcoached the car after firing at the tires to
confirm that che minister was dead, The brothers did not find the
Minister of the Interior, but they d4id find Rif’'at El-Mahgoub,
Head of the Pecple’'s Assembly, dead inside the car., [TN: Similar
Lo our Speaker of the House].

&- This was an startling situation. The two convoys (the Interior
Minister's conveoy and that of the Head of the People’s Assembly)
were separated by only about seven minutes. After about seven '
minutes the Minister of the Interior arrived at the location of
the incident. ’

7- The brothers whe were participating in the operation (four
brothers to execute the assassination and twoe to drive the
motorcade) had conly two motoreycles (three people to each
motorcyclel, and after execukbing the operation, one of the two
motorcycles fled and the other hroke down, and after a moment
they lefc that meotoreycle behind.

B~ When the motorcycle broke down, cne of the brothers £fled on
foot, carrying his weapon in the opposite direction of the cars.
He stopped a taxi and threatened the driver with his weapon, and
then rode wicth him., During the drive, a police officer (a general
in the police force) stopped the car. supposEing that the armed
man was just a thief. He opened the door to arrest him, but the
hrother put the rifle to his chest and enptied a burst of rounds
into i1t and the officer fell to the ground like a slain bull. It
came to light afterwards, that this ocfficer was one of the
criminals who used to torture the brothers in some neighborhoods
of Cairo.
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Introduction:

-Explosives are believed to be the zafest weapon for the
Mujanideen [TN: mMujahideen does not refer to a specific group hut
rather is a generic term for holy warriors.] [Using explosives]
allows them to get away from enemy personnel and to avoid being
arrested. An assassination using explosives doesn't leave any
evidence or [races at the operation site. In addition, explosives
strike the enemy with sheer terror and fright.

Pefining Explosives:

They consist of chemical compounds or mixtures capable of being
converted into large quantities of hot gas in a very short period
of time. It is affected by a specific external agent that
Droduces 1noreasing pressure, resulting in a chain reacrtion.

Ex i ' Eeactions

A series of initial explosions starting with a small amount of
nighly sensitive explosives and ends with a large charge composed
of basically stable explosives.

It is composed of explosions arranged to bring about a large
vield.

The simplest explosive chain [reaction] has two stagesa whereas
other explosions could reguire four stages or more. Any break in
the chain prevents the material which follows it from exploding.

The Usual Series
The series starzs with a small spark and ends wicth a sizeabhle

aexplosion.
1- The Spark 2- Combustibkle material

3- A zmall amount of secondary material 4~ Basic charge
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M ods of Detonation:

This means pyrotechnics or electronic devices used for
detonation. They are divided into means of generating - means of
transferring - means of stabilizing

A- Meaps of Senerating
Divided into:

1- Oo ibhle Means

g- Mechanical Means
E- Meapns of Transferrine

Tvpes of fusegs-

First the Slow Fuse: {(The Safetv Fusa)

IC consists of cotton or linen threads woven together and coated
with an insulating layer of pitch or plastiec, and has capsules of
black gunpowder inside.

The threads help teo circulate the wave of combustion. The pitch
or plastic heolds the fuse together and prevents it from abserbing
moisture.

Characteriztics:

l- Tgnites with sparks or flames.

Z- Ignites ¢uickly, at about one centimeter per second.
2= Ignites under water.

4- Cutting it is a way to stop combustion.
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How to Prepare for the Explosion:

1- Cut an appropriate lengch of fuse and check that there is no
molsture.

i- Cut the appropriate length of fuse for the discance that would
be gufficiently safe. _

= Cut one end of the fuse, which will be used for ignicien, [at
a 45 degree angle. The other end of the fuse, which is placed
inside the blasting cap, should be at a 90-degree angie.

4- Put the fusge inside the blasting cap carefully and cautiously,
and tchen put moderate pressure on the opening of the blasting
cap.

5- Puc the head of a match on the gunpowder at the end of the
Tuse gcut at 45 degrees zo that the head of the matech touches th
gunpowder, then ignite it by rubbing the £lint on the pack with
the match. It is possible that the fire will gend its flame to
the black gunpowder and the fuse will begin burning. In this
case, cut the fuse on both ends at a 30-degree angle.

Qhservation:

White fuses are used in coal mines. Green fuses are used in the
milicary, and they have more safety [features]. Black and orange
[fuses] are for general civilian use.

Second, The Fast Fuse

It is the same ag the slow fuse except for the fineness of the
gunpdwder and the speed at which it ignites, which goes up to 90
centimecters a second. Its use is limited to ambushes and traps.
Imporsant rning:

Before using any type of fuse, take part of it and tesec ic =o
check that it is free of moisture, also [check] the ignition
spaaed because if you were to use a fast fuse supposing thart it is
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a slow one, then the burning will reach the blasting cap and the
charge will explode bhefore yvou leave cthe location.

Second, The Detonarting Cord g g1

It consigts of & Ilexible cord that centains highly explosive
material covered with a layer of plastic te insulate it from
moisture. It is distinguished from delaved fuses because it
contains & very white substance, PETAN, though it could have
another substance added to it, which would change itcs color to

gray.
Characrerictics:

1- Speed of explosion varyies between five and seven kilometers a
second.

2= It could explode with the forece of 15 kilegrams, or the round
of a weapon.

J= [Can be] used underwater for not more than 15 hours.

4- It is used to explode several chargegs at the zame bime.

5- It is aifected by moisture, the sun, electric shocks, and
mechanical jolts.

8- It is used as an explosive hele to fell trees as well as
cement and iron pillars.

7- It is in the shape of a coil varying in length from 100 to 200
meters.

BE- It can be substituted for a large number of Efuses.

2- It 13 used as an open cord to clear the way in a mine field
and to increase the width by doubling the number of detonating
cords which form the cord.
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dlasring Caps

Consisrt of a metal capsule [made] of copper or aluminum
containing a small amount of catalyst and crther stimuli. Care and
caution must be used while handliing because it iz wery sensirive
To external facrtors (bumping, shaking, frietion).

Composition of 2 Normal Blasting Cap

It consists of an extended pipe, one end which contains sengitive
explosive material, which is the basgsic substance. Itz charge is
also pressure-sensitive. The third charge iz combustible.

Length of the cap 15 5 cm - Diameter of the cap iz 7 om

There 15 an example of the largest normal blasting cap. The
nermal blasting cap should only be exploded with a slow fuse.

[Drawing of a blasting cap with the captions: slow fuse (to the
right)] Chlorate and sugar 10% & Lead Nitrate 30% (beneath).]

Composition of the Elecrtrical Blasting Cap-

Ir has the same composition as the noermal blasting cap., with the
addition of a hot wire and comnecting wire. The opening of the
extended pipe is insulated with rubber.

[Drawing with the captions: hot wire (above), active cubstance
(e the left), and (from right to left beneath:) Electrical wire,
stabilizing column, wires, rubber, combustible charge. &
catalyst.
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Zrecautions that must be taken with Hlasting Cavse-

l- Do not store blasting caps with explosive materials, and don't
expose them to the heatr of the sun.

2= Don”’ t test a blasting cap with an O meter, Alpha meter or
other electrical devices which have batteries lest it explode
{this pertains to electrical blasting caps.)

cting and I Ty

First: Connecting one Slow Fuse with Annother:

1- Cut one end of the fuse at a 45-degree angle.

2- Place the two sides next to each other so chat the black
powder 1s in contact with both of the fuses together.

3- Connect the two sides with a strong tape or chord.

4- The head of a match or something similar can be placed between
the cwo ends of the fuse before the connector. The two of them
must touch the match stick, which increases the flames burning
between them (ensuring the transmission of the flame from one
fuse to another.)

i - cting 8 Slow F ] ther Ela
(Explosive] :
1- A detonating cord can’'t explode without a blasting cap, so
there L5 no benefit from connecting a slow fuse directly: it
should have a blasting cap placed between them to transfer the
spark of the slow fuse to its cap s¢ that the detonating cord
will ignite.
Z- When the slow fuse ignites, the resulting spark reaches the
cap and it explodes and ignites the fuse.
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Third.: nn 3 3 = ting Cord with =
The two detonating cords can pe connected to ocne of the
following:

1- Place the two cords one above the other [overlapping] by 15
cm, and tie them with strong tape or cord.

(Crawing with the following captions: Blasting cap fuse (to the
rignt), blasting cap fuse {(to the left), and tape (bensath).

2— With a straight kna=. [Drawing (no caption)]

3- A Tree Leaf [Knot]: [Drawing]

We connect this way when exploding two charges at the same time,
starting from the main branch of the explosive cord, or toc ensure
the charge explodes using two detonating cords.

4- The Letter P Connector: [(Drawing]
This connector iz used when the direction of the explosive wave

inn the main branch is not known.
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3= Letter ¥ Conneccor: [Drawing]
This mechod is also used when the direction of the explosive wave
in the main branch i=s not known.

6- Broken Chord Connector: [Drawing]

It is used when the time needed to prepare the charges is
limited. Connect it with an explosive chord. Except for the
problem of moisture, "Petan™ causes a break in the fuse: it is
not recommended to use this material for a period of more than 24
nours because of slackening of the two fuses, and they become
separated.

7= £ Connector: - [Drawing]
It iz the safest because the explosive wave trancfers from the
main line to the parallel branch in both directions.
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Boohyv Traos:

These consist of crearive, innovative methods aimed a: planting
anti-personnel and anti-vehicle explosive charges, and cthe anamy
iz blown up as a result of nermal movement without paving
attention to wihat is around him. Booby traps are considered cne
o the be=t ways to execute an assassination operation againss
enemy personnel because we have gotten a long distance away from
the site of the incident without leawving any evidence or trace
enabling the enemy to know who were the perpetrators.

However, a brotner should not be allowed the opportunity to work
with setting booby traps until after he has mastered the use of
explogives and has successfully worked in the electrical and
mechanical fields, because the first mistake a brother makes
could be his last mistake.

One of the most imporcant considerations in placing a booby trap
15 bto make the right choice of the appropriate switch that the
enemy would not notice [and avoid his detecring] and removal of
the charge. -
Any sign of our work or presence in the area where the booby trap
was placed must be removed, because any togls, pieces of
electrical wire, tape etc. would put the enemy on the alert, and
the plan and operation would fail.

Switches for traps and explosive charge housings are categorized
as follows:
1- Electrical Z- Chemical 3- Mechanical 4- Friction

Electrical Swicches:

They can be divided into four groupst

A- For manual use: Pull - push - loosen - raise - drop.

8- Delayed (timed): Alarm clock - Temperature - Closed circuic
ipressure placed on the insulator until ir burns and concackt is
made . }
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f o= ircumskan :

Temperature - Smoke or Sensitive Gas - Sensitive Metal.

D- Wich the Influence of Waves: FM waves - Radic - Infrared Rays
-ultraviglet - or Radar Waves,

(Drawing wich the feollowing capticons:]
Switch {above), Charge with blasting cap (to the right}, Openin

to be closed after the operation is over (beneatch), and Battery
o the lefr).

The entire success of the switch [depends on] intelligence,
innovation, and judgment.

The hppfﬁpriate Switch

The electric cirouit iz considered the best because it is timely,
but its only flaw 13 a lealy battery.

We will now touch on various simple types of booby traps to make
it easy for the brother to comprehend: we have not written any
new ideas in order to help invent other more preferable methods.

1- The charge goes off when the door opens after the target has
pulled the insulation from between the contact points, and the
electrical cirouirc is broken. If we want to kill the target, we
pet [che booby trapl over the door: if we want to cut off his
legs or bring about permanent injuries to various parts of the
body, we put it in the wviecinity of the door.

[Drawing {onn the left) with captions:]

Nine V Bacctery (upper right), insulation (upper left), the
explosive charge (on the door), The persornnel use a line fixed
the wall, and it can make the charge explode as soon as soon as
the prominent famous perscn is under it (to the left.)

[Drawing on the right (with captions:|

Wwhen the door is opened, the insulation is separated and the
circuit is broken {middle left), attached insulation {lower
lefr), the explosive charge (beneathl).
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2- Igniting / closing the circuiz:
When the electric switch is pushed, the circuir is connected and
the charge explodes.

[Drawing and capcions: ] _
Electric switch (upper left), charge without a fuge (bottom
right), and battery {bottom left).

3= Booby-trapping a recorder and television:

The idea i= based on closing the circuit to [cause] the explosion
when the eguipment is turned on. A battery is used when setting
the trap for a radic or recorder that works on batteries or by a
power cord to the radio or television switch.

d- Booby-Trapping a Car:

Close the electrical circuit and cause the explosion when the
igmition key is turned to start the car. It is possible to use
the car battery when setting this type cf trap. Explosives placed
in leocations inside the car, in the back or front, cau=ze the
explosion to be centered inside the car.

[Drawing with captions:]
Ignition key (ahove)
Charge with detonatoer and explosives (beneath).
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2= Trap using an aAlarm Clock:

[Drawing with caprtiaons:]

Explosive charge {upper right), battery (upper lefr). flexible
rubber wire {middle right), small [hour] hand (upper middle
leit), and the big [minute] hand (lower middle right).

According to the drawing, the charge will explode at 2:30, when
the small hand is on three and the big is on six. There must not
be any insulation between the two hands. It is advicable to use a
flexible rubber wire in front of the number three in case the big
hand goes past it more than one time per hour.

&— Time Bomb Using an Alarm Clock:

[Drawing {(with captions):] _

Charge without a fuse (above} and battery (upper left).

The explosion takes place when the time is reached, the alarm
goes off, and cthe two electric wires make contact.

7= It 15 also possible to bochy trap a car by connecting two
wires from the battery. One of the blasting cap wires makes
contact with the wire connected to the battery, and the other
wire connects to the line and is alsc connected to the fan. The
wire connected to the battery does the same thing. When the
igniticn key is turned, the blade rotates, and the two sides
connect, <¢losing the circuit.

B- There are wvery many things one could use in a wvery simple way
Eo set & trap, like: shoes, bed arfc,
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¥

moles of Aos etk
1- Blowing up & buillding or motorcade using a car bomb, whereby
the driver of the car loaded with explosives blows up his
[1llegible-possibly carl.

An Actual Example:

Some of the brothers in Egypt tried to blow up the motorcade of
the former Minister of the Intericr's vehicle {(Z I B | by putting
200 kilograms of TNT in a pick-up truck. When the minister's car
was seen, the brother approached in his car and blew up the car.
However, it didn’'t cause an explosion in the car, and it was
confirmed afterward thar the expleosives didn't go off because no
catalyst was placed with the large quantity of explosives. The
explaogives ignited but they did not explode.

2= Throwing one or more bombs into a group of enemy personnel or
inte the target’'s car:

An Actual Example:
Personnel from the Covert Branch of the Muslim Brotherhood threw

some bombs into [some] stores and bars on the evening of January
7, 1%47 at 11:00 pm.

3- Blowing up a location or car with a time bomb.

Some Palestinians were able to place a time bomb inside an
aircraft’s radic, and afcer the aircraft took off it blew up in
the air.

I+ is also possible to explode a time bomb using the timer from a
washing machine or any other device (a fan, ete.); at a specified
timeg, the two wires make contact and the charge explodes.
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Assassginarions Using Cold Steel-

A= Assassinating with a knife: When undertaking amny assassination
using a knife, the enemy must be struck in one of these lethal
SpOLTS:
From the Front: 1- Anywhere in the rib cage.

2= Both or one eve.

3- The pelvis [(under target's nawvel)

4- The area directly above the genitals.
From Behind: l- The axon (kback of the head).

. 2- The end of the spinal column diresctly

above the person’s buttocks.
2- Acsassination with a2 Blunt Obiject: A blow with a club must be
in.lechal areas.
From the front:
1- The two aves. .
Z- Where the veins and arteries converge in the neck.
3= Top of the stomach, with the end of the stick.
d- Above the genitcals, with the end of the club.
- The area of the tongue.
B- Choke the neck with the stick, like in a hanging.
From the rear: 1- The area of the left ear.
Z- The back of the head {axon).
[TH: Blunt object, stick, and club were all the same word in
Arabic; different choices were made o show range of meaning. ]
Assassination with a Beope: 1- Choking (Neck area). There is no
onther area hesides the neck.
Assassination using Hands: l1- Choking. 2- Poking the fingers inco
one or both eyes and gouging them.
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3= Grab the testicles by the hand and cwist and squesze.
‘4- Grab the rib cage with both hands and scueecze.

Assassinaticons with Poil=on: We will limic [the discussion] to
poisons that the holy warrior can prepare and use wichout
endangering his healch.
Firsc- Herbal Poisons; A- Castor Beansg
The substance Ricin, an extract from Castor Beans, is considered
one of the most deadly poisons. .035 milligrams is enough to kill
someone by inhaling or by injecting in a vein. However, though
considered less poisoncous if taken through the digestive system,
chhewing some Castor Beans could bhe fatal. It is a simple
gperation to extract Ricin, and Castor Beans themselves can be
obtained from nurseries throughout the country.
Svptoms: Need to wvomit - diarrhea - unawareness of surroundings
- the skin turns blue, leading to failure of blood circulation
[sic] and finally ... death.

- Lo Beans
The herbal poison Abrin, extracted from Precatory Beans, 1s wvery
similar to Ricin. The seeds of this plant are red and black and
are used in prayer beads [TN: like a Rosary]. Prepare a very dark
ink or refine some normal ink to
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DM/ - /8 0

Dimochyl Sulfoxide

(Can be] found with horse breeders or veterinarians, and we can
substigute Nicrobenzene or "cream® [PH]. The poi=zon is mixed with
this substance, and when the enemy touches the poison. he will
die slowly wichin 15 minutes to an hour.

Nitrobenzene poiscn = external poison [by touchingl

RICIN i One of these poiscns is
ABIN mixed with Nicrobenzene or
RCIN DMSD or the *“Cream”.

Frog poliscn
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pe as fine as possible while keeping it strong enough o
penetrate che chell of Precatory Beans. Pur on a pair of learcher
gloves and very carefully bore about twelwve holes in each of the
prayer beads. Afrer completing that, spray the praver beads with
DMS0 (Dimehtyl Sulfoxide). The Abrin will kill your wvietim
slowly, but relentlessly.

Extracting Abrin and Ricin
In order to facilitate removing the shells of these seeds, soak
3.2 ounces {an ounce = 31.1 milligrams) of castor-oil plant seeds
in about 10 ounces of warcer, adding twe teaspoons of lyvo [=ic,
mavbe meant lye] or an alkaline (& substance extracted from soap
powder) . You need to submerge the seeds in the water, so cover
them with clean gravel or use marble. Let them scak for an hour,
then take out the seeds, c¢lean them, and let the shells 4dry. They
can be easily removed after that.
Put the shelled seeds in a mixture four times their weight of
acetone, until they completely harden. Then put them in a covered
glass container, and leave them for 72 hours. After thart,
transfer them to ancther container through a coffiee filter. Dut
on surgical gloves and a mask, and squeeze out as much of the
acetone as possible. Then add fresh acetone and repeat
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the procedure of leaving them for 72 hours and straining them
through a coffee filzer two more times. The final result will he
pure Evsein [PH] or Abrin.

- - The Water Hemlock Blant
A lethal dose is 3.2 grams. It has a palatable taste, 2nd is very
s=imilar to anccher plant, parsnip.
Svmmoroms: Nerwvous spasms within 15 to 60 minutes, including
savere locking and clenching of the jaw to the extent that the
tongue could be cut off.

D- The Tani Qil Tree
kali : They are highly solvent in

A- Tobacoo
There 1s enough nicotine in thres cigarettes to kill a person.
Sixty o 70 milligrams of pure nicotine will kill a person within

an hour 1£f saten.

alechol.

E- Potato Sprout
The potato sprout (both rotten and green) contains Solanine.
How to Extract BFoisonous Alkaline
Chop up the leaves finely. It is preferable to make a mixture,
and then put it in a drip coifee maker, through which the boiling
water can penecrate the coffee gradually.
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Fill a metal pot with about 1/3 rubbing [isopropy([l]). alcohol
mixed with Isopropyl. Let it strain and percolace for an hour.
During cthe firsc hal? hour, add alcohol as needed, and during che
second half hour, let it 2oil until you have two ounces lefr- in
the container. These (two] ounces or [could be] less are alcohol
mixed wich poiscn alkaline. Put this amount on a plate, and ler
the alechol evaporate. The remainder on the plate will bhe very
pure poiscn. There is another mechod which is net as good, bur ic
doesn't reguire the drip coffee maker. It is simply heating the
minced and mixed plants with the alcohol [we had] bhefore over a
low flame. Its symptﬂms will appear in 160 days.

Eating Spoiled Food
Since .000028 grams will klll a persen, this poison is absolutaly
lechal. Afcer consumption, the sympbtoms appear in 12 to 36 hours.
They include dizziness, headaches, constipation, difficulty
swallowing and speaking, £luids coming from the nose and mouth,
and lack of muscle coordination. It results in deach from
respiratory failure., If it is received in the blood stream, death
ig wvery swift and almost without svmproms.
dow to Prepare Spolled Food:
Fill a pot with corn and green beans. Put in a small piece of
meatr and about two spooniuls of fresh excrement. Four the water
10o
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into the pot until there is surface tension at the lip of the
pot. Cover the por tightly. If you do that correctly, there will
be no air trapped in the pot. Leave the pot in a dark, moderately
warm zoom for 15 days. At the end of that pericd, you will notice
8 substance on the edge of the por and a small amount of
roctenness. These are known bacteria colonies, which secrese
their external poison as a result of the process of bacterial
digestion. You can make three or four pots at the same time.
Puring the cime of the destrover, Jamal ibhdul Nasser, somesns who
was being severely tortured in prison (he had ne connection with
Islam), ate some feces after losing sanity from the severity of
Lhe forture. A few hours after he ate the feceg, he was found

dead.
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SEVENTEENTH LESSON

INTERROGATION AND INVESTIGATION
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n ifferences Beoween Interrogatbion and dOuesri :
Mamy people confuse the nacture of the interrogation with thar of
guestioning, and confuse what should be mentioned in the
interrogacion with that of the investigatien. .

_ncarvomarion: Consists of a psycholegical warfare and
intellectual combat between the intelligence agen: and the
suspect through guestions and answers related to one or more
topics. The interrogation uses all kinds of physical and
psychological techniques to break the will of the suspect and
lead him to a total cellapse. The agency that conducts the
interrogation is the government’'s questioning apparatus that
belongs to the Ministry of Interior Affair=. The officers of
that apparatus graduate from the police academy. In our country,
that apparatus has no values or code of ethics. It does not
hesitate to use all kinds of torture and bodily and emorional
harm to obtain evidence that could incriminate the suspect.

Questioning: Questicning is similar to interrogation in that they
are both forms of psvchological warfare and intellectual combart.
The dquestioning. however, is conducted by the prosecution [office
of district attorney], which i= under the judicial branch. That
authority is (apparently) independent from the government
(executive branch} and from the people’s parliament (legislative
branch). The prosecution officials graduate from law school and
use the technique of confrontation and repeated questicning, but
without torture.

The brother should take the following measures:
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Under pressure of Corture in the custody of the guestioning
apparatus, the brother may reveal some secrets. However, in
the custody of the prosecution, the interrogation deoes noc
use ohysical force, but may use psychological coercicon
{threats and harsh words) .

In publicized caseg, the questioning apparatus iz careful
not to allow the brother to talk in the district attormey’s
office. Coordination takes place between the guestioning
apparatus and the prosecution office. Torture of the
brother takes place once again in the gquestioning apparatus
[center] to force him to confess in the prosecution center.
That may be repeated more than once, until the brother
confesses or they give up. The important thing to remember
is that whatever the brother says in the prosecution center
will be recorded against him and will be the basis for his
Judgement .

Every word that the brother utters in the prosecution center
makes 4 negative impact on him, on hi= colleagues, and
later, on the judgement and major decisions.

When taken to the prosecution office, a brother should do the
followineg:

a. He should, prior to guestioning and whether or not he
has injuries, ask the prosecutor or his representative
o be seen by the medical examiner.

b. He should, when the questioning begins, ask that
evidence of his torture be entered in the report
proceedings.

C. He should, prior to the start of the questioning., ask

chat an accorney be present with him during the
questioning process. He should mention the attorney by
TLAMNS | '

B " UE/BM-164 TRANSLATION -
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He should ask for food.

He should deny all informarion [acousations] abour him
by the prosecurtion representative. He should claim
thaz the interrogation apparatus has fabricated those
accusations and should deny his connection to anything
obtained against him.

The brother may have to confess under pressure of
torture 1n the interrogation center. Once in the
prosecution center, however, he should say that he was
tortured, deny all his prior confessions, and ask that
the interrcocgation be repeated,

i T Lgques: A number of technigques are used to

interrogate the brothers. The exact rechnicues used may be
different from one brother to another depending on the brother's
status in the group and on current events. Interrogation is
limiced to the fellowing types:

A 11

I_'I

[

nin

This is the simplest type of interrogation. It can
happen to anyvone under normal circumstances. In this
type, the interrogation apparatus summons a brother by
lerter or messenger Lo appear.

This happens when the brother does not respond to them
[the interrogation apparatus], unless the command sees
ctherwise.

If the command approves his appearing, the brother
should be careful not to give the enemy any [wicall]
information. He should agree with the command on the
line of answers to be followed during the interrcgation
and should answer gquestions wisely.

Imuediately upon his return, the hrother should relate
to the command all that happened to him in the
interrogacion process.
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The [interrogated] brother should memorize the
appearance of the interreogation building, its inkterier,
and the appearance of the cfficers. The interrcgacion
iz a major opportunity for the [Islamic] group as long
as the brother is tactcful, bright, and observant. When
summoned, usually the brother is not blindfolded ox
tortured.

interrogation Surrounding Publicized Arresgts:

-

The hrother may be arrested as a result of public
incidents, such as the murder of an important
personalitcy, military overthrow [of the government], or
the escape of Islamic leaders from prison.

In these cases, the interrogation would be more severe.
As long as there i= no connection betwesn the hrother
and the incident, the gquestions would remain general:
Where were you during the incident? Who do vou think
executed 1t? Whom of the Jihad breothers do you know?

The degree of rtorture varies according to the
importance of che brother and the suspicion that he is
connected with the incidents.

rroaatio

The brother is arrested while walking in the street or at

home

He is transported to a waiting room. After a while,

he 15 searched and interrogated without being blindfolded
idepends on the impeorcance of the matter). He is then
placed in a cell in the interrogation center, it a holding
cell in the police stacion, or in & COMNOn prison.

The brother is kept for a few days without interrogation.
Then he is interrogated by a number of persons in an
interrogation room. The room is ordinary, containing one or
more desks, some chairs, and some torture devices, as
nesdead.
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In che beginning, the brother may not be treated narsﬁ-y,
burt rather kindly. He may be offered a chalr with a cup of
tea ar a drink. Then he would be asked to recall
information that is useful to the interrogators. If thne
brother refuses to offer any information and denies that he
knows anything, he is then treated harshly He and his
-amlly may be cursed, he may be forced inteo submission hy
following orders such as: face the wall, don't talk, don’
raise your voice. Ball of that iz te frighten the bra:her.
The brocher should refuse ro supply any information and deny
higs knowledge of che suybject in guestion. Further, the
brother should disobey the interrogator’'s orders as much as
he can by raising his voice, cursing the interrogatsor back,
and refusing to face the wall. The interrogater would
resort to beating the brother in order to force him to obey.
Thus, that attempt would fail.

Within about a day, another session would be held with the
brocher. Usually, in this session the brother would be
Ilindfolded, beaten, and tortured. He would be made to
believe that his role in the incidents has been learned and
that 1t is better if he talks. The cur=sing and torturing
would intensify, depending on what the brother reveals. The
brother should not disclose any information, no matter how
insignificant he might think it is, in order not to open a
door that cannot be closed until he incriminates himself or -
exposas his Organization. The interrogator canncot obtain
what he wants and extract any informarion unless che brother
talks. The brother may think that by giving a little
informaticn he can aveid harm and torture.
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However, the opposite is true. The torture and harm would
intensify to cobtain additicnal information, and that cycle
would repeaft. Thus, the brother should be patient.
resistant, silent, and prayerful to Allah, especially if the
SeCcurirty apparatus knows little about him. '

Im prison cells, deo not talk to anyone you did not
previously know. Some [prisoners] may be [enemy] agents or
may have different orientations.

In cases like these, and as long as the brother indicates no
connection to the incidents, the interrocgation takes place
in the interrogation <¢enrter only, noet in the prosecution
center. In cthis interrogation =ses=sion, it is important o
remember the basic rule: Even a little disclosure of
information would increase your amount of torture and resultc
in additional information for the questicning apparatus.

1fi o the Brother:

1. The brocther may be captured in a distant location
through informants, or in a location connected o the
incident {apartment, the actual incident location). At
that time, the brother may possess items related to the
incident (weapons, documents, blood stains, ...). The
brother may also be captured while crossing the border.

2. The brother will be placed in a holding room, then
stripped of his possessions (watch, money, Koran, ...},
blindfolded, and handcuffed. The guestioning bkegins,
in & friendly manner, by writing reports about him
{name, address, education, residence, employment,
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family, ...). In thizs session, zThe cuestioning
oificial triesc to break the resistance of the brother
by informing him that confession is better for him and
that steadfastness is impossible because he cannot deny
anything. He adds thar painful torture will be used if¥
ne does not talk. He lures the brother by saying that
if he confesses he will be immediately released and
given money, educational scholarships, ete.

In the first session, the brother would be studied
through his statemencs and manner of dealing with the
interrogator. Then a plan is devised for dealing with
the brother. -

If the earlier, friendly approach fails and the brother
does not cooperate with the interrogator, ancother
session is held using torture in order to control the
brother through fright and orders {(sit down, don't sit
down, face the wall, don't talk, don't raise your
volce, curses and insults). The brother should not
weaken, bur should try to disobey the interrogator's
orders or cake his time in executing them. If the
interrogators f£ind that the torture technicgue is
successiul, they would intensify it. However., if they
find that the brother is dodging them, they would
resort to psychological torture technigques.

Some interrogators may try to confuse the brother,
diztort hiszs reasoning, and tangle his thoughts by
throwing many gquestions at him at the same time and not
allowing him the chance to answer them. If the brother
delays his answers, he would be struck. During that
torture [session]. the brother is given a chance to
speak, even tell a lie, in return for halting the
torture. He is given a sheet of paper and asked to
write whatever he wantcs in return for his
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release, for not prosecuting him, etg. They starc

deceiving the brother by =aving that his refusal to
talk or write means chaz he 15 afraid of revealing

dangerous secrats he posSsesses.

Curing the interrogation, or while the brother is in
the holding room, he may be made to listen o another
brother's cries from & nearby ©ell. This is done in
order to break the brother's resistance. They may sven
resort to having the brother hear some of his brothers’
confessions and bringing papers and documents that
prove his involvement in the ingident.

In all prior situations the brother has three ontions:

a. Patience, steadfastness, and silence about any
information whatsoever. That is wery difficuls
excert for those who take refuge in Allah.

. Executing the security plan that was agreed upon
prior to execution of the operation and not
dewviating from it.

c. In case others deviate from the segurity plan,

oonEirm the i1nformation given without adding teo
it.

.ﬂ.

If the brother is the first subject in the
incerrogation, he should adhere sreadfastly to the
saecurity plan in order to aveid trouble for the
brochers that will follow.

2. The worze case - Allah forbid - i3 when the
brother breaks downs totally and tells all he
knows, which is due to a poor choice 1n the
brother. Thus, it i=s important to best
ipdividuals pricor to such work in order to ensure
their steadfastness and minimize the likelihood of
their breaking down. Testing may done by accusing
him of being an enemy agent and lying about the
reported informatien, in the event he ig supplving
decailed information.

E. Important information should not be discussed with
che brothers, as they might reveal it during the
interrogation.
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"Torgure Merhods: Secre: agents use two methods of torture:

A. Phvsiral ror-ure. 2. Psycheological torture

& . Me s b Physical Torture:

1. 3lindfolding and stripping of clothes,

2. Banging by the hands.

3. Hanging by the feet [upside down].

4. Beating with sticks and electrical wires.

5. Whipping and bkeating with sticks and twisted rubber
belts,

&. Forcing the brother teo stand naked for long periods of
cime.

7. Pouring cold water on the brother's head.

3. Purting ourt lighted cigarettes on the brother’s skin,

9. Shocking with an electrical current.

10. Kicking and punching.

11. Arcracking the brother with wiciocus dogs.

12. Making the brocther =it on a stake.

12, Throwing in a septic tank.

14, Pulling out the nails and hair.

15. Dragging.

16. Twving the hands and feet from behind.

17. Utilizing sharp objects, such as a pocketlknife or piece
of glass.

18. Burning with fire.

19, ESleeping on a bare marble floor without a cover and
flooding the cell with sewer water.

20. Standing on toes and against a wall pressing with the
fingers for long hours. The brother may be denied
zleep, food, drink, and medicine..

21. EBeating on cuts and sore parts of the body.

22. Giwving the brother a lokt of water or very watery
fruits, such as watermelon, after denyving him
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food and drink. Afrer the brother drinks or eac-s
che fruitg, his hands and penis will be tied so the
brother will not be able to urinats,

23 Placing drugs and nareotics in the brother’'s food o
weaken his will power.

24. Placing the brother in solitary confinement where th
cells are made of a special kind of cement that gets
extremely het in the summer and cold in winter.

23. Hiccing the brother’'s genitals with a stick or
sgqueezing them by hand.

26. Dragging the brother over barb wires and fragments of
glass and metal.

B. Methods of Pygvwchological Torture:

1. Isovlating the brother socially, cutting him off from
public life, placing him in solitary confinemenc, and
denyving him news and information in order to make him
feel lonely.

2. Forbidding calling him by name, giving the brother a
number, and calling him by that number in order Lo
defear his morale.

3. Threatening to summoen his sister, mother, wife, or
daughter and rape her.

4. Threatening to rape the brother himself.

5. Threatening to confiscate his possessions and to have
him fired from his emplovment.

6. Threatening to cause a permanent physical disability or
life imprisonment.

7. Offer the brother certain enticements (apartment, car,
passporc, scholarship, ebe.).

8. Using harsh treatment, insults, and curses to defeat

his morale.
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10

Controlling everything the brother deoes, even in
private, whether he is awake or agleep, to convince hinm
that they are in charge. They would force him to bow
nis head and lock down while talking with the guards.

rurther, let no one think that the aforementioned technigues are
fabricactions of our imagination, or that we copied them from spy
stories. On the contrary, these are factual incidenrs in the
prizons of Egypt, Syria, Jordan, Saudi Arabia, and all other Arab
countries. Those who follow daily events and read the newspapers
and journals would be amazed to learn that:

security perscnnel totally undregsed veiled women in public.
The safurity personnel arrested a brother’'s mother, a
brothers sister, and a brother’s wife and raped them.

the wife of brocher Saffour AbdulGhani - may allah have him
releazed - had a4 miscarriage when the government's dogs
{i.e. cronies) beat and tortured her in front of her
husband.

the security personnel captured brother Hassan Al-Gharbawi's
mother, who is older than £0 years, and hanged her by her
feet [upside down]. The security personnel shaved the head
of the wife of a brother who participated in the murder of
Rifrat Al-Mahjoub [Egypt’'s former parliament speaker].

The stories are numerous and there is intense torture while
Mugsiims are in deep sleap.

& voung men waging a holy war for the sake of Allah, there is
still hope in vyou. Your country awaits you, your bhrothers await
W, yOur wives waikt you, the Muslim hostages await wyou.
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Advice Taken from the book "Mothakkarat Fida': a=ir® [Memoirgs of
a Capiured Commando]: Concerning interrogation and guestioning,
parapnrased.

1

4 n

Whnile being taken to the interrogation and torture areas,
one should concentrate heavily on the route and cry to
memorize any signs in order to bheneiit operations and plan
development.

In the heginhing of the interrogation, a security officer
{interrogator) would come toe you with fatherly advice,
deceicful phrases, and ‘*crocodile tears” so you might
confess and tell them everything.

It is necessary to secretly discard any document related to
the work or anything else considered criminal evidence
against you. Bekter, do not carry any documents concerning
the work.

From the first moment in captivity, the brother should
proudly take a firm and opposing pesition against the enemy
and not obey the orders. The more firm and opposing the
reaction, the more beneficial it is. These reactions will
not lead o harsher treatment. Do not give the enemy an
opportunlity or an opening.

During the torture process, pretend that the pain 13 severe
by mending over and crying loudly.

Az the corture intensifies, its end nears.
Sorween torture saezsion=s, the officers bargain with the

brother and entice him with ending the torturs if he
supplies them wibth any information.

-

i mThis book is the memoirs of an Iranian Communistc. All

mrochers chould read it.
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During the Lorture session, the counseling preacher may
become & vicicus Deast.

The one who gives one piece of information o avoid the
lasnes of whips is deluding himgelf because the rtorture
world intensify,

It is necessary that each brother plan for his interrogatcion
and discuss 1t with his commander. He may be captured anes
dawv.

When I calk while under torture, I do not mention unknown
dates and places to the security personmnel, but well known
onles . )

When I mention dates or names, it is important to memorize
them because they will ask about them again to know if I was
cruthful.

Pretending to be naive and ignorant during the guestioning
may lead to diverging from the plan, because all factors are
against the brother: The place, the people, the situation.
That leads to some or all the sutcomes desired by the enemy.
That is, it is important to remain psychologically and
mentally calm and to maintain alercness and foresight.

Detailing events during the guestioning, whether verbally or
in writing, directly increases the crime. That person’'s
situation is just like scomeone who falls in a swamp [guick
sand] : the more he tries to save himself, the deeper he
ginks.

The less information supplied during the torture, the
lighter the judgement will be.

A devastating mistake that results in harsh judgement is
that of a brother revealing information to others in his
cell
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not revealed during the terture. This is especially true when
the inrterrogation is still going on, his fare has not been
determined, and the case has not been clozed,

17,

18,

19,

20.

22.

Relating experiences should not take place prior to the
judgement, but afrcer it.

The interrogators may resort to planting suspicion and
mistrust among the brothers. They may pretend that they
have a friendly relationship with one of the brothers. It
is mecessary to think well of one ancother.

Lo not accept humiliation and disgrace. Discbey orders and
oppose them. '

It i= important to coordinate with your brothers before
execukbing any operation {(securikty plan}.

The security personnel may leave you for long periocds of
time without asking you any guestions in order to break your
will and determinaction.

During the interrogation, say only the things that vou
agreed upon with your commander. Do not be concerned about
other brothers.
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Lesson Eighteen

PRISONS AND DETENTION CENTERS

IF AN INDICTMENT IS [SSUED AND THE TRIAL BEGINS. THE BEROTHER HAS TO PAY
ATTENTION TO THE FOLLOWING:

1. At the beginning of the trial. once more the brothers must insist on proving that orlure wis

mflicted on them by State Security [investigators] before the judge.

Complain [to the court] of mistreatment while in prison.

Make arrangements for the brother’s defense with the attomey, whether he was retained by

the brother's family or court-appointed.

The brother has to do his best o know the names of the state security officers, who

participated 1n his torture and mention their names to the judge. [These names may be

obtained from brothers who had to deal wath those officers in previous cases. ]

5. Some brothers may tell and may be lured by the state security investigators to testify against
the brothers [i.e. affirmation witness], either by not keeping them together in the same prison
during the trials, or by letting them talk to the media. In this case, they have o be treated
zently, and should be offered good advice, good treatment, and pray that God may guide
them.

6. During the trial, the court has to be notified of any mistreatment of the brothers inside the

prison.

[t is possible to resort to a hunger strike, but it 1s a tactic that can either succeed or fail.

8. Take advantage of visits to communicate with brothers outside prison and exchange
informarion that may be helpful to them in their work outside prison [according o what
occurred during the investigations]. The impornance of mastering the art of hiding messages
is self evident here.

- When the brothers are transported from and to the pnson [on their way to the court] they
should shout Islamic slogans out loud from inside the pnison cars to impress upon the people
and their family the need to support Islam.

— Inside the pnison, the brother should not aceept any work that may belittle or demean him or
his brothers, such as the cleaning of the prison bathrooms or hallways.

= The brothers should create an Tslamic program for themselves inside the prison, as well as
recreational and educational ones, etc.

— The brother in prison should be a role model in selflessness. Brothers should also pay
attention to each others needs and should help each other and unite vis a vis the pnson
officers. :

— The brothers must take advantage of their presence in prison for obeying and worshiping
[God] and memaorizing the Qora’an. etc. This is in addition to all guidelines and procedures
that were contained in the lesson on interrogation and investigation. Lastly, each of us has to
understand that we don’t achieve victory against our enemies through these actions and
security procedures. Rather. victory is achieved by obeying Almighty and Glorious God and
because of their many sins. Every brother has to be careful so as not to commit sins and
everyone of us has to do his best in obeying Almighty God, Who said in his Holy Book: “We

I
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will. without doubt, help Our messengers and those who believe {both) in this world's life
and the one Day when the Witnesses will stand forth.”™
May God guide us.

[Dedication]

To this pure Muslim youth. the believer, the mujahid (fighter) for God's sake. | present this
modest effort as a contobution from me o pave the way that will lead 1o Alnughty God and to
establish a caliphate along the lines of the prophet.

The prophet, peace be upon him., said according to what was related by Imam Ahmed: “Let the
prophecy that God wants be in you, yet God may remove it if He so wills, and then there will be
a Caliphate according to the prophet’s path [instruction], if God so wills it. He will also remove
that [the Caliphate] if He so wills, and you will have a disobedient king if God so wills it. Once
again, if God so wills, He will remove him [the disobedient king], and you will have an
oppressive king. [Finally], if God so wills, He will remove him [the oppressive king], and you
will have a Caliphate according to the prophet’s path [instruction]. He then became silent.”

THE IMPORTANCE OF TEAM WORK:

1. Team work is the only translation of God's command, as well as that of the prophet, 1o unite
and not to disunite. Almighty God says, "And hold fast, all together, by the Rope which
Allah (stretches out for vou}, and be not divided among yourselves.” In “Sahih Muslim,” it
was reported by Abu Horairah, may Allah look kindly upon him, that the prophet, may
Allah’s peace and greetings be upon him, said: “Allah approves three [things] for you and
disapproves three [things]: He approves that you worship him, that you do not disbelieve in
Him. and that you hold fast, all together, by the Rope which Allah, and be not divided among
vourselves. He disapproves of three: possip, asking too much [for help]. and squandering
money.”

[ B¥]
f

Abandoning “teamn work™ for individual and haphazard work means disobeying that orders of
God and the prophet and falling victim to disunity.

Team work is conducive to cooperation in rightecusness and piety.

4. Upholding religion, which God has ordered us by His saying, “Uphold religion.” will
necessarily require an all out confrontation against all our enemies, who want [0 recreate
darkness. In addition, it is imperative to stand against darkness in all arénas: the media.
education, [religious] guidance, and counseling, as well as others. This will make it
necessary for us o move on pumercus fields so as to enable the Islamic movement 1o
confront ignocance and achieve victory against it in the battle to uphold religion. All these
vital zoals can not be adequately achieved withour organized team work. Therefore. team
work becomes a necessity, in accordance with the fundamental rule, “Duty cannot be
accomplished without it, and it is a requirement.” This way, team work is achieved through
mustering and organizing the ranks, while putting the Amir (the Prince) before them, and the
right man in the right place, making plans for action, organizing work, and obtaining facets of

POWEL ... ...
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