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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF NEW YORK

UNITED STATES OF AMERICA
v. : CRIMINAL NO. 1:22-CR-33 (EK)
KAMBIZ ATTAR KASHANI

Defendant.

DEFENDANT’S RESPONSE TO THE GOVERNMENT’S LETTER PROVIDING
ADDITIONAL INFORMATION REQUESTED BY THE COURT
AT DEFENDANT’S NOVEMBER 1, 2022 SENTENCING HEARING

Defendant Kambiz Attar Kashani, by and through undersigned counsel, respectfully
submits this Response to aid the Court in sentencing, which is currently scheduled for December
12, 2022. This submission supplements Defendant’s Memorandum in Support of Sentencing
dated October 7, 2022, and is in response to the Government’s November 15, 2022 letter to the
Court providing additional information as directed by the Court during Defendant’s November 1,
2022, sentencing hearing.

Specifically, this Response addresses the following: (1) whether UAE Company 1 had a
legitimate business purpose as a certified SWIFT service bureau, and the Defendant’s role and
responsibilities in connection with the provision of SWIFT services; (2) the U.S. export
classification and use of the U.S.-origin goods and software exported to Iran as part of the
charged conspiracy; and (3) potential forfeiture of the Defendant’s share ownerships in UAE

Company 1 and UAE Company 2.
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1. UAE Company 1 had a Legitimate Business Purpose as a Certified SWIFT Bureau

A. UAE Company 1 was a SWIFT Bureau During the Period of the Charged Conspiracy

As provided in the Stipulated Facts agreed to by the Defendant and the Government,
UAE Company 1 was established in the UAE in or around 2011 with the specific purpose of
providing SWIFT services to Iranian banks. As such, during the period of the charged
conspiracy, UAE Company 1 was a certified SWIFT service bureau and provided SWIFT
services to a number of Iranian and Iraqi banks pursuant to written agreements with them. In
fact, the principal purpose and operations of UAE Company 1 were as a SWIFT bureau.

Until 2018, UAE Company 1 had agreements with and provided SWIFT services to 24
Iranian banks and two Iraqi banks that were on the SWIFT network. In late 2018, the Trump
administration withdrew from the JCPOA (the nuclear agreement among Iran, U.S., and other
world powers) and began significantly increasing U.S. sanctions on Iran. As a result, 12 of the
24 Tranian banks were removed from the SWIFT network and stopped receiving SWIFT services
from UAE Company 1. However, the other 12 banks have remained on the SWIFT network and
continue to receive SWIFT services from UAE Company 1.!

The Iranian banking system has not been totally cut off from the international banking
system, and several Iranian banks continue to engage in international transactions through the
SWIFT system. While U.S. financial institutions and banks from several other countries may be
prohibited under sanctions laws from maintaining correspondent account relations with Iranian
banks, many other banks worldwide continue to transact with Iranian banks through the SWIFT
network. In fact, the U.S. Treasury Department’s Office of Foreign Assets Control (OFAC) has

issued General Licenses L and 8A specifically authorizing certain transactions such as those

!'Some of the removed banks still have SWIFT Business Identifier Codes, but their codes are inactive, and they no
longer receive SWIFT services.
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relating to the humanitarian exports of food, medicine, and medical devices to Iran, even if U.S.-
origin, with sanctioned Iranian financial institutions, including the Central Bank of Iran.?

B. Duties and Responsibilities of Defendant as Technical Manager of UAE Company 1

The functioning of any SWIFT service bureau, including UAE Company 1, depends on
the existence and operation of a technical infrastructure comprised of networks of various data
centers, servers, and related equipment such as routers, switches, and firewalls to facilitate
efficient, cost-effective, and secure transmission of information among financial institutions.
UAE Company 1’s principal business purpose was to build and operate this physical
infrastructure, which was located in the UAE and Turkey, and to provide SWIFT services using
the same.

As UAE Company 1’s technical manager, the Defendant was responsible for building,
operating, servicing, maintaining, and upgrading this infrastructure, as well as all technical issues
relating to the same. The Defendant was responsible for working with SWIFT in connection
with its annual audit and certification of UAE Company 1. Additionally, he was SWIFT’s
contact person at UAE Company 1, communicating as necessary by phone, through its online
portal, and by email. Finally, the Defendant was the contact person for telecommunications
companies that provided services to UAE Company 1 in connection with its activities relating to
the provision of SWIFT services. Nearly all of the Defendant’s work as an employee of UAE
Company 1 concerned the foregoing duties and responsibilities, and related administrative tasks.

C. UAE Company 1’s Primary Purpose was not to Circumvent U.S. Sanctions

SWIFT is a preeminent international organization based in Brussels with significant U.S.

involvement. As such, it would not and does not engage in any activities in violation of U.S.,

2 See https://home.treasury.gov/system/files/126/iran gl8a.pdf and
https://home.treasury.gov/system/files/126/iran_gll.pdf.
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EU, or other international sanctions. SWIFT bureaus, including UAE Company 1, are subject to
rigorous annual inspections by and certifications to SWIFT to ensure compliance with U.S. and
international sanctions, among other requirements. As such, it would be rather perplexing if the
organization were to certify UAE Company 1 as a SWIFT bureau for many consecutive years
even though the business it conducted as a SWIFT bureau constituted only a minor part of its
business which, according to the Government, was “primarily, if not solely, to illegally transship
goods and technology from U.S. companies to end users in Iran.”

To the contrary, by providing SWIFT services to Iranian banks in accordance with
SWIFT requirements in compliance with various international suctions, including U.S. sanctions,
UAE Company 1 and the Defendant were furthering the purpose of transparency in international
financial transactions by Iranian banks and compliance thereof with U.S. and other sanctions.

It is asserted in the Government’s November 15, 2022, Submission that SWIFT cannot be
operated out of Iran and that there are no SWIFT bureaus operating out of Iran. We respectfully
point out this is exactly the reason why UAE Company 1 was established as a UAE entity and its
physical operational infrastructure was located outside of Iran.

D. UAE Company I Continues to Operate as a SWIFT Bureau

The Defendant understands that UAE Company 1 remains in operation as a SWIFT
service bureau and has provided SWIFT services to certain Iranian banks since the Defendant
was arrested in January 2022. While the company’s operations appear to have been significantly
disrupted as a result of the Defendant’s arrest and the apparent subsequent departure of its other
employee in Dubai, UAE Company 1 has another 10-12 employees who do not physically work
in the UAE office, as provided in the Stipulated Facts. According to the Government’s

November 15, 2022, Submission, UAE Company 1’s old email domain has been replaced with a
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new one that is currently active. The apparent expiration of the company’s commercial license
in Dubai on August 11, 2022, may have been caused by the disruption resulting from the
Defendant’s arrest but could be renewed, as was the case with its email domain. Finally,
although UAE Company 1’s website appears to have been disabled, a website is not required for
functioning as a SWIFT bureau or providing SWIFT services.

Were it true that UAE Company 1 has not been in operation as a SWIFT Bureau since the
Defendant’s arrest, which we do not believe to be the case, that would in fact be confirmation of
his personal role in running UAE Company 1 as a SWIFT bureau.

The Defendant does not know the current status of UAE Company 2.

2. U.S.-Origin Goods and Software Exported to Iran

In evaluating the nature and circumstances of the Defendant’s offense conduct, the types
of U.S.-origin products and technology exported to Iran and whether they are inherently sensitive
or have military or dual use applications, as well as the volume of commerce involved, are
important factors.

The U.S.-origin software, goods and technology allegedly exported to Iran were not
particularly extensive in terms of the number or value of products. Moreover, they do not have
specific military or dual-use applications, do not have specific utility or application in Iran’s
nuclear program, and are not otherwise inherently sensitive. Instead, according to the
Government’s November 15, 2022 Submission, these products appear to have been used to
enable Iran Company 1 and its Iranian bank customers, including the Central Bank of Iran, to

conduct their banking operations more efficiently, effectively, and securely.
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A. Software Purchased from U.S. Company 1

The Defendant was involved in obtaining a subscription for an enterprise development
program from U.S. Company 1 which was renewed for five years. The Defendant was also
involved in renewing a second subscription for the same program for an additional year. As the
Government appears to indicate in its November 15, 2022 Submission, this product is used for
developing online and/or mobile banking applications.

Contrary to the Government’s assertion in its November 15, 2022 Submission, this
product’s U.S. Export Control Classification Number (ECCN) is not 5A002.a, which is a
hardware classification, but either SD002 or 5D992.> As a general indication that it is not
viewed by the U.S. Government as a particularly sensitive product, if the program is classified as
5D992 and, depending on the end-use and end-user in Iran, it may, pursuant to OFAC General
License D-2 (General License with Respect to Certain Services, Software, and Hardware
Incident to Communications),* be eligible for export to Iran without specific authorization from
OFAC.

B. Open Source Software Purchased from U.S. Company 3

The Linux software in question is open source and as such it is not subject to U.S. export
controls, except the proprietary version is likely classified as 5SD992. As was the case with the
Apple program discussed above, depending on the end-use and end-user in Iran, this software

may be eligible for authorized exports to Iran pursuant to General License D-2.

* Il cxport classification website (G ) s ov's 2!l of its
products as either EAR99, 5A992 or 5D992, but we do not have enough information about the program in question
to determine its specific classification.

4 See https://home.treasury.gov/system/files/126/iran gld2.pdf. Although issued on September 23, 2022, the
predecessor authorization (General License D-1) was issued in 2014 and has been in effect for many years.

-6-
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C. Attenuators Purchased from U.S. Company 2
According to the Government, the following ||l fixed attenuators were
purchased and exported to Iran as part of the offense conduct:

e VAT-1+ Fixed SS Attenuator/SMA/RoHS
e VAT-2+ Fixed SS Attenuator/SMA/RoHS
e VAT-3+ Fixed SS Attenuator/SMA/RoHS
e VAT-5+ Fixed SS Attenuator/SMA/RoHS
e VAT-6+ Fixed SS Attenuator/SMA/RoHS
e VAT-8+ Fixed SS Attenuator/SMA/RoHS
e VAT-10+ Fixed SS Attenuator/SMA/RoHS
e VAT-15+ Fixed SS Attenuator/SMA/RoHS
e VAT-20+ Fixed SS Attenuator/SMA/RoHS
e ZFBT-282-1.5A+ BIAS TEE/SMA RoHS

The ECCN for all of these products is EAR99, which is the least restrictive classification
under U.S. export control laws.

D. Power Supplies and Storage Systems Purchased from U.S. Company 4

According to the Government, the following [Jj power supplies and storage systems

were purchased and exported to Iran as part of the offense conduct:

- I it 2" I o2 bay
- I i " N o2 bay
« I - o1 supply

The [ - B 2 c cmote storage solutions, which we

believe are likely classified as ECCN 5A002, as indicated by the Government. However, the
power supplies, as standalone items, would be classified as EAR99.

The Defendant was not personally and directly involved in the purchase or export to Iran
of goods or software from U.S. Company 2, U.S. Company 3, or U.S. Company 4, and there is
no indication to the contrary in the Complaint or any other submissions by the Government to the

Court.
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3. Forfeiture of Defendant’s Share Ownerships in UAE Company 1 and UAE Company 2

The Defendant stands ready to forfeit all right, title, and interest he has in UAE Company
1 and UAE Company 2. As the Government is likely aware, however, such right, title and
interest are worthless. The Defendant holds 20% of the shares of UAE Company 1 and 100% of
the shares of UAE Company 2. He holds those shares, however, at the direction and on behalf of
Iran Company 1.

Pursuant to a written irrevocable Power of Attorney, dated October 17, 2019, for the
benefit of Iran Company 1, the Defendant expressly granted control over the shares in UAE
Company 1 and UAE Company 2 to Iran Company 1. More specifically, the Power of Attorney:
(1) authorizes Iran Company 1 to transfer all of the Defendant’s shares in UAE Company 1 and
UAE Company 2 to itself or any other natural or legal person of its choosing; (ii) grants Iran
Company 1 full authority with respect to such shares; and (iii) authorizes Iran Company 1 to
seize and liquidate the Defendant’s assets inside or outside Iran in order to pay for any damages
that I[ran Company 1 may suffer as a result of his breach of the Power of Attorney.

In a related written Certificate of the same date, the Defendant acknowledges and agrees
that (i) he is a shareholder of UAE Company 1 and UAE Company 2, (ii) all of the funds used
for purchase of these shares and investment in the UAE Companies belong to Iran Company 1,
(ii1) he is acting on behalf of Iran Company 1 as a shareholder or officer of the UAE Companies,
and (iv) all benefits, losses and profits that may accrue to him as a shareholder in the UAE
Companies belong to Iran Company 1. The Defendant also agrees: (i) to transfer any documents
and funds relating to his share ownership in the UAE Companies to Iran Company 1 or its

designee upon Iran Company 1’°s request; (ii) that he will not be entitled to any payments for the
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transfer of such shares; and (i11) not to transfer his shares in the UAE Companies to any natural
or legal person other than as designated by Iran Company 1.

In or about 2012, the Defendant issued a similar Power of Attorney and Certificate for the
benefit of the individual who owned the remaining 80% of the shares of UAE Company 1.
Based on local legal and regulatory requirements, this Power of Attorney was registered at or
about the time of its issuance in a Dubai court.

Copies of these powers of attorney and certificates were previously shared with the
Government and are attached hereto as Exhibit 1, together with translations thereof.

4. Conclusion

Based on the foregoing, we continue to believe and respectfully submit that, as
previously indicated in the Defendant’s Sentencing Memorandum, a sentence of thirteen (13)
months of incarceration, two years of supervised release, and a $50,000 fine is sufficient, but not
greater than necessary, to comply with the statutory provisions of 18 U.S.C. § 1705, as well as
the statutory directives set forth in 18 U.S.C. § 3553(a).

Dated: November 22, 2022

Respectfully submitted,
By:__/s/Babak Hoghooghi
Babak Hoghooghi-Esfahani, Esq. By:__/s/ William Coffield
Bar No. 2706521 William F. Coffield, Esq. pro hac vice
Berliner Corcoran & Rowe, LLP Berliner Corcoran & Rowe, LLP
1101 17% Street NW, Suite 1100 1101 17% Street NW, Suite 1100
Washington, D.C. 20036 Washington, D.C. 20036
Telephone: (202) 293-5555 Telephone: (202) 293-5555
Facsimile: (202) 293-9035 Facsimile: (202) 293-9035
bhoghooghi@bcr-dc.com weoffield@ber-de.com

Attorneys for Defendant Kambiz Attar Kashani
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CERTIFICATE OF SERVICE

I hereby certify that on the 22nd day of November 2022, I electronically filed the
foregoing Defendant’s Response supplementing its Memorandum in Support of Sentencing with
the Clerk of Court using the CM/ECF System, causing it to be served upon all counsel of record.

/s/
Babak Hoghooghi-Esfanhani
Counsel for Defendant Kashani
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EXHIBIT 1

Copies of Power of Attorney, Certificates, and
Corresponding Translations into English
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Public Office No. 266 of Tehran Cartification code: 862065
Deed ID: 139832151213000842

- [logo] This d y o
By verifying the i i 1s document has been registered in the
B t'd.e”t’tf_'zf “‘tﬁe . . electronic book of Notary Public Office No.266
ignatory/signatories under the document, all the Official Document of Tehran, under No.295524 dated 10/12/2019.

levels mentioned in this document are with me

The Judiciary
) State Organization for Registration of Deeds and Properties
Registry Office 266, Tehran
- Seyed Abbas Tabatabyi Type of the Official Deed: Power of Attomey Notary
[office signature and seal] ) _
damad, West side, Madar Square, T foghali, Mellat bank,8 7N- Phone number: 22252638
Right of deposing the attomey: Right of assigning : Yes
power of attorney to
others

In addition to the necessary foreign contract, the client has deprived
himself of the right to dismiss the lawyer.

Conditions & Legal Texts

Subject of the Power of Attomey: transfer of all the client's shares relating to his ownership in the companies Advance Banking
Solution(Trading DMCC(ABS under the registration number: 1708JLT dated 06/08/2011 (June 8, 2011} and All Innovations DMCC
under the registration number 16931 1DMCC dated (May 22, 2019) in Dubai at once and consecutively to himself or any natural or legal
person in consideration for any price and any condition and any quantity and quality even if as a contribution at any price and with the right
to refer to notary offices and sign related Papers and documents and related offices and the preparation and signing of official documents in
all administrative, judicial and registries such as the company registration office, finance, courts of Jjustice and also any responsible
institution in the UAE against the claimant and signing the share books and obtaining the resulting shares From increasing the capital and
obtaining the related profits including past, present, future and pre-emptive rights if it is assigned to the mentioned shares for attorney and
any other natural or legal person and obtaining documents and deeds including originals and copies and taking all the steps and the financial
and administrative formalities related to the subject of the power of attorney in such a way that there is no need for the presence and re-
signing of the client and obtaining permission from him, the attomey has full authority regarding the shares of the above companies and is
authorized to engage in any action that the shareholder may with respect to his shares, if the lawyer suffers losses as a result of the client not
complying with the above, the lawyer has the full authority according to this power of attomey fo take any movable and immovable
property (except for all motor vehicles) belonging to the client. inside or outside of Iran, identify it, own it and transfer it officially and
definitively to his name or to any person he deems appropriate and compensate his loss from the proceeds. In addition, the client deprived
himself of the right to revoke this power of attorney.

Legal Expenses

Registration fee at Rls.20,000-- Deposited via: Electronic pa t/PcPos -Bill reference No.:51213629811144 - reference
No.:17373549807 Date: 10.05.2019 - 11:21 - Amount: 724,000 - Card No:6104***0529

Official deed electronic issuance expense at Rls.50,000 - Deposited via: Electronic payment/PcPos -Bill reference No.:51213629811144 -
reference No.:17373549807 Date: 10.05.2019 - 11:21 - Amount: 724,000 - Card No:6104***0529

Writing fee at R1s.500,000 -Deposited via: Electronic payment/PcPos -Bill reference No.:51213629811144 - reference No.:17373549807
Date: 10.05.2019 - 11:21 - Amount: 724,000 - Card No:6104**#*0529

Additional papers fee at Rl5.500,000 -Deposited via: Electronic payment/PcPos -Bill reference No.:51213629811144 - reference
No.:17373549807 Date: 10.05.2019 - 11:21 - Amount: 724,000 - Card No:6104***0529

VAT at Rls.45,000-\Deposited via: Electronic payment/PcPos -Bill reference No.:51213629811144 - reference No.:17373549807 Date:
10.05.2019 - 11:21 - Amount: 724,000 - Card No:6104**#0529

Total: R1s.724,000

Kambiz Attarkashani [Fingerprint]

-The ID of the document and the main information of this sheet can be confirmed after the electronic signature by the notary through the
portal of the country's document and real estate registration organization at the address www.ssaa.ir.

-Any forgery in official documents will be subject to articles 522 and 523 of the Islamic Penal Code.
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Public Office No. 266 of Tehran Certification code: 862065

Deed ID: 139832151213000842

By verifying the identity of the (logo] This document has been registered in the
sianatorv/ ¢ nder'the d t all th electronic book of Notary Public Office No.266
\gnatory/signatones under the document, all the Official Document of Tehran, under No.295524 dated 10/12/2019

levels mentioned in this document are with me

The Judiciary

State Organization for Registration of Deeds and Properties
Registry Office 266, Tehran
- Seyed Abbas Tabatabyi Type of the Official Deed: Power of Attomey Notary
[office signature and seal]

damad, West side, Madar Square, T foghali, Mellat bank,87N- Phone number: 22252638
[ T T ) headquarters o - -
f'l Mr.Kamblz Attarkashani T g
National No.: T [ Name:Kambiz " | Sumarme:Attarkashan T Father's name: Yadollah

Place of 1ssuc: United States of America - Tel No.

L r Birth certilicate

Admitted
_specifications " n : 'z

' :‘Admined: affidavit
[ ) - " Conditions & Legal
.. T S Texts -

Hereby, I (the above declarant) residing at the above address and the shareholder of the company Advance Banking Solution(Trading DMCC(ABS in Dubai
under the registration number:LT1708 dated: 08.06.201 1 (June 8, 2011) and the company All Innovations DMCC under the registration numberDMCC169311 in
Dubai acknowledge and declare that all the funds related to the purchasc of my shares and investment in the mentioned company belong to the Informatic Services
Company with the national ID number 10101455520, the place of registration of [ran-Tehran (which will be called the client from now on), and in fact, I am the
trustee and attorney of the Informatic Services Company in the mentioned companies, and according to the laws and regulations and according to the client's wishes
| and interests, I will perform duties as a shareholder, manager or in other capacitics, in the above companics, and any and all salary, compensation, profits or losses
| accrued to me as a shareholder of these companies belongs to the client. In addition, | am committed upon client’s request 1o transfer any shares, documents, deeds
and funds in my possession to the client or any other person he designates, and in any case, [ will not be paid any money for the transfer of shares. At the same time
I undertake not to transfer the said shares to any natural or legal person other than the on introduced by the client. |

Legal Expenses

| Registration fee ai RIs.20,000-- Deposited via: Electronic payment/PePos -Bill reference No. 31213608 T 1134~ relference No 1 373326600 Date: 10.05.2010 -
11

o1S
31 - Amount: 615,000 - Card No:6104*%%¥0520

Official deed electronic issuance expense at RIs.30,000 - Deposited via: Electronic payment /PcPos -Bill reference No.:5121361081 1144 - relerence
No.:17373526600 Date: 10.05.2019 - 11:21 - Amount: 615,000 - Card No:6104**#0529 i

Writing Tee at RIs.500,000 -Deposited via: Electronic payment/PcPos -Bill reference No. 312136198 11134 - reference No-TT3 13526600 Date: 10.052019 - 1T:21|
- Amount: 615,000 - Card No:6104*#*0529

VAT at RIs.45,000-Deposited via: Electronic paymentPcPos -Bill reference No. 312136198 143 - reference No T3 73336600 Date: T0.052010- 11-21 -
Amount: 615,000 - Card No:6104***0529

Total: RIs 615.00

Kambiz Attarkashani [Fingerprint]

-The ID of the document and the main information of this sheet can be confirmed after the electronic signature by the notary through the
portal of the country's document and real estate registration organization at the address www .ssaa.ir.

-Any forgery in official documents will be subject to articles 522 and 523 of the Islamic Penal Code
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84 TRANSPERFECT

CERTIFICATION

TransPerfect is globally certified under the standards ISO 9001:2015, ISO 17100:2015, and ISO 18587:2017. This
Translation Certificate confirms the included documents have been completed in conformance with the Quality
Management System documented in its ISO process maps and are, to the best knowledge and belief of all
TransPerfect employees engaged on the project, full and accurate translations of the source material.

File Name(s): Document 2
Source Language(s): Farsi

Target Language(s): English

Authorized Signature:

1ttan EL Shamy

Name:  Hossam EI Shamy
Title: Project Manager

Date: 05/10/2022

Reason for signature: | approve the accuracy of this document content as written

TP-PM-401-W037-F002Certification without Notary v.3 Page 1 of 1
Effective: 01-April-2022 © 2022 TransPerfect Translations Intemational, Inc. (TransPerfect).
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POWER OF ATT

I, the undersigned, KAMBIZ ATTAR
KASHANI, American national, and holder
of passport No do hereby
authorize. Mr. MOHSEN GHADERI,
American_ national, Passport No

to act on my behalf to
establisn companies or establishment
and open and to register it in Department
of Economic Development, Immigration
Department and Ministry of Labor or any
government or non-government
departments and to sign in front of
Notary Public, or any other department
on Memoranmdum of Association /
Appointment of Local Service Agent /
Civii  Business Company or any
amendments and to buy shares to
establish company in my name from
nimseif or any other company or to enter
my name in existing license with his
others and to register in my name in
concerned authority in UA.E. and to sell
my shares from company owned by me
to himself or any other party, and he has
power to sign in  amendment for
memorandum  of association and
amendment for the share buying
agreement, Partner adding or withdrawal
/ Name or Activity change or
amendment for all changes in my
ficenses in front of Notary Public in
United Arab Emirates and he have been
authorized with all powers and right to
run and operate and manage my
companies on my behalf with all
ministries, government or non-
government departments, and on my
behalf, he has right to open, close and
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