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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA CRIMINAL NO. 1:14cr66

V. Hon. Liam O’Grady

VAHID HOSSEINI, Sentencing Date: June 13, 2014

N N N N N N N

Defendant.

POSITION OF THE UNITED STATES
WITH RESPECT TO SENTENCING FACTORS

The United States of America, through its attorneys, Dana Boente, United States Attorney,
and W. Neil Hammerstrom, Jr. Assistant United States Attorney, and in accord with 18 U.S.C. §
3553(a) and the United States Sentencing Commission, Guidelines Manual, 8 6A1.2 (Nov. 2013),
files this Position of the United States with Respect to Sentencing Factors in the instant case. The
United States has reviewed the Presentence Report prepared by the probation officer and concurs
with the calculations of the United States Sentencing Guidelines contained therein, including the

recommended guidelines range of 51-63 months.*

! Pursuant to an agreement to cooperate with the government, the defendant met with law enforcement
agents and counsel for the government prior to the March 6, 2014 entry of his guilty plea and has assisted
the government in the investigation of his conduct. He also timely notified the government of his
intention to plead guilty, thus permitting the government to avoid having to prepare for trial and
permitting the government and the Court to allocate their resources efficiently.  Accordingly, the
government hereby moves the Court to decrease defendant’s offense level by one additional level, under
U.S.S.G. § 3E1.1(Db), as already factored into the recommended guidelines range by the probation officer.
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BACKGROUND

A. The International Emergency Economic Powers Act (“IEEPA™)
and the Iranian Transactions and Sanctions Regulations (“ITSR™)

A prosecution pursuant the International Emergency Economic Powers Act (“IEEPA”), 50
U.S.C. 8§ 1701-1707, essentially draws upon three sources of law: (1) the statute itself;

(2) Presidential Executive Orders; and, (3) executive branch implementing regulations, in this case
regulations promulgated by the Treasury Department. The statute itself sets forth the regulatory,
administrative and criminal sanction objectives of the law. [EEPA gives the President of the
United States broad authority to impose economic sanctions on a foreign country in response to an
unusual or extraordinary threat to the national security, foreign policy, or economy of the United
States when the President declares a national emergency with respect to that threat. 50 U.S.C.

§ 1701. The President expresses this authority set forth in the statute through Executive Orders.
Finally, the Treasury Department sets forth regulatory and licensing schemes that citizens and
companies must follow to comply with the objectives of the statute.

The President and the executive branch have issued orders and regulations governing and
prohibiting certain transactions with Iran by U.S. persons or involving U.S. — origin goods.
Beginning with Executive Order No. 12170, issued on November 14, 1979, the President has
found that “the situation in Iran constitutes an unusual and extraordinary threat to the national
security, foreign policy and economy of the United States and declare[d] a national emergency to
deal with that threat.” On March 15, 1995, the President issued Executive Order 12957, finding
that “the actions and policies of the Government of Iran constitute an unusual and extraordinary
threat to the national security, foreign policy, and economy of the United States,” and declared “a
national emergency to deal with that threat.” On May 6, 1995, the President issued Executive
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Order 12959 and imposed economic sanctions, including a trade embargo, against Iran (“the Iran
Trade Embargo”). On August 17, 1997, the President issued Executive Order 13059, renewing
the Iran Trade Embargo, which continued throughout the time of the acts committed by the
defendant in this matter.

The Executive Orders authorized the United States Secretary of the Treasury to promulgate
rules and regulations necessary to carry out the Executive Orders. To implement the Iran Trade
Embargo, the United States Department of the Treasury, through the Office of Foreign Assets
Control (“OFAC?), issued the Iranian Transactions Regulations (31 C.F.R. Part 560), now known
as the Iranian Transactions and Sanctions Regulations (“ITSR”). With certain limited exceptions
not applicable here, the ITSR prohibit, among other things, the export, re-export, sale, or supply,
directly or indirectly, from the United States or by a United States person wherever located, to Iran
or the Government of Iran, or the financing of such export, re-export, sale, or supply, of any goods,
technology, or services, without prior authorization from OFAC. See 31 C.F.R. § 560.204.
These regulations further prohibit any transactions that evade or avoid or have the purpose of
evading or avoiding any of the prohibitions contained in the ITSR, including the unauthorized
exportation of goods from the United States to a third country if the goods are intended or destined
for Iran.

B. The Defendant’s Unlawful Conduct

The defendant pleaded guilty to a two-count criminal information. Count One charged
him with conspiracy to export goods from the United States to the country of Iran without a
license, in violation of Title 50, United States Code, Sections 1702, 1705(a) and (c) (IEEPA); Title

31, Code of Federal Regulations, Parts 560.203 and 560.204 (ITSR); and Title 18, United States
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Code, Section 371. Count Two charged the defendant with money laundering, in violation of
Title 18, United States Code, Section 1957.

The charged counts related to an ongoing illegal export business the defendant operated
from his Reston, Virginia residence, under the business name Sabern Instruments, in which he
procured a substantial number of commercial goods from over 60 American manufacturers which
he then repackaged and shipped to end-users in Iran. The defendant supplied customers in Iran
with a variety of equipment, including tachometers, power supply instruments, cables,
hi-temperature probes, ammonia test tubes, conductivity cells, closed valves, machinery parts.

He shipped the items primarily through two companies in the United Arab Emirates, using these
locations as transshipments points to further his scheme to willfully bypass U.S. trade sanctions
against Iran.

While the charged conduct spanned the time period “from at least in or about the beginning
of January 2008 to on or about July 24, 2013,” it should be noted that records obtained by the
government -- upon which the charged offenses are based -- go back only as far as 2008. It is
clear that the defendant’s illegal export activity predated the 2008 time-frame. By his own
admission at the time a search warrant was executed at the defendant’s residence in July 2013, the
defendant started his U.S.-based business, Sabern Instruments, in 1998. While he initially used
this business to buy and sell items within the United States, the defendant stated that due to
difficulties with the English language, his age, and health, it was difficult to conduct business in
the United States, so he started doing business with individuals and companies in Dubai, UAE and
Iran.

The money laundering offense relates to monies the defendant caused to be wired from
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overseas into his Sabern business account at BB&T in the Eastern District of Virginia, during the
time period March 19, 2008 to October 6, 2011. A total of $729,649.77 was wired into this
account by eight different overseas entities. These monies were used by the defendant to promote
the carrying on of his illegal export business.

C. The Sentencing Guideline Range

1. The Offense Level
a. Count One

Violations of 50 U.S.C. § 1705 (IEEPA) are referenced to U.S.S.G. 8§ 2M5.1, 2M5.2, and
2M5.3. Here, the offense conduct in Count One relates to evasion of export controls, and thus
section 2M5.1 is the applicable guideline provision.

The base offense level for section 2M5.1 is 26 if “(A) national security controls or controls
relating to the proliferation of nuclear, biological, or chemical weapons or materials were evaded,
or (B) the offense involved a financial transaction with a country supporting international
terrorism,” and 14 otherwise. Here, the offense conduct involved both the evasion of national
security controls and a financial transaction with a country supporting international terrorism.

i. The defendant evaded the United States’ sanctions on Iran,
thus subsection (A) of guideline 2M5.1 applies.

Economic sanctions issued pursuant to IEEPA constitute “national security controls” for
the purposes of guideline 2M5.1.  When economic sanctions on Iran pursuant to IEEPA were first
authorized by President Carter in 1979, the President found that “the situation in Iran constitutes an
unusual and extraordinary threat to the national security, foreign policy and economy of the United
States.” Executive Order 12710 (Nov. 14, 1979). Since that time, other Presidents have made
similar findings. In both 1995 and 1997, President Clinton found that the actions of the

5



Case 1:14-cr-00066-LO Document 14 Filed 06/09/14 Page 6 of 16 PagelD# 91

Government of Iran posed an unusual and extraordinary threat to the national security of the
United States. Executive Order 12957 (Mar. 15, 1995); Executive Order 13059 (Aug. 19, 1997).
President Obama has stated that the national emergency related to Iran continues. See Executive
Order 13645 (June 3, 2013); see also Executive Order 13622 (July 30, 2012). Though the
guideline does not define the term “national security control,” when a president recognizes a threat
to national security, and uses the power granted the president under the IEEPA to address that
threat through economic sanctions, those sanctions constitute “national security controls” for the
purpose of guideline 2M5.1. See United State v. Hanna, 661 F.3d 271, 292-93 (6th Cir. 2011);
United States v. Elashyi, 554 F.3d 480, 508-09 (5th Cir. 2008); United States v. McKeeve, 131 F.3d
1, 14 (1st Cir. 1997). Thus, “[e]very court to consider the issue has held that . . . such sanctions
are national security controls.” Hanna, 661 F.3d at 293 (citations and quotation marks omitted).
ii. Count One involved financial transactions with a country
supporting international terrorism, thus subsection (B) of
guideline 2M5.1 applies.

The application notes to guideline 2M5.1 define a “country supporting international
terrorism” as a country designated under section 6(j) of the Export Administration Act (50 U.S.C.
App. 2405).2 Pursuant to that statute, the Secretary of State has the responsibility to determine
whether a country is one that supports international terrorism. The Secretary of State has
designated four countries pursuant to those authorities: Cuba, Syria, Sudan, and Iran. See
Department of State, “State Sponsors of Terrorism,” http://www.state.gov/j/ct/list/c14151.htm

(last accessed Dec. 3, 2013). Iran has been so designated since 1984. Seeid. As established by

the statement of facts, the defendant regularly sold and exported to entities in Iran various

2 The defendant was not charged with violating the Export Administration Act. However, based on the
plain text of the guideline, that fact is irrelevant to whether the offense conduct involved a financial
transaction with a country supporting international terrorism.
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commercial goods in violation of U.S. trade sanctions against that country. He was paid for those
illegal shipments through international wire transfers to his Sabern Instruments business account
here in the Eastern District of Virginia. Thus, the offense conduct involved a “financial
transaction with a country supporting international terrorism” and subsection (B) of guideline
2M5.1 applies. See United States v. Groos, No. 06 CR 420, 2008 WL 5387852, at *3 (N.D. IlI.
Dec. 16, 2008).

Accordingly, the base offense level for Count One has been properly assessed at Level 26.
The statutory maximum penalty for a violation of 50 U.S.C. 8§ 1702 and 1705 and 18 U.S.C.
§ 371 is five years of imprisonment and a $250,000 fine.

b. Count 2

Count Two charged the defendant with money laundering, in violation of 18 U.S.C. §
1957. Because the laundered funds were derived from the IEEPA violation charged in Court
One, a base offense Level 26 has been properly assessed under guideline 2S1.1(a)(1). An
additional level is added for a conviction under 18 U.S.C. § 1957. See guideline 251.1(b)(2)(A).
The statutory maximum penalty for this offense is ten years of imprisonment and a $250,000 fine.

3. Sentencing Guideline Range

The defendant has no criminal history and thus is in Criminal History Category I. The
defendant’s conduct for the two counts group, resulting in a Level 27, minus 3 for acceptance of
responsibility, for a Total Offense Level of 24 and a sentencing guidelines range of 51-63 months.

ARGUMENT
In United States v. Booker, 543 U.S. 220, 264 (2005), the Supreme Court made clear that

sentencing courts should “consult [the Sentencing] Guidelines and take them into account when
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sentencing.” See also United States v. Biheiri, 356 F.Supp.2d 589, 593 (2005) (*Justice Breyer’s
majority opinion in [Booker] sensibly teaches that the Sentencing Guidelines must still be taken
into account pursuant to 18 U.S.C. § 3553(a) in fashioning an appropriate sentence.”). The
Supreme Court provided this direction to promote the sentencing goals of Congress, namely to
“*provide certainty and fairness in meeting the purposes of sentencing, [while] avoiding
unwarranted sentencing disparities[.]’” Booker, 543 U.S. at 264 (quoting 28 U.S.C.
§ 991(b)(1)(B)). The Fourth Circuit has provided the following guidance in the wake of Booker:

A district court shall first calculate (after making the appropriate findings of fact)

the range prescribed by the guidelines. Then, the court shall consider that range as

well as other relevant factors set forth in the guidelines and those factors set forth in

[18 U.S.C.] § 3553(a) before imposing the sentence.
United States v. Hughes, 401 F.3d 540, 546 (4th Cir. 2005). Thus, sentencing courts must
consider the factors outlined in 18 U.S.C. § 3553(a), including the need for the sentence “to reflect
the seriousness of the offense, to promote respect for law, and to provide just punishment for the
offense; [and] to afford adequate deterrence to criminal conduct.” 18 U.S.C. § 3553(a)(2)(A) and

(B); Biheiri, 356 F.Supp.2d at 594.

A. A Significant Sentence of Imprisonment Complies with the Factors and
Considerations Set Forth in 18 U.S.C. § 3553(a) and (b).

Section 3553(a) requires a sentencing court to consider the nature and circumstances of the
offense and the history and characteristics of the defendant, as well as the need for the sentence
imposed to: reflect the seriousness of the offense, promote respect for the law, provide just
punishment for the offense, afford adequate deterrence to criminal conduct, protect the public from
further crimes of the defendant, and provide the defendant with needed educational or vocational

training, medical care, or other correctional treatment in the most effective manner.
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Nature and Circumstances of the Offense:

The Sentencing Commission has reflected the seriousness of the violations here by
assigning a high base offense level to all export crimes implicating the United States’ national
security and non-proliferation interests. ~ Significantly, the nature of the goods being exported is
immaterial in that “any violation of the [Iranian] embargo inherently” involves the United States’
national security. Hanna, 661 F.3d at 294 (emphasis added) (defendant’s shipment of
telecommunications and navigation equipment to Iraq in violation of the IEEPA warranted the
enhanced Base Offense Level of 26 under U.S.S.G. § 2M5.1); see also McKeeve, 131 F.3d at 14
(export of computer equipment to Libya was evasion of national security controls: “[S]ection
2M5.1(a)(1) applies to any offense that involves a shipment (or proposed shipment) that offends
the embargo, whether or not the goods shipped actually are intended for some innocent use”).

The current Sentencing Guidelines for export crimes implicating national security
interests appropriately reflect the government’s enhanced efforts in recent years to enforce the
sanctions and embargos against countries, like Iran, that pose serious threats to the national
security of the United States. Beginning in 2006, the United States has significantly
increased the penalties for the illegal export of goods from the United States to Iran.  Prior to
March 2006, IEEPA carried a maximum sentence of 10 years of imprisonment for individuals
and fine of $10,000 (or twice the pecuniary gain or loss pursuant to 18 U.S.C. § 3571(d)) per
violation. On March 9, 2006, the President signed into law the USA Patriot Act Improvement
and Reauthorization Act of 2005, which increased the criminal penalties under the IEEPA to a
maximum sentence of 20 years of imprisonment for individuals and fine of $50,000 per

violation. Subsequently, on October 16, 2007, the President signed into law the IEEPA
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Enhancement Act, which further increased the criminal penalties so that each violation was
punishable by up to 20 years of imprisonment and $1,000,000 fine.®

Therefore, since March 2006, in direct response to the elevated threat Iran poses to the
national security of the United States, the Congress and Executive Branch have enhanced the
criminal and civil penalties associated with unlawful exportation of goods to Iran, regardless of
their nature.  This is significant in two respects.  First, it should give the Court some indication
that aggressive enforcement of the sanctions and embargo against Iran is extremely important in
keeping with the Congress’ and Executive Branch’s (including the United States Sentencing
Commission‘s) more recent treatment of this crime. Second, sentences imposed for unlawful
export activities under IEEPA occurring after March 2006 are likely to be more instructive than
sentences addressing similar criminal conduct occurred before March 2006.

Indeed, at least one court appears to have recognized this in the context of the unlawful
shipment of computer-related goods from the United States to embargoed countries. See Elashyi,
554 F.3d at 508-09 (two defendants convicted of illegally exporting computer equipment to
Libya and Syria in violation of IEEPA were properly given Base Offense Level of 26 because
conduct involved evasion of national security controls).

The application notes to guideline 2M5.1 outline relevant factors for the court to consider
when evaluating the nature and circumstances of a sanctions violation. Those circumstances are:
(1) the degree to which the violation threatened a security interest of the United States; (2) the
volume of commerce involved; (3) the extent of planning or sophistication; and (4) whether there

were multiple occurrences involved. If any of these are present in an extreme form, a departure

3 Of course, the IEEPA violation in Count One of this case caps the defendant’s statutory penalty of
imprisonment at five years by charging the conspiracy under 18 U.S.C. § 371.
10
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may be warranted. See Guideline 8 2M5.1 Application note 2.  Though none of these factors are
present in an “extreme form” in this case, each factor is present; thus, the serious nature of the
offense supports the imposition of a significant sentence.
(1) The defendant’s conduct directly implicated a security interest of the United States.

As noted previously, the actions and policies of Iran have constituted “an unusual and
extraordinary threat to the national security, foreign policy, and economy of the United States,”
prompting “a national emergency to deal with that threat.” See Executive Order 12957 infra p. 2.
The national emergency that was declared as a result of that threat has existed in perpetuity for
more than 30 years. Here, the unlawful scheme the defendant participated in was aimed at
thwarting those sanctions. While the government readily concedes that there is no evidence that
the defendant intended or believed that any of the items he illegally exported to Iran were destined
for some nefarious purpose, the potential threat nonetheless exists with regard to certain items that
left his hands. Attached, as an exhibit to this Memorandum, is an opinion submitted by Dwight L.
Williams, Ph.D., P.E., a Senior Science Advisor in the Office of Intelligence and
Counterintelligence at the U.S. Department of Energy. FBI Special Agent Chad W. Motley
provided to Dr. Williams the technical data specification sheets (attached as Exhibits 1-A, 1-B,
1-C, 1-D) on four items exported by the defendant to end-users in Iran, specifically:

a. Dwyer Series GFM Gas Mass Flow Meter;

b. Dwyer Series GFC Gas Mass Flow Controller;

(Def. exported multiple meters and controllers from 2008 through 2011)
c. Gagemaker PN 3002 Pin Nose Diameter Gage (exported on 8/2/2011); and
d. Jaquet T400 Universal Tachometer (exported on 2/9/2012)

Dr. Williams opines that “gas flow meters and controllers are critical to the uranium enrichment

process” converting uranium into a weapons-grade state.  Pin diameter gages “enable electronic

11
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devices to be designed and built with the utmost precision” and can be utilized in a number of
“nuclear related contexts.” “Tachometers are critical to the enrichment of uranium using gas
centrifuges,” and they “can also add value to other aspects of the nuclear field, including nuclear
power generation, nuclear medicine, and fundamental academic nuclear research.” As Dr.
Williams properly concludes, bypassing export controls, as implicated in this case, “leads to
serious risks related to the potential disposition and end-use of these items.” See Technical
Opinion of Dwight L. Williams, Ph.D., P.E., along with Dr. Williams’ qualifications, attached as
Exhibit 1. Hence, in addition to a U.S. policy finding that Iran poses a national security threat
mandating the imposition of trade sanctions, the Court has before it direct evidence of a potential
threat posed by some of the very items exported by the defendant, even though that was not his
intent.

(2) The defendant’s conduct also included a substantial amount of commerce. As
documented in records obtained by the government dating back to in or about January 2008, the
defendant obtained from over 60 American manufacturers a variety of industrial products that he
exported to Iran. The number of items shipped and the illicit income derived therefrom was
undoubtedly more extensive than the limited records reveal, based on the defendant’s own
admissions as to when he formed Sabern Instrument and began exporting goods to Iran and
elsewhere.

(3) The conspiracy also involved a degree of sophistication and planning. At the request
of his customers in Iran, the defendant solicited price quotes from a number of American
companies. In none of the purchases he is known to have made did he ever reveal that the

products sold and supplied by these legitimate companies were bound for end-users in Iran. In his

12
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attempt to evade U.S. trade sanctions against Iran and disguise the true end-users, the defendant
repackaged the goods he purchased and shipped them through locations in the UAE. Finally, he
caused international wire transfers from eight overseas entities in order to enrich himself, while at
the same time promoting and carrying on his illicit business.

(4) As to the fourth factor, there could not be a more compelling case of “multiple
occurrences” — engaging in ongoing exports of products supplied by more than 60 American
manufacturers for a lengthy period of over five years.

The Sentencing Commission has reflected the seriousness of the embargo violations by
assigning a base offense level of 26 to all export crimes that implicate national security concerns
and by not differentiating among those crimes according to the nature of the goods involved. The
United States respectfully submits that the Court should give considerable weight to those
determinations in fashioning the sentence.

Promoting the Rule of Law and Providing Adequate Deterrence:

As outlined above, the offense committed in this case is quite serious. And it is evident
that the conspiracy charged in the information could not have been successful without the
defendant — the only known conspirator here in the United States with access to the goods. Thus,
it was the defendant’s status as a U.S. citizen, living in the United States, which allowed him to
deceive numerous American companies in order to obtain industrial goods and thwart the U.S.
sanctions against Iran. The defendant provided a U.S. company name, a U.S. address, and
presented a U.S. face to this conspiracy to violate the sanctions. This type of conduct needs to be
deterred. Economic sanctions are difficult to enforce, and all too often, as in this case, industrial

parts and equipment flow undetected to countries such as Iran — a designated state sponsor of

13
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terrorism. A significant sentence is necessary to promote respect for law and deter this type of
conduct.

History and Characteristics of Defendant: The defendant has no criminal history. Prior

to participating in this conspiracy he lived in the United States for many years, having left Iran and
moved to this country in 1990. In 2000, he became a naturalized citizen of the United States.
The defendant is typical of many defendants who commit white collar crimes. He is
well-educated, having obtained a college degree in Tehran, where he studied mechanical
engineering; and he is professionally sophisticated, having started his own company and
developed a thriving, albeit illicit, export business that he operated over a period of many years,
generating a great deal of income for him and his family — enough to support his gambling habit
(PSR 1 41) and daily opium use (PSR 1 42).

The defendant asserts that as a member of the Bahai faith he suffered persecution at the
hands of the Muslim majority in Iran following the 1979 revolution and that this was the
motivating factor that caused him and his family to emigrate to the United States. PSR { 27.
Having experienced first-hand the atrocities committed by extremists in control in Iran, the

defendant knows only too well the need for the very trade sanctions that he recklessly violated.

14
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CONCLUSION

Therefore, for the above-stated reasons, the United States submits that a significant
sentence of incarceration is appropriate to adequately punish the defendant and provide deterrence
to such criminal activity.

Respectfully submitted,

Dana J. Boente
United States Attorney

/sl
W. Neil Hammerstrom, Jr.
Assistant United States Attorney
Attorney for the United States of America
United States Attorney’s Office
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
Fax: 703-299-3982
Email Address: neil.nammerstrom@usdoj.gov
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CERTIFICATE OF SERVICE

| hereby certify that on the 9™ day of June, 2014, | electronically filed the foregoing with
the Clerk of Court using the CM/ECF system, which will send a notification of such filing (NEF)
to the following:

Karl A. Racine, Esqg.
Attorney for the Defendant

Fred M. Rejali, Esq.
Attorney for the Defendant

And | hereby certify that | have sent the foregoing by email to the following individual:

Nina S. Blanchard

Senior U.S. Probation Officer

10500 Battleview Parkway, Suite 100
Manassas, Virginia 20109

/sl
W. Neil Hammerstrom, Jr.
Assistant United States Attorney
Attorney for the United States of America
United States Attorney’s Office
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
Fax: 703-299-3982
Email Address: neil.nammerstrom@usdoj.gov
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