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" GHASEMPOUR also wrote that he had a friend receiving interest from the Iranian

Ministry of Defense and that he wanted to set up visits between Vard and Iran in 2016.

On Novembeg 9, 2015, GHASEMPOUR forwarded the email he sent to Vard to REJALI
and asked REJALI to see the email he sent to his friend. GHASEMPOUR wrote that he
wanted to be clear on their position so that they could make a final decision on how to
proceed. He suggested REJALI read about the JCPOA, as it would be applicable to
anything “in this area.’

It was part of the conspiracy that REJALI, GHASEMPOUR and XIONG engage in
illegal financial transactions, involving the above-identified criminally derived property,
by assisting in the wiring of Iranian funds to the United States to promote the export,
reexport, and attempted export and reexport U.S.-origin goods from the United States to
Iran, without having first obtained the required licenses from OFAC, located in the
District of Columbia.

Establishment of “TODI” and “IBC”

As part of the conspiracy, GHASEMPOUR, REJALI and XIONG attempted to purchase
a thin-film measuring system from a California company, Filmetrics. The Filmetrics
shipment was detained by authorities in the Netherlands, because MODO was attempting
to transship the thin-film measuring system to Iran. Homeland Security Investigations
(“HSI”) in San Diego, California was notified of the attempted illegal export. HSI then
initiated an investigation into the export activities of MODO. Subsequently,
GHASEMPOUR, REJALI and XIONG created two new China-based front companies,
TODI ENTERPRISES (“TODI”) and IBC TRADE CO (“IBC™), to assist in the
procurement of items, the transshipping of items, and the movement of money for
procurements for end use by KSP in Iran.

GHASEMPOUR and XIONG started using TODI, as opposed to MODO, for new orders
as they suspected the U.S. Government knew that MODO was procuring items in
violation of U.S. sanctions. In addition to the new front company, GHASEMPOUR and
XIONG created new email addresses and used aliases when working on TODI business.

. On June 30, 2014, XIONG emailed GHASEMPOUR and REJALI writing, “New vendor

name is TODI from Shanghai, China.” Attached to the email was an invoice from TODI
detailing the sale of a camera to KSP in Iran.

. On July 12, 2014, XIONG emailed GHASEMPOUR and REJALI regarding the detained

Filmetrics shipment. XIONG wrote that he hoped the Netherlands did not report to the
U.S. government or to Filmetrics that the shipment was intended for Iran because, if they
did, MODO would losec the machine.

. On July 13, 2014, GHASEMPOUR emailed XIONG writing that he believed that the

transshipers had notified Dutch Customs of MODO’s involvement. GHASEMPOUR
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suggested that, “It is better for safe purposes that we start a new company and bank
account and move future business to it.”

. On July 21, 2014, XIONG emailed GHASEMPOUR and REJALI regarding Letters of

Credit for a different order. XIONG wrote, “our own company (TODI/MODO) can meet
all requirement from the customer.”

. On August 10, 2014, XIONG emailed himself from his MODO e-mail address to a new

email address that he would use for TODI business, m_todi@126.com, writing “Test.”
Emails show that when using this address, XIONG used the alias “Michael.”

. On September 21, 2014, REJALI emailed XIONG and GHASEMPOUR writing that he

had talked with GHASEMPOUR and that he decided to start a company in China called
“IBC International Business Center Trading Co.” REJALI asked how much it would cost
and wrote that he needed a bank account as well. REJALI wrote, “Remember all trades
over there should be managed by you.” Follow up emails discussed opening the
company with one email from REJALI to XIONG and GHASEMPOUR which reads,
“Again everything should be under your control. MODO, Todi and IBC will be partners
and under our team supervision.” XIONG replied to REJALI and GHASEMPOUR,
writing that they couldn’t register the company in REJALI’s name because Iran is under
sanctions. Therefore, REJALI would have to personally be in China to open the
company in his name. XIONG responded that he would open the company under one of
his family member’s name, so as not to connect it with MODO.

On October 14, 2014, REJALI emailed XIONG and GHASEMPOUR from a new IBC
email account, ibctradeco@gmail.com, indicating that he would use it for IBC related
business. XIONG replied to GHASEMPOUR that he would set up new accounts for
TODI and MODO as well. Emails show that when using the ibctradeco@gmail.com
email address, REJALI would use XIONG’s name as an alias, to hide from his KSP
bosses that he was receiving payments as a facilitator apart from his work with KSP.

On October 20, 2014, XIONG emailed GHASEMPOUR and REJALI using his TODI .
account indicating that he will use the attached TODI documents for new and pending
orders. Attached to the email are templates for TODI proforma invoices, packing lists
and commercial invoices. REJALI replied that these forms, “Seems to be ok. It is
different to Modo.” Follow up emails indicate that REJALI wanted to ensure that
MODO, TODI and IBC were different in their paperwork so others would believe they
were separate companies.

On November 10, 2014, XIONG emailed REJALI writing that he had asked
GHASEMPOUR to make a new email account for TODI business. After follow up
emails to remind GHASEMPOUR to create the account, on December 30, 2014,
GHASEMPOUR emailed XIONG and REJAL, stating that he had created a new email
account for TODI, cody_todi@yahoo.com. He wrote that the alias for the account was
Mr. Cody Goodman.
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Emails show that after the creation of IBC and TODI, REJALI started routing other
procurers in his network through both companies in order to manage purchases for KSP,
in part due to XIONG’s ability to transship items in China, and in part due to the ease in
which XIONG and GHASEMPOUR could move Iranian money through Chinese bank
accounts to the rest of the world. REJALI discussed purchases with his procurers using
IBC, and then used TODI to issue quotations to his KSP bosses for the costs of
purchasing items. TODI bank accounts would move money, at the request of REJALI,
for payments and XIONG would handle transshipping items through China to Iran.

The Purchase of Ideal Aerosmith’s 2002PG

As part of the conspiracy, GHASEMPOUR, XIONG and REJALI, using TODI and 1BC,
conspired to obtain a 2002PG-28-TL-SR120 Two Axis Positioning and Rate Table
System made by a North Dakota-based company, Ideal Aerosmith. REJALIL, XIONG
and GHASEMPOUR planned to use a third-party procurer, FIRSTFIELD, to purchase
the Rate Table, due in part to the export license and technical training requirements of the
Rate Table. TODI would fund the payment on the Rate Table, though the attempt to
acquire the Rate Table ultimately failed following the arrest of one of FIRSTFIELD’s
engineers.

On June 17, 2014, REJALI emailed GHASEMPOUR and XIONG regarding getting price
quotes on multiple machines, including one from North Dakota-based Ideal Aerosmith
Inc. (“Ideal”) — a Rate Table with an AERO 4000 control system.

. Later that same day, GHASEMPOUR emailed XIONG writing that GHASEMPQOUR had

spoken with REJALI regarding the new orders. They were the first “trading company™
contacted by REJALI regarding the machines, which were expensive. XIONG replied
that he would try to meet the orders before other companies could get involved.

. On June 23, 2014, XIONG emailed REJALI and GHASEMPOUR with an update on the

June 17 requests. XIONG wrote that he couldn’t purchase the Ideal system locally in
China and that he was working with a US supplier. Subsequent emails show that XIONG
could not acquire the other items requested, but that he was still working on getting a
quote for the Ideal Rate Table.

. On May 29, 2015, almost a year after the initial inquiry to XIONG and GHASEMPOUR,

REJALIL using an IBC company email account, emailed FIRSTFIELD about the Ideal
Rate Table project. Follow up emails identified the Ideal system as a 2002PG-28-TL-
SR120 Two Axis Positioning and Rate Table System' and specified that the purchase
included the AERO 4000 motion controller. REJALI identified the Ideal order as “Order
15.” Documentation from FIRSTFIELD indicated that delivery of the 2002PG would
take 7 months from the confirmation of the order.

! According to the Bureau of Industry and Security (BIS), Department of Commerce, Ideal Aerosmith’s 2002PG-28-

TL-SR120 Two Axis Positioning and Rate Table System is classified under Export Control Classification Number
{ECCN) 2B120. items classified under ECCN 2B120 are controlled on the Commerce Control List (CCL) and

require a license to be exported to Iran.

10



Case 2:18-cr-00080-JLR Document 1 Filed 03/29/17 Page 13 of 15

51. FIRSTFIELD was utilized by REJALI and KSP as the purchaser for the Rate Table, in
g part due to their ability to obtain an export license from the U.S. Department of
Commerce for the Rate Table, from the U.S. to Portugal, and in part for their ability to
provide an engineer capable of traveling to the U.S. to learn the system and to install it in
Iran following transshipment. Though FIRSTFIELD was used to purchase the Rate
Table from Ideal, TODI was used to move KSP’s money through TODI’s Chinese bank
account to FIRSTFIELD to pay for it.

52. On May 29, 2015, REJALI emailed KSP employees with an attached quote for the
2002PG system. The quote was from TODI and listed the price of the 2002PG system,
with additional packaged options, as 550,000 Euros.

53. Follow up emails regarding the purchase show that REJALI and FIRSTFIELD agreed
‘ that KSP would pay $500,000 for the 2002PG, not including the cost of training or
installation.

54. On June 29, 2015, REJALI emailed GHASEMPOUR and XIONG, writing that he was
transferring 298,008 Euros to their bank account for use on TODI, MODO and IBC
projects. XIONG replied, asking REJALI to hold off on sending the money because he
needed to detail the usage of the transfer to the Chinese bank before being able to access
the money. XIONG stated that before he could detail the usage, he would need to find a
suitable Chinese factory willing to provide the false documentation required to show
Chinese Customs before the transfer would be released by the bank. XIONG wrote that
this is illegal in China and would up the cost of moving money through China.
Subsequent emails show that REJALI intended that the money to be used for the 2002PG
Rate Table be procured through TODI. In these emails, XIONG emphasized that they
needed the 2002PG specifications in order to find a suitable Chinese factory and that
REJALI should call GHASEMPOUR if he had any questions.

- 55. On July 26, 2015, XIONG emailed REJALI, asking what the 298,008 Euros payment was
. to be used for. REJALI replied to XIONG and GHASEMPOUR that the $150,000 was to
be used for the 30% down payment on the 2002PG Rate Table.

56. On July 27, 2015, REJALI emailed FIRSTFIELD, writing that the 30% deposit for the
2002PG had been paid and that FIRSTFIELD should “start the project.” Attached to the
email is an Online Banking Transaction Summary showing a wire payment of $150,000,

. made on July 27, 2015, from MODO to FIRSTFIELD. In other words, GHASEMPOUR,

through his company MODO, made the down payment needed to start the manufacture of

the 2002PG Rate Table. On or about September 30, 2015, FIRSTFIELD sent Ideal

Aerosmith this down payment.

| 57. Ideal Aerosmith built the 2002PG Rate Table. On March 26, 2016, engineers working

‘ for FIRSTFIELD entered the U.S. and went to Ideal Aerosmith to test the Rate Table and
to receive training on its use and calibration. The engineer’s trip for the training lasted
one week.
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i 58. On January 14, 2016, HSI contacted Ideal, regarding possible sales to FIRSTFIELD.

- 61,

59.

60.

Ideal provided HSI the sales order for the 2002PG system to FIRSTFIELD, through
Ideal’s Spanish distributor, Alava Ingenieros (“Alava™), located in Madrid, Spain.
FIRSTFIELD agreed to purchase the 2002PG system for $341,175.00, which included
training for FIRSTFIELD’s engineers on-site at the Ideal facility.

Ideal’s 2002PG system required an export license from BIS. Ideal provided HSI with
BIS Export License D1034340, dated October 21, 2015. The license authorizes Ideal,
through Alava, to export one (1) 2002PG-28-TL-SR120 Two Axis Positioning and Rate
Table System to the Ultimate Consignee, FIRSTFIELD at Praceta das Descobertas no2,
Loja A, Agualva Cacem 2735-095, Portugal. The 2002PG system has an ECCN
designation of 2B120, relating to motion simulators or rate tables (equipment capable of
simulating metion), with certain specified characteristics. According to the regulations,
export control is required because the system can be used for missile technology and to
promote anti-terrorism. Ideal confirmed to HSI that the 2002PG system can be used for
military grade navigation devices, missiles and smart devices.

FAILURE TO OBTAIN A LICENSE

At no time did KSP, REJALI, GHASEMPQUR, or XIONG obtain a license from OFAC,
located in the District of Columbia, to export any of the U.S.-origin goods set forth above
from the United States to Iran.

Ideal Aerosmith applied for, and was granted, a license from BIS for FIRSTFIELD to
purchase and receive the 2002PG-28-TL-SR120 Two Axis Positioning and Rate Table
System for shipment to Portugal. However, evidence shows that FIRSTFIELD had no
intention of abiding by the license and purchased the Rate Table at the behest of REJALI
and KSP for end use in Iran, contrary to the granted license.

CONCLUSION

Based on the abovementioned facts, I submit there is probable cause to believe that

GHASEMPOUR and others knowingly and willfully conspired to export controlled US
technology (that is, the 2002PG-28-TL-SR120 Two Axis Positioning and Rate Table System
manufactured by Ideal Aerosmith) to Iran without a license, in violation of 18 USC § 371; the
IE‘EPA 50 USC §1705; and the ITSR, 31 CFR Part 560.

|
w
|
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I am assigned to the HSEOfficeiin San Diego, CA. I request permission to apply for this
arrest warrant telephonically, and authorize the undersigned AUSA to sign on my behalf,
pursuant to Rule 4.1, Fed. R Crim:P.

SWoviA and si hefore
/5 / ‘M{—’L e \z‘dwmﬂ&wh_\
Robert Pinches, Special Agent J
Department of Homeland Security
Homeland Security Investigations

Subscribed and sworn before- me TELEPHONICALLY this Zﬁhé'ay of March, 2017.

e —Aeri o

United States Magivstrate Judge
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