
IN THE UNITED STATES DISTRICT COURT FO

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

' "5 2015

UNITED STATES OF AMERICA

V.

ARDITFERIZI,
a/k/a"Th3Dir3ctorY,'

Defendant

a,. " -- r-i

•'

CRIMINAL NO. 1:15-MJ-515

AFFIDAVIT IN SUPPORT OF

REQUEST FOR EXTRADITION

AFFIDAVIT IN SUPPORT OF REQUEST FOR EXTRADITION

I, BrandonL. Van Grack, beingduly sworn, herebydeposeand state:

1. I am a citizen of the United States of America, residing in Washington, D.C.

2. In May2001,1received a Bachelor's Degree from Duke University. In Jxme

2006,1 received a Juris Doctor degree from Harvard LawSchool. I was admitted to theBarofthe

State ofMaryland inDecember 2006 and to the Bar of the District ofColumbia in April 2008.

FromJune2010to thepresent, I havebeena prosecuting attomeywiththe United States

Department ofJustice, servmg asCounsel to the Assistant Attomey General for theNational

Security Division, as aTrial Attomey inthe National Security Division, and asa Special Assistant

United States Attomey (SAUSA) in the United States Attorney's Office fortheEastem District of

Virginia. My duties mclude theinvestigation and prosecution ofpersons charged with violating

the criminal laws of the United States, I have represented the United States in numerous felony

cases throughout the United States, including in the UnitedStates District Court for the Eastem

Districtof Virginia. Baseduponmy training and experience, I am knowledgeable aboutthe
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criminal and extradition laws and procedures in the Eastern District ofVirginia and the United

States.

The Complaint

3. I submit this affidavit in support ofan application by the government ofthe United

States for the extradition ofARDIT FERIZI from Malaysia to the United States to face criminal

charges in the United States District Court for the Eastern District ofVirginia in the criminal case

identified above. United States v. Ardit Ferizi. a/k/a "Th3Dir3ctorY." 1:15-MJ-515.

4. I am the SAUSA currently assigned to this prosecution. FERIZI has been charged

by complaintwith several seriousviolationsof the laws of the United States. I have obtained a

certified true and accurate copy ofthe complaint in this case, attached as Exhibit A. which was

sworn out before a United States Magistrate Judge and filed in the United States District Court for

the Eastern District ofVirginia.

5. Under the laws ofthe United States, a criminal prosecution may be commenced by

the filing of a criminal complaint in a UnitedStatesDistrict Court. A criminal complaintis a

written statement ofessential facts constituting an offense charged and is made under oath before a

United States Magistrate Judge. A criminalcomplaint must establish that probable causeexists to

believe that an offense has been committed and that the defendant named in the complaint

committed the offense. If satisfied that the complaint sets forth a sufficient factual basis to

establishprobablecause, the United StatesMagistrate Judge orders the issuanceofa warrmt for

the arrest of the defendant named in the complaint.

6. On October 6, 2015, a criminal complaint. No. 1:15-MJ-515, was filed in the

United States District Court for the Eastern District ofVirginia, formally charging FERIZI with

criminal offenses against the laws of the United States. An arrest warrant for FERIZI was then

2
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issued by a United States Magistrate Judge of the Eastern District of Virginia, also on October 6,

2015. It is thepractice of theUnited States District Court fortheEastern District of Virginia to

retam the original complaint and file it with the records of the Court. Therefore, I have obtained

certified copies of the complaint, vs^hich is attached as Exhibit A. and the arrest warrant, which is

attached as ExhibitB. On October12,2015, Malaysian authorities provisionally arrested FERIZI

in Kuala Lumpur, Malaysia, at the request of the United States.

7. I verify that this prosecution is not barred by any statute oflimitations. Pursuant to

Title 18,United StatesCode, Section 3282, the United Statescan commence a prosecutionfor

violations ofTitle 18, United States Code, Sections 1030 and 1028A,within five years after the

charged offenses have occurred. Additionally, pursuant to Title 18, United States Code, Section

3286, the United States can commence a prosecution for violations ofTitle 18, United States Code,

Section 2339B, within eight years after the charged offenseshave occurred. FERIZI is charged

with offenses that took place in April 2015 and thereafter. Accordingly, the prosecution of

FERIZI is not time-barred. A copy of the relevant provisions of Sections 3282 and 3286 is

attached as Exhibit C.

8. The charges against FERIZI in the complaint are as follows:

1) Unauthorized Access toa Computer (two counts),' in violation ofTitle 18,

United States Code, Section 1030, for which the maximum statutory sentence is

five years;

2) Aggravated Identity Theft, in violation ofTitle 18, United States Code, Section

1028A, for which the maximum statutory sentence is five years; and

' It iscommon practice to list a Code Section and Offense Description one time in a criminal complaint
even ifthere are multiple violations ofthe Code Section alleged in the affidavit, as is the case here for Title
18, United States Code, Section 1030.
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3) ProvidingMaterial Supportto a ForeignTerrorist Organization (FTO), in

violation ofTitle 18, United States Code, Section 2339B, for which the maximum

statutorysentenceis 20 years and, if the death of any person results, any term of

years or for life. .

9. A violationof any ofthe chargedstatutory provisionsconstitutes a felonycrime

under United States law. Each ofthese statutes and regulations was a duly enacted law ofthe

United States at the time the offenseswere committedand is now in effect The relevant portions

of these statutes and regulations are included in Exhibit C.

Elements of the Offenses Charged

10. In order to convict FERIZI ofunauthorized access to a computer, in violation of

Title 18, United States Code, Section 1030(a)(2), which is the first violation ofTitle 18, United

States Code, Section 1030 alleged in the complaint, the government would have to prove the

following elements: (1) FERIZI intentionally accessed a computer without authorization or

exceeded authorized access; (2) FERIZI thereby obtained information from a protected computer;

and (3) FERIZI did this in furtherance ofa criminal act in violation ofthe laws ofthe United States.

11. In order to convict FERIZI ofmaking extortion threats relating to unauthorized

access to a computer, in violation ofTitle 18, United States Code, Section 1030(a)(7), which is the

second violation ofTitle 18, United States Code, Section 1030 alleged in the complaint, the

government would have to prove the following elements: (1) FERIZI transmitted in interstate or

foreign commerce a communication demanding or requesting money or other thing ofvalue in

relation to damaging a protected computer; (2) FERIZI did so with the intent to extort money or

anything ofvalue from a person, and; (3) FERIZI damaged a protected computer to facilitate the

extortion.

4
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12. In order to convict FERIZI ofaggravated identity theft, in violation ofTitle 18,

United States Code, Section 1028A(a)(2), the government wouldhaveto provethe following

elements: (1) FERIZI, during and in relation to a felony violation ofa federal crime of terrorism;

(2) knowingly transferred,possessed, or used a means of identification of another person; (3)

without lawful authority.

13. In order to convict FERIZI of providing material support to a designated FTO, in

violationof Title 18,United States Code, Section2339B, the government would have to prove the

following elements: (1) FERIZI knowingly provided, attempted or conspired to provide material

support or resources to Islamic State ofIraq and the Levant (ISIL); and (2) FERIZI did so knowing

that ISIL was a designated FTO, that the organization engaged or engages in terrorist activity, or

that the organization engaged or engages in terrorism.

Facts in Support of the Charges

14. The first charge under Title 18, United States Code, Section 1030 alleges that

FERIZI gained unauthorized access to a computer. In sum, FERIZI used a computer in Malaysia

to access the Victim Company's server in the United States without authorization from the Victim

Company. FERIZI used malicious computer code to access the server, and obtained personal

information about government military and law enforcement personnel who lived in the United

States. This personal information was not publicly available, aridthe Victim Company treated

this information as confidential. FERIZI gave this information to another person, who FERIZI

knew was an ISIL member, so the ISIL member could call upon followers to find the government

personnel and cause them physical harm. The United States Government, as explained elsewhere

in this Request for Extradition, has designated ISIL as a FTO.
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15. Thesecond charge under Title18,United States Code, Section 1030 alleges that

FERIZI made extortion threats relating to unauthorized access to a computer. In sirni, FERIZI,

from Malaysia, contacted the Victim Company's computer administrator over the Internet.

During those communications, FERIZI demanded the Victim Company to stoptryingto remove

FERIZI's malicious computer codeor FERIZI wouldpublishmoreof the VictimCompany's

confidential information. FERIZI demanded the Victim Company pay FERIZI in exchange for

allowing the Victim Company to terminate FERIZI's access to the server and delete FERIZI's

malicious computer code.

16. The complaintfurtheralleges that FERIZIcommittedaggravatedidentitytheft. In

sum, FERIZI, without lawful authority as previously explained, possessed confidential

information FERIZI obtained from the Victim Company's server, which included the means of

identification ofUnited States government military and law enforcement persoimel. FERIZI

transferred the means of identification to an ISIL member so it could be used during or in relation

to a crime ofterrorism, which is the fourth charge in the complaint.

17. Finally, the complaint alleges that FERIZI provided material support to an FTO.

In sum, FERIZIprovided his hackingservices,skills, and the fixiits of his hacking, specificallythe

personal information from the Victim Server, to ISIL members. Those services, property, and

information, constitute material support under the law. FERIZI knew, including from

conversations FERIZI had with ISIL members, that ISIL was a designated FTO, that the

organization engaged or engages in terrorist activity, or that the organizationengaged or engages

in terrorism.
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18. The facts in support of the allegations in the complauitare further summarized in

theAffidavit of Specid Agent Kevin M. Gallagher of theFederal Bureau of Investigation, which is

attached as Exhibit D.

Identification And Location Information

19. A photographof FERIZI is attached to the affidavitof SpecialAgent Kevin M.

Gallagher. Set forth below is relevant identification and location information for FERIZI:

Name:

Date of Birth:

Nationality:
Passport Type:
Number:

Location:

Ardit FERIZI

January 12,1995
Kosovar

Kosovo

P00390126

Ardit FERIZI is currently in the custodyofMalaysian
authorities.

20. Attached hereto and incorporated herein are the following:

Exhibit A: Complaint in case number 1:15-MJ-515

Exhibit B: Arrest Warrant in case number 1:15-MJ-515

Exhibit C: Text of relevant statutes

Exhibit D: Affidavit of Federal Bureau of Investigation Special Agent Kevin
M. Gallagher
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Conclusion

21. This affidavit, including theexhibits, contains sufficient evidence to support the

request of the United States Government thatARDIT FERIZI be extradited from Malaysia to the

United States, specifically the EasternDistrictof Virginia, for prosecution on the above-cited

offenses, andthatFERIZI remain detained pending thedetermination ofhis extradition, andany

appeal thereof

Sworn^ and subscribed before me
this day ofNovember, 2015

/s/

Brandon L. Van Grack

Special Assistant United States Attorney
U.S. Attorney's Office, Eastern District of Virginia

Theresa Carroll Buchanan
ivlagisuatc Judge

The Hon. Theresa Carroll Buchanan

United States Magistrate Judge
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EXHIBIT A
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AO 91 (Rev. 08/09) Criminal Complaint

United States District Co
for the

Eastern District ofVirginia

United States ofAmerica

ARDITFERIZI
a/k/a Th3Dlr3ctorY.

Case No. 1'*15-MJ-515

Defendantfs)

CRIMINAL COMPLAINT

I,the complainant in this case, state that the following istrue tothe best ofmy knowledge and belief
On orabout the date(s) 4/01/15 tooron about 8/11/15 in the extraterritorial jurisdiction ofU.S. and in the

Eastern District of Virginia , thedefendant(s) violated:

Offense DescriptionCode Section

18 U.S.C. § 1030
18 U.S.C. § 1028A
18 U.S.C. §23398

Unauthorized access to a computer;
AggravatedIdentity theft;and
Providing material support to a designated foreign tenxjrist group

This criminal complaint is basedon thesefacts:
See attached affidavit.

Continued on tiie attached sheet

Reviewed by AUSA/SAUSA:

AUSA Lynn E. Haaland

Sworn to before me and signed in my presence.

Date: 10/06/2015

City and state: Alexandria. VA

;onipfaittant's signature

Special Agent Kevin M. Gallagher

Printed name and title

/s/
Theresa Cagoll Buchanan
United ^ates Magistrate Judge

Judge's signature

The Honorable Theresa;8> Bucharan ^
II fi Teste:

Distriot Qo'-

Deputy Clerk
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IN THE UNITED STATES DISTRICT COURT FO:

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA

V.

ARDITFERIZI,
ayk/a"Th3Dir3ctorY,"

Defendant.

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT

Kevin M. Gallagher, being duly sworn, says:

L Introduction

1. I am a Special Agent (SA) with the FederalBureauofInvestigation(FBI),and have

beenso employed sinceAugust2009. I am currentlyassignedto the Washington FieldOffice. I

have trainingin the preparation, presentation, and serviceof criminalcomplamts and arrestand

search warrants, and have been involved in the investigationofnumerous types ofoffenses against

the United States, includingcrimesof terrorism, as set forth in 18U.S.C. § 2331 et seq. Prior to

mycurrent employment, I wasan independent contractor for approximately three years, working

as an intelligence analystfor twoother government agencies vnthinthe intelligence commimity.

Myknowledge aboutthis investigation comes firom mypersonal participation in this investigation,

a review ofdocuments, electronic media, e-mails, and other physical and documentary evidence,

and interviews ofwitnesses. I have also relied on mformation provided to me by other agents and

law enforcement officials in the United States. Where statements ofothers are set forth, they are

set forth in substance and in part Because this affidavit is being submitted for the limitedpurpose

No. I:15mj515
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ofestablishing probable cause fortherequested warrant, it does notcontain all information known

to me or to the govenmient relating to this investigation.

2. Ardit Ferizi, aka*Th3Dir3ctorY" CTERIZI"), a Kosovo citizen residing in

Malaysia, is believed to betheleader ofa known Kosovar internet hacking group, Kosova

Hacker's Security C*KHS"). Inor about April 2015, FERIZI used theTwitter account @

Th3Dir3ctorY to provide unlawfully obtained personally identifiable information ("PIF*) to an

IslamicStateof Iraqand the Levant ("ISIL")member, Tariq Hamayun("Hamayun"), knownas

"Abu Muslim Al-Britani."In addition,betweenin or about June 2015 and August 11,2015,

FERIZI provided unlawfully obtained personallyidentifiable information C'PU")to a second

known ISIL member, Junaid Hussain ("Hussain'*), known as "Abu Hussain al-Britani." On August

11,2015, m the name ofthe Islamic State HackingDivision ("ISHD"), Hussain posted a public

hyperlink on Twitterwiththe title **U.S. Military AND Government personnel, including Emails,

Passwords, Names, PhoneNumbers, and Location Information,'' whichprovidedISIL supporters

in the United States and elsewhere with the PII for over 1,000U.S. governmentpersonnel, for the

purpose ofencouraging terrorist attacks against the identified individuals. Some ofthese

individuals reside in the Eastern District ofVirgmia.

3. For the reasons detailed below, I submit that there is probable cause to believe that,

firom at least m or about April 2015 continuing throughAugust 11,2015, FERIZI gained

unauthorized access to and obtained information firom a protected computer, in violation of 18

U.S.C. § 1030. I fijrther submit that there is probable cause to believethat, firom at least in or

about April 2015 continuing throughon or aboutAugust 11,2015, FERIZIused the unauthorized

access to steal the means ofidentification and other personal information ofU.S. military and other

2
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government persomiel, including their names, email addresses, passwords, and cities and states of

residence, and then knowingly possessed and transferred the means ofidentification and other

stolen information with the intent to aid or abet unlawful activity constituting aviolation offederal

law, particularly afelony violation enumerated in18 U.S.C. §2332(g)(5)(B), all inviolation of18

U.S.C. § 1028A(a)(2). Specifically, the PII stolen by FERIZI was knowingly provided toISIL to

be used by ISIL members and supporters to conduct terrorist attacks against the U.S. government

employees whose names and locations were published. Prior tothat, in orabout April 2015,

FERIZI transferredPn containingcredit card informationto ISIL. Based on the information

contained in this AfiBdavit, I believe FERIZI conspired, attempted to provide, and provided,

material supportto ISIL, a designated foreign terroristorganization, in violationof 18U.S.C. §

2339B.

4. I expect that FERIZI will be arrested outside ofthe United States and will be first

brought to the Eastern District ofVirginia.

II. Background Regarding ISEL and Junaid Hussain

5. On October 15,2004, the U.S. Department ofState designated Al-Qa'ida in Iraq,

then known as Jam'at al Tawhid wa'al-Jihad, as a Foreign Terrorist Organization ("FTO") under

Section 219 ofthe Immigration and Nationality Act and as a Specially Designated Global Terrorist

Entity pursuant to Executive Order 13224.

6. On May 15,2014, the U.S. Department of State amended the designation of

Al-Qa'ida in Iraq ("AQI") as a Foreign Terrorist Organization ("FTO") under Section 219 ofthe

Immigration and Nationality Act and as a Specially Designated Global Terrorist Entity under

Executive Order 13224to list the name IslamicState ofIraq and the Levant (**ISIL") as its primary

3
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name. The Department of State also added thefollowing aliases to theISEL listing: the Islamic

State ofIraq and al-Sham (ISIS), the Islamic State ofIraq and Syria (ISIS), ad-Dawla al-Islamiyya

fi al-*Iraq wa-sh-Sham, Daesh, Dawla al Islamiya, andAl-Furqan Establishment for Media

Production. Although the grouphasnevercalled itself"Al-Qa*ida in Iraq(AQI)", this namehas

frequently been used by othersto describe it. To date, ISILremams a designated FTO. In an

audio recordingpublicly released on or around Jime29,2014, ISIL announceda formalchangeof

its name to the Islamic State.

7. On or about September 21,2014, ISIL spokesperson Abu Muhammad al-Adnani

called for attacks against citizens, civilian or military, ofthe countries participating in the United

States-led coalition against ISIL.

8. Junaid Hussain, also known by the nomde guerre or kur^a Abu Hussainal-Britani,

was a British hacker and well-known member ofISIL. On or about August 24,2015, Hussain was

killed in an airstrike mRaqqah, Syria, a city which I know ISIL considers to be its capital.-^

m. Relevant Law

9. I am advised that 18 U.S.C. § 1030(a)(2)(C)provides:

Whoeverintentionally accessesa computer withoutauthorization or exceeds
authorized access, and thereby obtains... information from any protected
computer... shall be punished[not morethan five years].

10. Also, 1am advised that section 1030(a)(7) provides:

(a) Whoever with intent to extort torn any person any money or other thing of
value, transmits in interstate or foreign commerce any communication concerning
any—^threat, [to damagea protected computer, to obtain informationwithout

'http://www.centcom.mil/en/news/articles/iraq-progresses-in-isil-fight-key-extremist-confirmed-dead
4
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access, or demand or request money or other thing ofvalue in relation to damage to
a protected computer],... shall be punished [not more than five years].

A"computer" is defined as an electronic, magnetic, optical, electrochemical, or other high speed

data processing device performing logical, arithmetic, or storage functions, and includes any data

storage facility orcommunications facility directly related tooroperating in conjunction with such

device. The term **protected computer" includes acomputer which isused inoraffecting

interstate orforeign commerce orcommunication. 18 U.S.C. § 1030(e)(1) and (e)(2)(B),

11. I am also advisedthat 18U.S.C. § 1028A(a)(2) provides:

Whoever, during and in relation to any felony violation enumeratedin section
2332(g)(5)(B) [definingFederal crimesofterrorism],knowingly transfers,
possesses, or uses,without lawful authority,a means ofidentification[as defined in
18 U.S.C. § 1028(d)(7)]ofanother person,.. [shall be guilty ofa separate felony].

12. Additionally, I am advisedthat 18 U.S.C, § 2339Bprovides:

Whoever knowinglyprovides material support or resources to a foreign terrorist
organization,^ orattempts orconspires to do so, shall be [guilty ofa felony]. To
violate this paragraph, a person must have knowledge that the organization is a
designated terrorist organization (as defined in subsection (g)(6)), that the
organization has engaged or engages in terrorist activity (as defined in section
212(a)(3)(B) of the Immigrationand NationalityAct), or that the organizationhas
engaged or engages in terrorism (as defined in section 140(d)(2) ofthe Foreign
Relations Authorization Act, Fiscal Years 1988 and 1989,

"Material support or resources"means "any property,tangible or intangible, or service, including

currency or monetary mstruments or financial securities, financial services, lodging, training,

expert advice or assistance, safe houses, false documentation or identification, communications

^ I am advised that the term **terrorist organization" means anorganization designated asaterrorist
organization under section 219 ofthe Immigration and Nationality Act. 18 U.S.C. § 2339B(g)(6).
As stated above, ISIL is a designated foreign terrorist organization ("FTO").
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equipment, facilities, weapons, lethal substances, explosives, personnel (1 or more individuals

whomay be or include oneself), andtransportation, except medicine or religious materials.

"Expert advice or assistance"means advice or assistancederived from scientific,technical or other

specialized knowledge. 18U.S.C. §§ 2339A(b)(l), (b)(3)& 2339B(g)(4).

IV. Statementof Probable Cause

A. Ferizi is Th3Dir3ctorY

13. On April5,2015, @Th3Dir3ctorY, usingthe name"Ardit Ferizi,"publiclytweeted

a linktoa June 2013 article from the InfoSec Institute,^ as shown in thescreenshot below:

Ardit Fer^ *SL FOfiow
©Th3Dir3ctQrY

Getting to Know Kosova Hacker's Security
Crew plus an Exclusive Interview with Th3
DirSctorY

resources.infosecinstitute.com/getting-to-
kno... #infosec via ©InfosecEdu

RETWEET FAVCmES

1 3

12:41 AM - 5 Apr 2015

Photo: Screenshot of FERIZI/@Tli3Dir3ctorY's April 5,20IS Tweet with a link to
the June 2013 InfoSec Institute Article on IQIS and @Th3Dir3ctorY

14. Accordingto the interviewofTh3Dir3ctorY by the InfoSecInstitute, the user of

Twitter account @Th3Dir3ctorY is the leaderof a groupofethnic Albanianhackers from

Kosovo, calling themselvesKosova Hacker's Security("KHS"), which is responsiblefor

^ The InfoSec Institute (www.infosecinstltute.com), founded in 1998 and based in Illinois, is a
training institute for teclmology professionals focused on information assurance, information
technology auditing, database, project management,coding and related vendor training. InfoSec
Institute also publishes research and articles, including interviews with hacking organizations.

6
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compromising government and private websites in Israel, Serbia, Greece, the Ukraine, and

elsewhere.

Photo: Banner for ''Kosova Hackers Security" (KHS)
15. According to thearticle, asof thetime of publication, KHS claimed responsibility

for havmghacked more than 20,000websites, including: 90% of Serbiangovernment websites;

Inteipol, based in France (includingtakingits site down for two days)in October2012;andIBM's

researchdomain, researcher.ibmxom, locatedin Somers,New York, in May 2012. KHS also

claimed responsibility for having posted morethan 7,000 Israeli creditcardnumbers inJanuary

2012. Again according to the article, hackers calling themselves 'Th3Dir3ctorY" and

"ThEta«Nu" also claimed responsibility for compromising Microsoft's Hotmail servers in 2011.

KHS itselfhas confirmedits mvolvement in these attacksin otheropen sources.

16. On or about July 10,2015, @Th3Dir3ctorY posted a tweet identifying himself as

"Owner ofKosova Hacker's Security, Pentagon Crew," and again used the name Ardit Ferizi:
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Kosova HacKer's Secuntv 'i

Ardlt Feiizi
@rri?»Oir3ctr>rY

Owner Of Kosova Hacker's Security .
PentagonCrew.

Photo: Screenshot of @Tli3Dir3ctorY's Twitter profile as ofJuly 10,2015

17. Accordingto Twitter records, the @Th3Dir3ctorY accountwas registeredon

September 1,2012, usingMicrosoft emailaccount lajmetal@hotmail.com, froman Intemet

Protocol"* addressallocatedto IPKO Telecommunications LLC in Albania, a telecommunications

company thatprovides services in theadjacent country ofKosovo. This registration information

is consistent with @Th3Dir3ctorY*s association with KHS, anorganization which claims to be

associatedwith Kosovo. Moreover, the mvestigation has revealedthat FERIZIis a citizenof

Kosovo.

^ Devices directly connected to the intemet are identified bya unique number called an Intemet
Protocol, or IP, address. This number is used to route information between devices. Generally,
when one device requests informationfroma seconddevice, the requestingdevice specifies its
own IP address so that the responding device knows where to send its response. In other words,
an IP address is similar to a phone number, and mdicatesthe online identity ofthe communicating
device. IP addresses are allocated by an internationalorganization, the Intemet Assigned
Numbers Authority.

8
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18. Based onmy investigation, I know tliat FERIZI currently resides inMalaysia ona

student visa and that, asofspring 2015, FERIZI was studying at Limkokwing University in

Malaysia. I believethat FERIZI entered Malaysia mor about early 2015.

19. IP logsfor Twitteraccount @Th3Dir3ctorY revealthat all loginsto

@Th3Dir3ctorY betweenJune 15,2015 and August 14,2015 originated with internetservice

providers ("ISPs") in Malaysia.

B. Abu Muslim al-Britani, a member of ISEL, is the user of Twitter
ACCOUNT @MUSLIM_SNIPER_D

20. TheTwitter account @Muslim_SniperD came to theattention oftheFBIfollowing

the May 2015 shooting incidentat the "Draw MohammadContest"in Garland,Texas. OnMay 3,

2015, two roommates from Phoenix, Arizona, Elton Simpsonand Nadir Soofi, fired at a security

guard outside thecontest venue. Garland police fired back, andwhen one of thetwomen pulled

outwhat appeared to be a hand grenade, police shotandkilled bothmen. Based on my

investigation, including myreview ofpublicly available social media postings, I believe that

Simpson and Soofi were supporters ofISIL.

21. Twitter records demonstrate that the user of@Muslim_Sniper D had beenin

communication with@atawaakul, a Twitter account believed to have been used bySimpson, prior

to the May3,2015 incident, andthat the twousershad discussed issues of"security."

22. According to thoserecords, the user of @Muslim_Smper_D publicly identified

himselfas "Tariq Hamayun."According to my investigation, Hamayun, 37 years old,wasa car

mechanic who volunteered for the Taliban and fought in Pakistan before joining ISIL in Syria.
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Twitter records confirm that @Muslim__Smper_D, originated ftom an ISP providmg service in

Raqqah, Syria.

23. OnApril 21,2015, Hamayun, using Twitter account @Muslim_Smper_D,

published a tweetthatread:"GodWillingly willbe making thebestElectronics LABintheIslanndc

state, would be producing sophisticated lEDs."

24. On April 22,2015, Hamayun, usingTwitteraccount@Muslim__Sniper_D,

publisheda tweet that read: "lEDs is my favourite weaponafter Sniping, u hit the enemy&amp;

disappear in thin air just like a Ghost. Its [sic] a Must"

C. Ferizi's Transfer of Pn to ISIL Member Abu Muslim al-Britani

25. On or about April 26-27,2015 there was a Twitterexchange betweenthe accounts

@Muslim_Sniper__D and @Th3Dir3ctorY. During this exchange, FERIZI, astheuser of

@Th3Dir3ctorY, provided Hamayun, the user of@Muslim_Smper_D, with screen shots ofwhat

appears to beunlawfully obtained credit card information belonging to27Americans, 18 British

and 22 Frenchcitizens, including: names; addresses; zip codes; birth dates; and creditcard

information, suchasthe type, number, expiration dateandCard Verification Value. Based onthe

context of thisexchange, I believe thatFERIZI provided thisinformation intending it tobeusedby

and for ISIL.

26. In theconversation, FERIZI askedthe user of@Muslun_Sniper_D to confirm that

he was**speaking withbritani:) abubritani:)" to which Hamayun replied, "Yes brother/Im

muslimal britani." Hamayun moreoverconfirmshis association with"AbuHussainAl-Britani,"

whichis, as describedabove,themm deguerre of ISILmemberJunaidHussain,who wasbasedin

Syria. Hamayun told FERIZI thatAbuHussain al Britani (Junaid Hussam) "is myfiiend he told

10
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me alot about u." This exchange indicates that as ofon or about April 26,2015, FERIZI and

Hussain werealready in communication withoneanother.

27. At the end ofthis exchange, the user of@Muslim_Sniper_D, Hamayun, wrote the

following message to the user ofTwitter account @Th3Dir3ctorY, FERIZI:

"Pliz [sic] brother come and join us in the Islamic state." (Emphasis added,)

D, Ferizi's transferof Pn TO ISBL Member Abu Hussain al-Britani

28. On August 11,2015, Hussain, using Twitter account @AbuHussain__l6, re-tweeted

a postfrom theTwitter account @IS_Hacking^Div, which had, in the name ofthe Islamic State

Hacking Division ("ISHD"), publicly tweeted a link toPH belonging toapproximately 1,351 U.S.

military and othergovernment employees. As detailed below, thereis probable cause to believe

that FERIZI providedthese 1,351 names to ISIL.

29. On or aboutJune 13,2015, FERIZI accessed without authorization a protected

computer, namely a server ("Victim Server") belonging to an identified internet hosting company

(the "Hosting Company"), whichmaintained the websitebelongingto a U.S. retailerthat sells

goods via the internet to customersin multiplestates C*Victim Company"). The Victim Server is

physically located in Phoenix, Arizona. Some ofthe customers wiiose information was obtained

reside in EDVA. Basedon my conversations with otherFBI agents, it is a dedicated server,

meaningthat no companiesother than the VictimCompany utilizethis server. The VictimServer

is leased by the Victim Company and owned by the Hosting Company.

30. FERIZI subsequently used his unauthorized access to the Victim Server to obtain

thePIIofapproximately 100,000 people. Sometime between June13,2015andAugust 11,2015,

FERIZI provided thePII of approximately 1,351 U.S. military andothergovernment personnel to

11
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ISIL, intending it to be used byand for ISIL, and knowing that ISILwoulduse the PII againstthe

U.S. personnel, including to target the U.S. personnel for attacks and violence. Earlier, in or

about March 2015, ISHD, acting in the name of ISIL, posted a '*Kill List" includingthe purported

names and addresses of 100 American service members.

31. On August 11,2015, Hussain re-posted the followingtweet by IHSD:

*'N£W: U.S. Military AND Government HACKED by the Islamic State
Hacking Division!'*

AbuKussafnAIBiItanl

MutttnunMBnMi. Ibiercat
Svevol
wuRimnXQnMn oi»n

IVitttfis TwMtt&npIIss

55 V

tlKutnoOwtttan tv-*
NEW.asMMtiyAndCOMKnnacc HACKED br BO>sbfxac
HtdsngOmsooC wL£AX

M ' u

*Sq wsit W9too wai&ngr

V/,*.

Lib is Mtfug trnolspert uMMfsMes ofdBtSi

•Ml ' S7

irwwvtttfrTftWffTinf •

iHffla{AShnMlCTnt»ii. •—

Photo: Screenshot of@AbuHussain_16 (Abo Hussain A1 Britani)Twitter profileas
of>^gust 11,2015

32. The tweet contained a hyperlink to a 30-page document. The beginning of the

documentwarnedthe "Crusaders" who wereconducting a "bombing campaign againstthe

muslims"...that*Sve areinyour emails and computersystems, watching and recording your every

move,wehaveyournamesandaddresses, wearein youremails andsocialmediaaccounts, we are

extracting confidential dataand passing onyour personal information to the soldiers of the

khilafah, who soon withthepermission ofAllah willstrike atyournecks inyourownlands!" The

next27pages ofthedocument contained thenames, e-mail addresses, e-mail passwords, locations,
12
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and phone numbers for approximately i;351 U.S. militaiy and other government personnel. The

final three pages ofthedocument contained what appear to show (i)credit card numbers and

addresses for three federal employees and (ii) Facebook exchanges between U.S. military

members. Oneof the Facebook exchanges includes whatappears to be a discussion between two

service members ("Service Member-1" and"Service Member 2").Under thisexchange, the

creatorofthe documentwrote,"Wentto Iraq and retumedin a bodybag- Hell is the abodeofthe

disbelievers..." Based on my reviewofpublic-source documents, I know that ServiceMember-1,

a veteran ofcombat in Iraq and Afghanistan,was in fact killed in 2008, albeit in an accidentafter

retuming to the United States.

E. Ferizi's First Known Offer of Hacking-Related Assistance to ISIL
Associates

33. The April 26-27,2015 communicationin which FERIZI sent PII to Hamayunwas

not the first in which FERIZI communicated with ISIL members/supporters and offered them his

computer expertise. On April 19,2015, using@Th3Du:3ctorY, FERIZI posteda publicly

availabletweet directedto ISIL-afBliated accounts, whichread:"@the_traveler01 @ksasisti

@AbuBakrSShani brother wait till im [sic] making the scriptwhichu can upload andnever get

deleted (DEDICATED SERVERS)" [J

13
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Ardit Ferizi a *2, Follow
tfTh3Dif3ctorY

@the_traveler01 ©ksasisti ©AbuBakrSShani
brother wait till im mal<ing the script which u
can upload and never get deleted
(DEDICATED SERVERS)
6;06PM-l9Apr2015

Photo: Screen shot of the April 19,2015 Tweet by FERIZI aka @Th3Dir3ctorY
showing FERlZI's intent to support ISIL.

34. I believe this tweet reflects FERIZFs intention to create and provide a "script," or

computer program aimed at assisting ISIL to publicly post communiquesand/or propaganda in a

&shion which would supposedly make it difficult for such content to be removed by service

providers or law enforcement

35. All three accounts referenced in the above tweet by @Th3Dir3ctorYhave been

suspended by Twitter (dateunknown). Based on searches of cached tweets, all appear to contain

pro-ISIL messages, possibly explaining thesuspensions. For example, on April 18,2015,

according toapublic posting on pastebin^ (http://pastebin.comyNBAs8mcU), Twitter user

@the_traveler01, utilizing the name "AbuNaseeha," was suspended byTwitter afterpostmg the

Al-Furqan/ISIL video ofbeheadings ofChristians andKurdish Pershmerga. On April 18,2015,

Twitteruser @AbuBakrSShani ^ire-tweeted" the following by @Liberation_X, a pro-ISILTwitter

account: "RT @Liberation__X EgyptSinai3highranking armycommanders join islamic state in

^ Pastebin is aweb application where users canstore plain text. They are most commonly used to
share short source code snippets for review via Internet Relay Chat

14
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Sinai." In April 2015, @ksasisti tweeted: "Muwahideen^ ofShaytat tribe denounce &declare their

enmityto the peoplefrom theirblood who've alliedwithAssad,"followed by anothertweetwhich

read: "They also ask Sh Abubakr Baghdad^ toletthem fight the filth fi-om their tribe who allied

with Bashar Assad.**

F. FERIZl IS THE SOURCE OF THE HACKED Pll HE SENT TO ISIL

36. On August 13,2015, an employeeofthe Victim Companyreported an

unauthorized access to their website. More specifically, the employee contacted an FBI agent and

mformed the agentthat an account usingthe usemame "KHS,"which I believe to be an acronym

forKosova Hackers Security, had access to customer details from theirdatabases. According to

theVictim Company, customer information stored inthedatabase included: names, addresses,

cities, states, countries, phone nimibers, email accounts, andusemames andpasswords.

37. OnAugust 17,2015, theFBI was provided with anexchange between anemployee

oftheVictim Company and technicians atthe Ho^g Company that owns the serveron^ch the

VictimCompany'swebsitfc resides.

38. According to the exchange, beginning as early as June 13,2015, anunauthorized

user gained access to the Victim Company's website, and created a user account with the initials

KHS.

39. During an exchange that occurred onJuly 15,2015, theHosting Company

technician verified to the Victim Company thatthe Hosting Company waswitnessing ongoing

^ Mtfwahideen is an altemate spelling for**mujahedeen" or "mujahideen," a termusedto describe
guerrilla fighters inIslamic coimtries, especially those who arefighting against non-Muslim
forces. In this instance, I believe it is used to refer to those who fight for ISIL.

^ AbuBakr al Baghdadi is the leader of ISIL.
15
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outbound cyber-attacks against their mfiastructure. The Hosting Company verified that the

attacks were originating fi-om the account utilizing usemame "KHS" and provided information

about the account, discussed below.

40. According to the "Password lastset" entry,whichstates"6/13/2015 7;28;19 AM,"

I believe the account was created on or before June 13, 2015. According to the "Last logon"

entry, at 7/15/201511:32:01 AM, I believeKHShad accessedthe VictimServeras recentlyas the

day ofthe exchange between the Victim Company and the Hosting Company.

C:UsersAdramistrator>net user KHS

User name KHS

Full Name KHS

Conmient

User's comment

Countrycode 000 (SystemDefault)
Account active Yes

Account expires Never
Password last set 6/13/2015 7:28:19 AM
Password expires Never
Password clmgeable 6/13/2015 7:28:19 AM
Password required Yes
User may clmge password Yes
Workstations allowed All
Logon script
User profile
Home directory
Last logon 7/15/2015 11:32:01 AM
Logon hours allowed All
Local Group Memberships ♦Administrators *Users
GlobalGroupmemberships ♦None

41. TheHosting Company alsoidentified that the filebeing runby KHS on July 15,

2015 was DUBmte.exe, located at the following directory:

C:\Users\KHS\Desktop\DUBrute v2^ + VNC - Scanner GUI vl.2DUBrute v2^

16
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42. On August 19,2015, the Victun Company contacted anFBI agent toreport a

threatening message it had received. The message, which was from an"Albanian Hacker," with a

contact email khs-crew@live.com, threatened the Victim Company for deleting the hacker's

"files" from their server. From my experience, I believe that the user ofkhs-crew@live.com was

referring to theDUBrute.exe malware placed onthe server which granted theuserKHS unfettered

access to information stored on the Victim Server.

43. The following is an excerptofthe email sent from an employee of the Victim

Company to the FBI:

...I work for [ownerofVictun Company] for his store [VictimCompany].

The server was hacked again today and left a note on main page.

Hi Administrator,

Is third time that your deletingmy files and losingmy HackingJOB on this server
One time i alert you that ifyou do this again i will publishevery client on this Server!
I don't wanna do this because i don't win anything here !
So whyyour trjdng to lose my accesson serverhaha ?
Why you'respendingyour time with one thing that you can't do ?
Please don't do the same mistakeagain because bad things will happen with you!
i didn't touch anything on your webhosting files please don't touch my files!
Want to contact me ?

Here: khs-crew@live.com

Greetings from an Albanian Hacker!

#SkyNet
#KHS

®"Main page" refers to the primary page ofthe website operated bythe Victim Company.
17
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44. On August 20, an employee ofthe Victim Company wrote an email to

khs-crew@live.com, identifying him/herselfas an employee ofthe VictimCompany, stating:

"Please dont attack our servers." In response, the userofkhs-crew@live.com wrote;

2BTC: l£5Vgj7wMU9o£ZWZno9ABsLSQ7XXkLsrG and will leave your server also
make a report for method how am getting access to your servers :)

(Emphasis added.)

45. The employee replied**2 bitcoinmean? didnt getyou whats that?" On August21,

2015,the userof khs-crew@live,com senta message to the Victim Company including

.information on what Bitcoins were and instructions on where the Victim Company should transmit

the Bitcoin to:

https://en.wikipedia.oi^^iki/Bitcoin
When i get money here ; lf5Vgj7wMU9ofZiWZno9ABsLSQ7XXkLsrG
I willmake full report for server and method.. i willprotect and remove aQ bugs on
your shop!

I believe thatKHS demanded thetwoBitcoin, worth approximately $500, for KHS to relmquish

his access to the Victim Server and to provide a report to the administrator onthe method he was

using to gain that access.

46. In August, theVictim Company provided theFBI with consent to review all

information related totheVicthn Company's website, which is stored ontheVictim Server owned

by the Hosting Company.

47. FBI revievv ofthe image of the VictimServer revealsan originating ff addressof

210.186.111.14. Thisis an ff assigned to a Malaysian-based ISPthat is frequently used by

FERIZI. Theimage shows thatonJuly8,2015 at approximately 3:15 Universal Time Coordinate

(UTC), theVictim Server was showing signs of a Structured Query Language (SQL) mjection

18
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attack. I learned from speaking with other FBI agents that SQL injection isatechnique often used

against retailer websites that inserts malicious code into adatabase entry field, thereby causing, for

example, the database to send its content to the attacker. I believe that KHS has used this method

ofhacking in the past.

48. Records forFacebook account 100003223062873, associated with the vanity name

"ardit.feri2a01," believedto be used by FERIZI, reveal that the accountwas accessed from the

sameIP responsible for the aforementioned SQLinjection attack on the Victim Server onJuly7,

2015 at approximately 06:49UTC, the dayprior to the mitialunauthorized intrusion, andJuly 8,

2015 at approximately 12:34UTC, which is roughly six hours after the initial unauthorized

intrusion.

49. Furthermore, FBI analysis ofthe Facebook records reveal over 1200 discrete

actions attributed to IP 210.186.111.14 occurring between July 6,2015 and July 13,2015

including, but not limited to, account Logins, Session Terminationsand sent messages.

50. Twitter records demonstrate that the @Th3Dir3ctorY account, attributed to

FERIZI, was logged into from the same IP responsible for the SQL injection attack on the Victim

Server at approximately 17:15UTC the dayprior to the initial unauthorizedintrusion and at

approximately 17:09UTC on July 8,2015, approximately 13 hours after the initial unauthorized

intrusion.

51. Furthennore, FBI analysis ofTwitter records reveal at least nine total logins to

@Th3Dir3ctorY from ff 210.186.111.14between July 5,2015 and July 13,2015.

52. FBI review ofthe Victim Server revealed that the full names, email addresses,

passwords, and cities and states ofresidence for the 1,351 U.S. military and other government

19
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personnel included inthe release by Hussain and the ISHD on August 11,2015 were found onthe

Victim Server,

53. OnSeptember 10,2015, FERIZI sent himself, viaFacebook, a file called

contactcsv. FBI analysis shows that the data fi-om file contactcsv (100,001 PII records) was

imported into a spreadsheet and subsequently truncated toremove the trailing string characters

followed bythe"| (pipe)" symbol, sothat thedata could becompared gainst normal email address

formats. Forexample, thedata rowfirstnamelastname@gmail.com|22483m was truncated to

remove "|22483m," thus leaving **firstnameiastname@gmail.com," whichcouldthen beusedto

compare against anymatching email addresses firom those posted online byISIL onAugust 11,

2015. Utilizing this process, the records fi-om the .csv file were reduced fiom approxhnately

100,000 to 98,890 records. The data was subsequently sorted and records not following normal

email formats suffix "©xxx-xxx**) were removed. Any records nothaving a prefix before

the @xxx.xx, were likewise removed. Additionally, allduplicative records were subsequently

eliminated. There were 8,475 duplicate records, leaving 91,525 unique email addresses

contained in the .csvfile. Therecords firom the Victim Server belonging to 1,351 customers of

theVictim Company werethen imported into the spreadsheet forcomparison. Ina similar

manner, any duplicate email address records were eliminated, leaving 1,351 records whichwere

subsequently compared against the 91,525 remainingemailaddresses containedin the .csv. Of

the 1,351 uniquerecordspostedby ISILon August 11,2015,1,089 recordsmatchedthoserecords

contained in the .csv file and 262 records did not match.

54. Furthermore, a review ofthe Facebook records revealed a conversation between

FERIZI and another Facebook user, account "ButrintKomoni," on or about August 22,2015, in

20
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which Facebook account Butrint Komoni asked FERIZI: "what happened with the [Victim

Company's website]" to which FERIZI replied, "the network came in :3. I called you man." I

believeFERIZI is confirming his unauthorized access to the VictimServer.

55. Given the above, I believe that FERIZI,the user ofthe Facebook account

100003223062873, obtained the PII belonging tothe U.S. military and other government

personnel by unlawfully accessing the Victim Server andprovided that information to ISIL for

ISIL's use, including publicationand for use againstthe ownersofthe PII.

V. Conclusion

56. Based upon the facts detailed above, I respectfully submit thatthere is probable

cause tobelieve thatfrom onorabout April 2015 toAugust 11,2015, outofthe jurisdiction ofany

particular State or district, Ardit FERIZI:

a. Intentionally accessed the Victim Server, a protected computer, without

authorization and exceeded authorizedaccess to the Victim Server, and

therebyobtained mformation from a protected computer, and the offense

was committed in furtherance ofa criminal act in violation ofthe laws of

the United States, specifically, thecriminal act of providing material

support to a designated foreign terrorist organization as prohibited by 18

U.S.C. § 2339B,all in violation ofTitle 18, United States Code,Section

1030(a)(2) and (c)(2)(B)(ii);

b. With intent to extort from persons money andotherthings of value,

transmitted ininterstate and foreign commerce a communication containing

a threat to causedamageto a protected computerand threatto obtain

21
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information from aprotected computer without authorization and to impair

the confidentiality ofinformation obtained from aprotected computer

without authorization, aU in violation ofTitle 18, United States Code,

Section 1030(a)(7) and (c)(3)(A);

c. Knowingly transferred, possessed and used, without lawful authority, a

means ofidentification ofanother person (consisting of, among other

things, names, bulh dates, and credit card information) during and in

relation to afelony violation enumerated in section 2332b(g)(5)(B), that is,

providing material support to ISIL, a designated foreign terrorist

organization asprohibited by 18 U.S.C. §2339B, knowing that the means

ofidentification belonged to another actual person, in violation ofTitle 18,

United States Code, Section 1028A(a)(2).

22
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d. Knowingly provided and conspired and attempted to provide material

support to ISIL, adesignated foreign terrorist organization, namely,

property and services, including himselfas personnel, expert advice and

. assistance incomputer hacking, and the PII ofU.S. military and

government personnel, in violationof 18U.S.C. § 2339B.

Swojn to and subscribed before me
this day ofS^^^r, 2015

N

KevinW Gallagjier
Special Agent
FederalBureauof Investigation

The .:sa Carroll Buchanan

\ i: .^d StatesMagistrate Judge

The Hon. Theresa Carroll Buchanan
UnitedStatesMagistrate Judge
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AO 442 (Rev. 01/09) Arrest Warrant

United States District Court
for the

Eastern District of Virginia

United States ofAmerica

V.

ARDIT FERIZl
a/k/a Th3Dir3ctorY,

Case No. 1:15-MJ-515

Defendant

ARREST WARRANT

^ =
5 5 S S
>^^5 £3 tnza
g2s . gs
253= RE
3>00 , </><

.3 50
— 2 - 03 SO

o •• </>
O —< IN> 3?

To: Any authorized law enforcement officer

YOU ARE COMMANDED to arrest and bring before aUnited States magistrate judge witRout unn^ssa§^delay
(name ofperson to be arrested) Ardit Ferizi ,
who is accused of an offense or violation based on the following document filed with the court:

Indictment • Superseding Indictment • Information • Superseding Information ij^omplaint
• Probation Violation Petition O Supervised Release Violation Petition • Violation Notice • Order of the Court

This offense is briefly described as follows:

18 U.S.C. §1030, Unauthorized access to a computer;
18 U.S.C. § 1028A, Aggravated identity theft; and
18 U.S.C. § 2339B, Providing material support to a designated foreign ten-oristgroup

Date: 10/06/2015

City and state: Alexandria, VA

This

at {cityand state)

Date:

.."T . ^ • - • i, ;S

^ Vr"; •'

^iM- •

1:1

'' f• - r'n C?

HLLU bT^yvS.

Z

Return

Theresa Ganoll Buchauki

Judge

Issuing sig^Utr^
" * I .

t . \ '

HonorableTheresa CV.Buchg^nan, U.S. Magistrate Judge
Printed name and title

'in (t! ii>'

, and the person was arrested on (date)

Arresting offic^ps^signature

Printed name and title
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18 U.S.C. S 1028A

Title 18,United States Code, Section 1028A provides:

(a) Offenses.--

* * *

(2) Terrorism ofifense.-Whoever, during andin relation to any felony violation
enumerated in section2332b(g)(5)(B), knowingly transfers, possesses, or uses,without
lawful authority, a means of identification of another personor a false identification
document shall, in addition to the punishment provided for suchfelony, be sentenced to a
term of imprisonment of 5 years.
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18 U.S.C $ 1030

Title 18, United States Code, Section 1030 provides:

(a) Whoever—

* * *

(2) intentionally accesses a computer without authorization or exceeds authorized access, and
thereby obtains—

* * *

(C) information from any protected computer;

* * *

(7) with intent to extort from any person any money or other thing of value, transmits in
interstate or foreign commerce any communication containing any—

(A) threat to cause damage to a protected computer;

(B) threat to obtain information from a protected computer without authorization
or in excess ofauthorization or to impair the confidentiality of information
obtained from a protected computer without authorization or by exceeding
authorized access; or

(C) demand or request for money or other thing ofvalue in relation to damage to a
protected computer, where such damage was caused to facilitate the extortion;

shall be punished as provided in subsection (c) of this section.

* * *

(c) The punishment for an offense under subsection (a) or (b) of this section is—

{1)(B) a fine under this title or imprisonment for not more than 5 years, or both, in the
case ofan offense under subsection (a)(2), or an attempt to commit an offense punishable
under this subparagraph, if—

(i) the offensewas committed for purposes of commercial advantageor private
financial gain;
(ii) the offense was committed in furtherance ofany criminal or tortious act in
violation of the Constitution or laws of the United States or ofany State; or
(iii) the value of the information obtained exceeds $5,000.,.

Case 1:16-cr-00042-LMB   Document 9   Filed 11/05/15   Page 38 of 62 PageID# 70



(3)(A) a fine under this title or imprisonment for not more than five years, or both, in the
case of an offense under subsection (a)(4) or (a)(7) ofthis section wMch does not occur
after a convictionfor another offense under this section, or an attempt to commit an
offense punishable under this subparagraph...
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18 U.S.C S 2339B

Title 18, United States Code, Section 2339B provides:

(a) Prohibited activities.—

(1)Unlawful conduct.--Whoever knowmgly provides material support or resources to a foreign
terrorist organization, or attempts or conspires to do so, shall be fined under this title or
imprisonednot more than 20 years, or both, and, ifthe death of any personresults, shall be
imprisoned for any term ofyearsor for life.To violate this paragraph, a personmust have
knowledge that the organization is a designated terrorist organization (as defined in subsection

(g)(6)), that the organization has engaged or engages in terrorist activity (as defined in section
212(a)(3)(B) ofthe Immigration and Nationality Act), or that the organization has engaged or
engages in terrorism (as defined in section 140(d)(2) of the Foreign Relations Authorization Act,
Fiscal Years 1988 and 1989).

* * *

(g)(6) [T]he term "terrorist organization" means an organization designated as a terrorist
organization under section 219 of the Immigration and Neutrality Act.

18 U;S.C. $ 3282

Titie 18, United States Code, Section 3282 provides:

(a) In general.—Except as otherwise expressly provided by law, no person shall be
prosecuted, tried, or punished for any offense, not capital, unless the indctment is found or the
information is instituted within five years next after such offense shall have been committed.

18 U.S.C. S 3286

Titie 18, United States Code, Section 3286 provides:

(a) Eight-year limitation.—Notwithstanding section 3282, no person shall be prosecuted, tried, or
punished for any noncapital offense involvmg a violation of any provision listed in section
2332b(g)(5)(B), or a violation of section 112,351 (e), 1361, or 1751(e) ofthis titie, or section
46504,46505, or 46506 of titie 49, unless the indictment is found or the information is instituted
within 8 years after the offense was committed. Notwithstanding the preceding sentence,
offenses listed in section 3295 are subject to the statute of limitations set forth in that section.
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EXHIBIT D
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA

V.

ARDITFERIZI,
a/k/a"Th3Dir3ctorY,'

Defendant.

CRIMINAL NO. 1:15-MJ-515

AFFIDAVIT IN SUPPORT OF

REQUEST FOR EXTRADITION

I, Kevin M. Gallagher, being duly sworn, depose, and state:

1. I am a citizen ofthe United States.

2. I ama Special Agent withtheFederal Bureau of Investigation (FBI) assigned to the

Washington Field Office. I have been employed bytheFBI for approximately sixyears.

3. The FBI isone oftheagencies within theUnited States govermnent responsible for

theenforcement of federal criminal laws. Asan agent with theFBI, I have training in the

preparation, presentation, andservice ofcriminal complaints and arrestand searchwarrants, and

have beeninvolved in theinvestigation of numerous types of ojffenses against theUnited States,

including crimes ofterrorism.

4. Based on my training and experience as an agent with the FBI, I am familiar with

themeans andmethods ofthose who commit computer andidentity theft-related crimes, andthose

who provide material support to Foreign Terrorist Organizations (FTOs).

5. My duties have includedconductingan investigation ofthe above-named

defendant in the criminal case captioned United States v. Ardit Ferizi. a/k/a "ThSDirSctorY.

1:15-MJ-515. As the lead investigator, I am familiar with the facts and circumstances of the
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investigation from my personal participation in this investigation and information provided to me

by other lawenforcement officials involved in this investigation.

1. BACKGROUM)

A. Identification of FERIZI as "Th3Dir3ctorY"

6. The investigation has revealed thatthedefendant, Ardit FERIZI, is a leader of a

known Kosovar internet hacking group called Kosova Hacker's Security (KHS), which provided

unliawfully obtained personally identifiable information (PII) tothe Islamic State of Iraq and the

Levant (ISIL), as described below.

7. OnApril 5,2015,the user ofTwitter account @Th3Dir3ctorY, using the name

"Ardit Ferizi," publicly tweeted a linktoa June 2013 article from the InfoSec Institute,^ asshown

in the screenshot below:

Ardrt Ferizi Follow
^Th3Dir3ctorY

Getting to Know Kosova Hacker's Security
Crew plus an Exclusive interview witli Tln3
DirSctorY

resources.infosecinstitute.com/getting-to-
kno... #infosec via ©infosecEdu

.OErWEFT fAV0.=?rT£3

1 3

12:41 AM-5 Apr 2015

Photo: Screenshot of FERIZI/@Th3Dir3ctorY's April 5,2015 Tweet with a link to
the June 2013 InfoSec Institute Article on KHS and @Th3Dir3ctorY

^The InfoSec Institute (www.infosecinstitute.com), founded in 1998 and based in Illinois, United
States, is a training institutefor technologyprofessionals focusedon informationassurance and
related training. InfoSec Institute also publishes research and articles, including interviews with
hacking organizations.
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8. According to the interview of "Th3Dir3ctorY" by the InfoSec Institute, the userof

Twitter account @Th3Dir3ct6rY istheleader ofa group of ethnic Albanian hackers from Kosovo,

calliQg themselves Kosova Hacker's Security, which isresponsible for compromising government

and private websites in Israel, Serbia, Greece, the Ukraine, and elsewhere.

9. According to the article, asof the timeofpublication, KHS claimed responsibility

for having hacked more than 20,000 websites, including: 90percent ofSerbian government

websites; Interpol, based in France (including taking its sitedown for twodays) in October 2012;

andIBM's research domain, researcher.ibm.com, located in Somers, NewYork, in May 2012.

Again according to the article, hackers callingthemselves "ThBDirSctorY" and "ThEta.Nu" also

claimed responsibility for compromising Microsoft's Hotmail servers in 2011. KHS itselfhas

confirmedits involvement in these attacksin other open sources.

10. On or aboutJuly 10,2015,the userof Twitter account @Th3Dir3ctorY postedthe

belowtweetidentifying himselfas "Owner of Kosova Hacker's Security, PentagonCrew," and

again used the name "Ardit Ferizi":

h^osova

Ardit Ferizi
@Th3£>r3ctorY

Owner Of Kosova Hackefs Security
PentagonCrew
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Photo: Screenshot of@Th3Dir3ctorY's Twitter profile as ofJuly 10,2015

11. According toTwitter records, the Twitter account @Th3Dir3ctorY was registered

on September 1,2012, using Microsoft email account lajmetal@hotmail.com, from an Intemet

Protocol address allocated to IPKO Telecommunications LLC inAlbania, a telecommunications

company that provides services inthe adjacent country ofKosovo. This registration information

is consistent with @Th3Dir3ctorY's association with KHS, anorganization which claims tobe

associated with Kosovo. As discussed below, FERIZFs passport was issued bytheGovernment

ofKosovo.

12. The FBI's investigation, including information provided tothe FBI by the Royal

Malaysian Police, has revealed thatFERIZI currently resides inMalaysia ona Student Pass and

that, asofSpring 2015, FERIZI was studying atLimkokwing University inMalaysia. FERIZI

appears to have entered Malaysia in early 2015.

13. IP logs forTwitter account @Th3Dir3ctorY reveal thatall logins to

@Th3Dir3ctorY between June 15, 2015, andAugust 14,2015, originated withIntemet Service

Providers (ISPs) in Malaysia.

B. ISIL is a Foreign Terrorist Organization

14. On October 15,2004, the U.S. Department ofState designated Al-Qa'ida inIraq

(AQI), then known as Jam'at al Tawhid wa'al-Jihad, as an FTO under Section 219 ofthe

Immigration andNationality Act(seeExhibit C),andas a Specially Designated Global Terrorist

2 • •Devices directly connected to the Intemet are identified by a xmique number called an Intemet
Protocol (IP) address. This number isused toroute information between devices. Generally,
when one device requests information from a second device, therequesting device specifies its
own IP address sothatthe responding device knows where to send its response. In other words,
an IP address issimilar toaphone number, and indicates the online identity ofthe communicating
device. IPaddresses are allocated byaninternational organization, theIntemet Assigned
Numbers Authority.
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Entity pursuant to Executive Order 13224.

15. On May 15,2014, the U.S. Department ofState amended the designation ofAQI as

an FTO under Section 219 ofthe Immigration and Nationality Act and as a Specially Designated

Global Terrorist Entity under Executive Order 13224 to list the name "Islamic State ofIraq and the

Levant" as its primary name. The Department of State also added the following aliases to the

ISIL listing: the Islamic State ofIraq and al-Sham (ISIS), the Islamic State ofIraq and Syria (ISIS),

ad-Dawla al-Islamiyya G. al-'Iraq wa-sh-Sham, Daesh, Dawla al Islamiya, and Al-Furqan

Establishment for Media Production. Although the group described herein has never called itself

"Al-QaMdain Iraq," this name has j&equently been used by others to describe it. To date, ISIL

remains designated as an FTO. In an audio recording publicly released on or around June 29,

2014, ISELannounced a formal change of its name to the Islamic State.

16. On approximately September 21,2014, ISIL spokesperson Abu Muhammad

al-Adnani called for attacks against citizens, civilian or military, ofthe countries participating in

the United States-led coalition against ISIL.

n. EVIDENCE

17. The evidence obtained jfromvarious sources, including witness statements,

electronic media, and social media records demonstrates that, in or about June 2015, FERIZI

accessed without authorization a protected computer, namely a server (the "Victim Server")

belonging to an identified Intemet hosting company (the "Hosting. Company"), which maintained

the website belonging to a U.S. retailer that sells goods via the Intemet to customers in multiple

states ("Victim Company"). The Hosting Company informed the FBI that the compromised

server was a dedicated server, meaning that no companies other than the Victim Company utilized

the server. The Victim Server is leased by the Victim Company and owned by the Hosting

5
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Company. The Victim Server is located in the United States.

18. Information provided by the Victim Company to the FBI in August 2015 revealed

that, beginning as early as June 13,2015, the user "KHS," which refers to "Kosova Hacker's

Security" (discussed above), had access to customer details from their database, including: names,

addresses, cities, states, countries, phone numbers, email accounts, and usemames and passv^ords.

Additionally, the Victim Company reported to the FBI that an "Albanian hacker," using

khs-crew@live.com, believed to be FERIZI, threatened the Victim Company for deleting the

hacker's "files" from the Victim Server. The "Albanian hacker" threatened to "publish every

client" on the Victim Server ifthe Victim Company terminated his access. The Victim Company

responded to the user ofkhs-crew@live.com requesting that its servers not be attacked. In

response, the user ofkhs-crew@Uve.com demanded two Bitcoin, worth approximately $500, to

report the method he was using to gain access to the Victim Server, to "protect and remove all

bugs" from the server, and to terminate his access to the Victim Server.

19. IP information obtained from the Victim Server reveals that a Malaysian IP address

was used toconduct aStructured Query Language (SQL) injection attack^ ontheVictim Server on

July 8,2015. Records obtained from Facebook for an account attributed to "ardit.ferizi01" and

Twitter records for account @Th3Dire3ctory (discussed above), which are believed to be used by

FERIZI, reveal that these accounts were accessed from the same Malaysian EP address the day

before and hours after the SQL attack on July 8,2015. FERIZI also accessed the Facebook and

Twitter accounts from that Malaysian IP address on multiple other occasions between July 5,2015

^ A SQL injection isa technique often used against retailer websites that inserts malicious code
into a database entry field thereby causing, for example, the database to send its contents to the
attacker.
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and July 13,2015.

20. On August 11,2015, in the name ofthe Islamic State Hacking Division (ISHD),

known ISIL member Junaid Hussain, also known as "Abu Hussain al-Britani," now deceased,

posted a public hyperlink on Twitter with the title "U.S. Military AND Government personnel,

including Emails, Passwords, Names, Phone Numbers, and Location Information," which

provided ISIL supporters in the United States and elsewhere with the PII belonging to 1,351 U.S.

military and other government personnel to be used to target the U.S. personnel for attacks and

violence. An FBI review ofthe Victim Server revealed that the full names, email addresses,

passwords, and cities and states ofresidence for the 1,351 U.S. government personnel included in

the release by Hussain and ISHD on August 11,2015 were found on the Victim Server.

Additionally, records from the Facebook account associated with "arditferiziOl" revealed that

FERIZI sent himselfa ".csv" file containing 91,525 unique email addresses. Ofthe 1,351 unique

records posted by ISEL on August 11,2015,1,089 records matched those records contained in the

".CSV" file.

21. Twitter records demonstrate that earlier, on approximately April 26 and/or 27,

2015, the users ofTwitter accounts @Muslim_Sniper_D and @Th3Dir3ctorY participated in a

Twitter exchange during which FERIZI, as the user of@Th3Dir3ctorY,provided Tariq Hamayun,

the user of @Muslim_Sniper_D, an ISIL member located in Syria, with screen shots ofwhat

appears to be unlawfully obtained credit card information belonging to 27 Americans, 18 British

and 22 French citizens. This information included names; addresses; zip codes; birth dates; and

credit card information such as the type, number, expiration date and Card Verification Value.

During the exchange, the user ofTwitter account @Muslim_Sniper_D confirmed that Abu

Hussain al-Britani (Junaid Hussain) was Hamayun's friend and that "he [Abu Hussain al-Britani]

7
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had "told me [Hamayim] a lot about u [FERIZI]," indicatingthat, as of the date ofthe exchange

FERIZI and Hussain were already in communication with one another. At the end of this

exchange, the user of@Muslim_Smper_D, Hamayun, wrote the following message to the user of

Twitter account @Th3Dir3ctorY, FERIZI: "Pliz [sic] brother come and join us in the Islamic

state."

m. IDENTIFICATION

22. On October 12,2015, FERIZI was detained by the Royal Malaysia Police on the

provisional arrest warrant request from the United States and he remains in custody pending

extradition proceedings.

23. According to his passport, a copy ofwhich was provided to the FBI by the Royal

Malaysia Police following his detention, ARDIT FERIZI is a citizen ofKosovo, bom on January

12,1995, in the city of Gjakova. The FBI was informed by the Royal Malaysia Police that

FERIZI entered Malaysia using Kosovo Passport number is P00390126, a copy ofwhich has been

attached as Exhibit 1.
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24. Attached to this affidavit as Exhibit 2 is a photograph that was obtained from the

Facebookaccountassociatedwith "ardit.feriziO1." This photographwas viewed by an FBI agent

who personally observed ARDIT FERIZI followinghis detention by the Royal Malaysia Police on

the provisional arrest warrant request from the United States. The FBI agent confirmed to me that

the person in Exhibit 2 is ARDIT FERIZI, the person detained by the Royal Malaysia Police,

whose criminal conduct is described in this affidavit and who has been charged in this case.

Sworn to and subscribed before me

this S^ay ofNovember,2015

/s/

Kevin M. uallagher
Special Agent
Federal Bureau of Investigation

Kevin M. uallagher

Theresa CarroU Buchanan

ixates Magistrate Judge

The Hon. Theresa Carroll Buchanan

United States Magistrate Judge
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EXHIBIT 1
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