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This fatwa was considered in many respects to be a declaration of war on the United States. Less
than six months later, on or about August 7, 1998, al Qaeda conducted a truck bomb attack on two
U.S. Embassies in East Africa—Nairobi, Kenya and Dar es Salaam, Tanzania—causing the deaths
of over 200 people and injuring thousands of others.

11.  In support of its terrorist plots, al Qaeda sponsored, managed, and/or financially
supported training camps in Afghanistan, and those camps were used to instruct and train members
and associates of al Qaeda and its affiliated terrorist groups in the use of firearms, explosives,
chemical weapons, and other weapons of mass destruction.

12.  One of the most prominent al Qaeda training camps during the late 1990s through
early 2000s was the al Farooq training camp, which was located outside of Kandahar, Afghanistan.
Members of al Qaeda’s senior leadership were also located in Kandahar in the 2000-2001
timeframe. In 2000, UBL challenged his group to increase recruitment efforts in Saudi Arabia and
Yemen. Moreover, during this time, al Farooq became a popular camp for initial training and
indoctrination of violent jihad and basic military tactics used for offensive operations. Some of al
Qaeda’s most notorious leaders and operatives were trained and/or were instructors at the al Farooq
camp, including, some of UBL’s highest ranking deputies, several of the hijackers from the
September 11, 2001 terrorist attacks, and at least one individual who was convicted for his role in
the 1998 East Africa Embassy bombings. Indeed, UBL frequently visited al Farooq during this
time and spoke with the trainees. Beginning in at least sometime in 2000, immediately prior to
attending al Farooq, and while present at an al Qaeda-sponsored safe house in Afghanistan, camp
participants would fill out in-processing paperwork, also known as “Mujahedeen Data Forms,”
“questionnaires” or “camp applications,” in which prospective al Qaeda recruits provided personal

information regarding their background as well as their desired goals. In order to get to the safe
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house and fill out the Mujahedeen Data Forms, the al Qaeda recruit must have already been vetted
by a trusted al Qaeda associate. Theapplicants would typically not put their true and correct names
on these forms, but would rather place their “kunya,” or nickname, by which they wanted to be
identified. Moreover, the form requests the applicant to provide the name of the person(s) whom
recommended or sponsored them for the training, as well as the names of any individual in
Afghanistan who.the applicant knew.

13, = Shortly.after the September 11, 2001 terrorist attack, the U.S. Military engaged in
a.series ofraids in Afghanistan~"More specifically, on or about December 8, 2001, during military
operations in Afghanistan, U.S. personnel conducted a series of raids on known and suspected al
Qaeda locations, including safe houses and buildings used for administrative purposes. One such
building was a suspected al Qaeda safe house, which has been referred to as the “Arab Office,”
located in Kandahar, Afghanistan. Included in the large volume of materials seized from the Arab
Office were well over 100 Mujahedeen Data Forms associated with the basic training at al Qaeda’s
al Farooq camp. All of the materials seized from the Arab Office, including these Mujahedeen
Data Forms, were provided to the FBI for further review and analysis.

ALFALLAJ’s Fingerprints were found on al Qaeda Mujahedeen Data Form

14,  Onorabout March 21, 2017, investigators of the FBI requested fingerprint analysis
of some of the Mujahedeen Data Forms discovered from the aforementioned December 8, 2001
raid.

15. On or about November 3, 2017, the FBI’s Latent Print Operation Unit confirmed a

positive match for 15 latent fingerprints belonging to ALFALLAJ on one of the Mujahedeen Data
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Forms.? The fingerprint matches came from prints that ALFALLAJ was required to provide when
applying for his pilot’s license in October 2016. ALFALLAJ’s fingerprints were found on pages
two, three, and five of the five-page form. The questions on the form are written in Arabic and the
responses are also written in Arabic.” An FBI linguist translated the form from Arabic to English.
The kunya listed on the form is “Muthana Al-Najdi” who claims to be from Riyadh, Saudi Arabia,
ALFALLAJY’s city of birth. The Mujahedeen Data Form is signed with a date of September 2000.*
Additionally; the emergency contact information listed on the Mujahedeen Data Form includes a

eellular telephone number assetiated with ALFALLAJ’s father.’> ALFALLAJ also provided

3 A total of 22 latent prints were discovered on the five-page application. Five latent prints were
excluded as belonging to ALFALLAJ. Two latent prints could not be identified as belonging to
ALFALLAJ, nor could they be excluded and have been deemed “inconclusive” at this time.

4 If this date and the date of ALFALLAJ’s known birthday are accurate, ALFALLAJ would have
been just two months shy of his 17th birthday.

5> The form sought information on the address and telephone number of the applicant’s nearest
relative “upon need,” which I believe is an emergency point of contact. ALFALLAJ provided
“father” and three different telephone numbers, including *“ 05XXXXXXX.” (seven digits of the
telephone number have been redacted from this Affidavit to protect ALFALLAJ’s father’s
privacy.) On ALFALLAJ’s father’s nonimmigrant visa application to the United States, which
was completed in September 2014, ALFALLAJ’s father listed his telephone number as
“96655XXXXXXX.” (The last seven digits that have been redacted from this telephone number
are the same seven digits identified on ALFALLAJ’s Mujahedeen Data Form.) During the course
of this investigation, I have learned that, in Saudi Arabia, “0” is a commonly used number to call
another telephone number outside of the local area network and “966” is Saudi Arabia’s country
code. I also know that, in 2004, Saudi Arabia recognized the potential that it would run out of
telephone numbers (based on demand) and added a digit to mobile phone numbers, including
numbers previously assigned. As such, the extra “5” in the telephone number ALFALLAJ’s
father provided in his U.S. visa application is a post-2004 addition. Finally, I know that the
telephone number provided is a cellular telephone number issued by Saudi Telecom because of
the digits “55.”
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additional information on the Mujahedeen Data Form. Specifically, he acknowledged that he
would adhere to the designated training period of two months and that he would not leave the camp
without permission for any excuse.. ALFALILAJ further wrote that his hobbies included, “more
training on military matters;” that he was motivated to go to travel to Afghanistan after hearing of
the death of “brother Muthanna Al-Qasimi” and “hearing a lot about jihad in “Al-Qasim
(Buraydah).” ~Indeed, in response to the question about what field he’d like to work in,
ALFALLAJ wrote;“amujahid for the sake of God,” and in response to the question whether he
had any“advi¢e-for his Mujahidin brothers,‘ ALFALLAJ wrote, “[m]y advice to them is not to
return to their families because this life is sedition and hardships and your way is the path to
paradise, God willing.” Finally, ALFALLAJ responded that he had not trained prior to coming

to Afghanistan.

ALFALLAJ’s Interviews with the FBI

16.  Onorabout December 1, 2017, ALFALLAJ called the FBI’s Oklahoma City Field
Office. During the phone call, ALFALLAJ said that he believed that someone had possibly
reported him to the government and requested a meeting with the FBI.S

17. On or about December 4, 2017, pursuant to his request, I met with ALFALLAJ.

This interview was conducted at the FBI Oklahoma City Field Office and was audio and video

6 I am aware that the FAA sent ALFALLAJ an “IMMEDIATELY EFFECTIVE ORDER OF

REVOCATION” dated September 15, 2017, informing ALFALLAJ that all certificates issued to

him by the FAA, including his Private Pilot Certificate which had been issued in November 2016,

were immediately revoked and that ALFALLAJ must immediately surrender his certificates or

face a monetary penalty. The Order stated that it was being issued because TSA concluded that

ALFALLAJ posed, or was suspected of posing, a risk of air piracy or terrorism, or a threat to
9
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recorded. SA Rebecca Perkins, amember of the JTTF and an agent with Immigration and Customs
Enforcement’s Homeland Security Investigations (“HSI”), was also present during the interview.
SA Perkins had been participating in the terrorism investigation involving ALFALLAJ since its
inception. At the beginning of the interview, I introduced myself to ALFALLAJ and informed
him that we have a Joint Terrorism Task Force, which includes many police departments and
government agencies that work togetheér. I explained that SA Perkins knew more about
immigration issues and could possibly’help explain those issues. During the interview, I informed
ALFALEAJ that it was important to provide truthful statements. Specifically, prior to going over
the questions on ALFALLAJ’s nonimmigrant visa application, I advised him that if there is
something in the application that is wrong, it was important that he let me know. I again informed
ALFALLAJ that I worked on a terrorism task force. 1 asked ALFALLAJ if there were any places
he had travelled that he had not listed on his visa. ALFALLAJ stated that he had travelled to
Egypt, Morocco, Malaysia, Dubai, Jordan, and Kuwait. Itold ALFALLAJ that I wanted to ask
him about countries that would be of concern. I asked him if he had been to Somalia, Yemen, or
Afghanistan. ALFALLAJ denied travel to all three of these countries, but volunteered that he had
been to Syria in 2008. I also asked if he had been to Iran, North Korea, Russia, or Bosnia.
ALFALLAJ denied travel to any of these countries. Finally, I asked ALFALLAJ if he has ever
associated with anyone from a foreign terrorist group. ALFALLAJ denied this. After going over

all of the questions, I stressed that it was important for ALFALLAJ to provide truthful statements.

airline or passenger safety which caused TSA to request the Administrator of the FAA to issue the
Order, which he did pursuant to 49 U.S.C. § 46111(a).
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I asked these questions in relation to an investigation that involved international terrorism as
defined by 18°U.S.C. § 2331.

18. | On orabout January 9, 2018, during a phone call that was recorded, ALFALLAJ
confirmed that the telephone number listed on his father’s nonimmigrant visa application is
correct, and that it had been his father’s cellular telephone number for approximately 15 years.

19.. “Lknow through interviews conducted of individuals that attended al Qaeda’s al
Farooq training camp and/or-worked 4t the Arab Office that the Mujahedeen Data Forms such as
the one that ALFALLAJ filled out would have only been completed once an individual was
present at the Arab Office, or safe house, in Afghanistan prior to being taken to the al Farooq

training camp.
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Respectfully submitted,

Y e A

D. Hunter Marsh
Special Agent
Federal Bureau of Investigations

Subscribed and sworn to before me on Fe Borwery S ,2018
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BERNARD M. JONES
UNITED STATES MAGISTRATE JUDGE
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