
































































































































when AL SAFOO connects to the Internet through Subject Phone 1, he uses a Virtual
Private Network (VPN),16 which disguises SAFOQ’s IP address by making it appear
that his online activity originated at an IP address for a VPN service provider in the
Netherlands. This allows him to mask his IP addresses and limits the ability to trace
internet activity to his location. And, as described below, AL SAFOO also uses a
variety of different email and other electronic accounts to hide his conduct.?

117. 1 have reviewed email provider records for multiple email accounts,
information captured by UCE1 from the Khattab groups on Social Media Application,
and the results of court-authorized searches of email accounts. Despite AL SAFOO’s
attempts to conceal his identity and conduct, I have been able to determine that AL
SAFOO 1is the user of the monikers “Abu Al-Abbas Al-Iraqi,” “Abu Shanab” and
“Abbusi” on Social Media Application.

118. Specifically, as set forth below, I have determined that “Abu Al’-Abbas
Al-Iraqi,” “Abu Shanab” and “Abbusi” are the same person, and that the person using
these monikers also uses email accounts controlled by AL SAFOO. AL SAFOO has
also used similar monikers for a PalTalk account associated with his telephone

number. AL SAFOO also discussed his use of PalTalk on Social Media Application.

16 VPNs are used to maintain online anonymity. They assign temporary IP addresses
to a user, which disguises that user’s true IP address when the user connects to websites or
other online services.

17 As discussed above, AL SAFOOQ’s efforts to conceal his identity are consistent with
messages sent among Khattab members by AL SAFOO and other co-conspirators
encouraging the use of VPNs and other measures to conceal their true identities.
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00O used the nickname “Abu Shanab” from

“Abbas Al-Iraqi” from approximately December 7, 2017 to
approximately May 1, 2018. AL SAFOO wused the nickname “Abbusi” from
approximately May 2, 2018 to June 20, 2018.

121. For example, on September 8, 2017, a member in the Staff Group wrote,
“Abu Al-‘Abbas, how are you, good man??” Approximately thirteen seconds later, “Abu
Shanab” responded to the query with, “Greetings, brother.”

122. On or about October 19, 2017, a member in the Staff Group wrote the
name, “Abu Al-'Abbas,” in what appeared to be a roll call. Less than two minutes
later, “Abu Shanab” responded, “Absent,” and then added, “I am present, I am not
absent (smiley face emoji).”

123. On the same day, less than one minute later, CC3 wrote, “And upon you
be peace, mercy and blessings of Allah, Greetings to you my dear brother, Abu al-
‘Abbas, May Allah bless you.” Approximately 20 seconds later, group member “Abu

Shanab” responded, “You just wanted us to worry about you.”
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127. On or about May 2, 2018, AL SAFOO’s nickname changed to “Abbusi.”

Historical screenshots of the private chat between UCE1 from April 17, 2018 to May
9, 2018 show “Abbusi” used the same profile picture, depicted above, as “Abu Al-
Abbas.”
128. In addition, Khattab members often responded to posts by “Abbusi” by
addressing “Abbusi” as “Abu Al Abbas.” For example:
a. On May 3, 2018, “Abbusi” posted in the Staff Group, “I think that I will
post it.” A minute later, UCE1 responded to “Abbusi’s” post, “It is a

beautiful voice...you are awesome Abu-al-‘Abbas my dear!”
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titled, “The land of Iraq, the cradle of Caliphate.” An hour later, a

Khattab group member was the first user to respond. That member
wrote, “God bless you, Abu-al-‘Abbas.”

d. On June 4, 2018, a user posted in the Staff Group, “Peace and mercy of
Allah be upon you.” Less than 20 seconds later, “Abbusi” posted, “And
upon you be peace and mercy of Allah.” Less than 5 seconds later, the
same member responded, “Greetings from Handalah to the beloved Aba
al-‘Abbas. How are you o dear?”

e. In none of these instances did “Abbusi” tell UCE1 or other Khattab
members that he was not “Abu al Abbas.”

129. Based on the context of these communications, I believe that “Abbusi,”

“Abu Shanab” and “Abu AlI’-Abbas Al-Iraqi” are the same person.
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and Border Protection (CBP). The interview was recorded. During the interview, AL

SAFOO stated that he is the user of Subject Email Account 1. Based on a review of
records from Google, the subscriber of Subject Email Account 1 is “Abo-Mohammad
Ashraf” and the recovery email address is Subject Email Account 4. Based on my
training and experience and review of records from Google, I know that a recovery
email address is an email address registered by a user in case the user is locked out

of the account.

AL SAFOQO is the user of Subject Email Account 2.

132. According to Google records, Subject Email Account 1 is listed as a
recovery email address for Subject Email Account 2. According to records, the
subscriber name on this account is Abo Mohammad Al Iraqi, which indicates the user

1s from Iraq, consistent with AL SAFOO’s background. According to information
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accessed Subject Email Accounts 1 and 3.

pfoduced by Google, “cookies” indicate that the same device

AL SAFOQO is the user of Subject Email Account 4.

134. According to Google records, Subject Email Account 4 is listed as the
recovery email address for Subject Email Account 1 (and Subject Email Account 1 is
the recovery email address for Subject Email Account 4). According to Google records,
the subscriber name on the account is Ashraf al Safoo. The username, iragimousl, is
consistent with AL SAFOOQO’s place of birth (Mosul, Iraq). According to information
produced by Google, “cookies” indicate that the same device accessed Subject Email

Accounts 1 and 4.

18 Based on my review of information received from Google, Google keeps records that
can reveal accounts accessed from the same electronic device, such as the same computer or
mobile phone, including accounts that are linked by “cookies,” which are small pieces of text
sent to the user’s Internet browser when visiting websites.
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same device accessed Subject Email Accounts 5 and 7, which are both used by AL
SAFOO.

AL SAFOQO is the user of Subject Email Account 7

137. According to Google records, the subscriber name for Subject Email
Account 7 1s that of a known journalist who was killed by ISISin 2014. According to
information produced by Google, “cookies” indicate that the same device accessed
Subject Email Accounts 1 and 7.

Common IP Addresses Were Used to Access Subject Email Accounts 1-7

138. IP addresses also demonstrate that AL SAFOO 1is the user of Subject
Email Account 7. According to records obtained through a court-authorized search,

Subject Email Account 7 was active from October 13, 2017 through January 2, 2018.

19 Zyrasmith8@gmail.com is subscribed to by “Zyra Smith.” The recovery email
address for zyrasmith82gmail.com is shami_Ol@tutanota.com. As described below,
shami_0Ol@tutanota.com is an email address associated with a Paltalk account used by AL
SAFOO.
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Afcount 7uatltiple times on October 24, 2017. The same IP address was
used to log into Subject Email Account 4 hundreds of times in December
2017.

c. IP address 185.212.170.113 was used to log into Subject Email Account
7 twice on December 9, 2017. The same IP address was used to log into
Subject Email Account 1 on November 1, 2017.

d. IP address 185.212.170.119 was used to log into Subject Email Account
7 on November 10-11, 2017 and December 9-10, 2017. The same IP
address was used to log into Subject Email Account 1 on November 12
and November 14, 2017.

e. IP address 85.212.170.120 was used to log into Subject Email Account 7
on October 25, 2017. The same IP address was used to log into Subject
Email Account 1 on October 26, 2017.

f. IP address 185.212.170.119 was used to log into Subject Email Account

7 on November 10-11, 2017 and December 9-10, 2017. The same IP
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139. All of the [P addresses referenced above belong to LeaseWeb, a

Netherlands-based Internet service provider that also provides VPN services. Based
on data from an internet service provider for AL SAFOQO’s home, AL SAFOO is a user
of LeaseWeb’s services. Similarly, Subject Email Accounts 1 through 4 and 7 all
frequently were accessed through LeaseWeb IP addresses.

140. Moreover, LeaseWeb’s records indicate many of these IP addresses were
assigned by Leaseweb to ExpressVPN, another internet service provider that offers
VPN services. AL SAFOOQO’s financial records show payments to ExpressVPN.

141. AL SAFOOQ’s use of VPN services is consistent with the operational
security methods he advocated online. VPN services hide a user’s online activities. For
example, AL SAFOO encouraged UCE1 to use VPN services.

142. In light of the overlap between cookies, recovery email addresses, IP
addresses, and use of VPN services, I believe that AL SAFOO is the user of Subject

Email Accounts 1, 2, 3, 4, 5, and 7.
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accounts on different dates.

158. On November 24, 2017, as AL SAFOO was reentering the United States,
a CBP search revealed that he was carrying an Apple mobile telephone. According to
Apple’s  records, this device was associated with email account
shami_02@tutanota.com, which is nearly identical to shami_Ol@tutanota.com, the

subscriber email for Subject Paltalk Account 2.24

AL SAFOO is the user of Subject PalTalk Account 3.

159. A third PalTalk account was subscribed under email address
ash.aponte.84@tutanota.com (Subject PalTalk Account 3). The username for Subject

PalTalk Account 3 is “Abo-Al_Abbas”, which is substantially similar to AL SAFOO’s

23 This is the same email address listed as the recovery email address for
Zyrasmith8@gmail.com. Zyrasmith8@gmail.com is the recovery email address for Subject
Email Account 5. Based on the connections between Subject Paltalk Account 2, Subject
Email Account 5 and Zyrasmith8@gmail.com, I believe that each is used by AL SAFOO.

24 This email address also is associated with a Skype account that has the identical
profile picture as the Social Media Application profile picture of “Abu Al’-Abbas Al-Iraqi”
and “Abussi.”
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